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AUDIT SUMMARY 
 
 

This report discusses the financial activities and performance of eleven agencies reporting to the 
Secretary of Health and Human Resources, which are: 

 
• Departments of Medical Assistance Services (Medical Assistance Services) 
• Department of Social Services (Social Services)  
• Department of Health (Health) 
• Department of Mental Health, Mental Retardation, and Substance Abuse Services 

(DMHMRSAS) 
• Departments of Rehabilitative Services (Rehabilitative Services)  
• Woodrow Wilson Rehabilitation Center (Center) 
• Department for the Deaf and Hard of Hearing (Deaf and Hard of Hearing)  
• Department for the Blind and Vision Impaired (Blind and Vision Impaired) 
• Virginia Board for People with Disabilities (Board) 
• Department of Health Professions (Health Professions) 
• Office of Comprehensive Services for At-Risk Youth and Families 

(Comprehensive Services) 
• Department for the Aging (Aging) 

 
The Secretary of Health and Human Resources oversees these agencies that provide services to 

Virginians with mental retardation, mental illness, substance abuse, and physical disability concerns; to low-
income working families; and to the aging community.  In addition, the agencies license health practitioners 
and ensure safe drinking water in the Commonwealth. 
 

Approximately $1 billion or 22 percent of all Medicaid expenses support programs provided by 
Commonwealth agencies and institutions.  Some agencies, such as DMHMRSAS, have over 30 percent of 
their total budget supported by Medicaid service payments.  Medicaid is a program jointly funded by the 
federal government and the Commonwealth’s General Fund.  The loss or reduction of Medicaid funding 
would have a significant impact on many of the Commonwealth’s programs. 
 
 Our audit for the year ended June 30, 2007, found: 
 

• proper recording and reporting of transactions, in all material respects, in the 
Commonwealth Accounting and Reporting System and in each agency’s 
accounting records; 

 
• instances of noncompliance with applicable laws and regulations that are required 

to be reported under Government Auditing Standards; these are included in the 
section entitled “Internal Control and Compliance Findings and 
Recommendations” starting on page seven; and 

 
• certain matters involving internal controls that require management’s attention and 

corrective action; these are included in the section entitled “Internal Control and 
Compliance Findings and Recommendations” starting on page seven. 
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MEDICAID 

 
Medicaid is a health program for eligible low-income parents, children, seniors, and people with 

disabilities.  The federal government and individual states jointly fund the Medicaid program at an 
approximate cost of $305 billion annually.  Each individual state manages and administers its own program, 
in accordance with their statewide plan approved by the Federal government.  
 

The Centers for Medicare and Medicaid Services (CMS) is the federal agency that oversees and 
monitors the state-run programs.  CMS establishes minimum requirements for service delivery, quality, 
funding, and eligibility standards. 
 

Each state must conform to these minimum guidelines in order to receive matching funds and grants 
from the federal government.  The federal matching formula varies by state, depending on individual states’ 
average per capita income.  States with the highest average per capita income receive a federal match of 50 
percent, while states with lower average per capita income receive a larger match.  Virginia is one of 13 states 
with a 50 percent federal matching rate. 
 
 

VIRGINIA’S MEDICAID PROGRAM 
 

In fiscal 2007, the Commonwealth’s total expenses were approximately $34.13 billion.  Of that 
amount, Virginia’s Medicaid program totaled $5.04 billion, or nearly 15 percent of total state expenses.  The 
following schedule illustrates the portion of total state expenses that have gone to the Medicaid program since 
2003.   

 
             2003                       2004                       2005                     2006                  2007          
Medicaid   3,643,148,864     3,895,466,765    4,394,414,236   4,772,677,271   5,042,199,846 
Non-Medicaid   26,252,619,136    27,022,514,235   29,180,260,764 31,082,777,729 34,127,693,154 
Medicaid 12% 13% 13% 13% 13% 

 
As a percentage of total state expenses, Medicaid expenses have remained relatively constant over the 

past five years.  This is largely a result of several cost containment strategies adopted by the state to control 
increases in Medicaid spending.  Virginia’s Medicaid expenses have increased by 38.4 percent in the last five 
years; this is inline with the national trends.  According to CMS, national health care expenses increased by 
35.3 percent over the most recent five-year period for which data is available (2001-2005). 

  
As discussed in the previous section, Virginia’s federal matching participation rate is 50 percent.  

That is, for every dollar the Commonwealth spends on allowable Medicaid expenses, the federal government 
reimburses the state 50 cents.   

 
AGENCIES PROVIDING MEDICAID SERVICES 

 
This section will detail the impact that Medicaid dollars have throughout Virginia government and its 

programs.  The following table lists the relationships that Medical Assistance Services has with other state 
agencies and the services they provide. 
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Department of Medical Assistance Services' Relationship with Other State Agencies 
   

Agency Relationship 
• Eligibility Determinations for the Disabled Department of Rehabilitative Services 
• Medicaid Infrastructure Grant 
• Eligibility Determinations for Medicaid (to include outstation employees)  
      and SLH 
• Early and Periodic Screening, Diagnosis, and Treatment Outreach 
• Identification of Recipients with Third Party Liability 
• Client Medical Management Program 
• Nursing Home Pre-admission Screenings 
• Reimbursement of Medicaid Refugee Costs from a Federal Grant Provided  
      to DSS 
• Identification of Suspected Fraud and Non-Entitled Benefits 

Department of Social Services 

• Licensure for Adult Care Residence 
• Licensure and Certification of Nursing Facilities 
• Early and Periodic Screening, Diagnosis, and Treatment Support (Training) 
• Nursing Home Pre-admission Screenings 
• Resource Mothers Program - Support Persons for Indigent Young Pregnant 
      Women 
• Health Clinic Medical Services, Including Home Health Services 
• Case Management Services for Pregnant Women and Children 
• Teen Pregnancy Prevention Programs 
• Certificate of Public Need Approvals – Nursing Homes and Hospitals 
• Screening of Children for Lead Poison 

Department of Health 

• Data Sharing 
• Medicaid Legal Representative Attorney General’s Office 
• Medicaid Fraud Unit 
• Case Management for the Elderly 
• Quality Care Assurance-Nursing Facilities 
• Relocation of Residents of Nursing Homes 

Department for the Aging 

• Outreach for Dual Eligibles 
• School-Based Health Centers 
• Rehabilitative Services  
• Skilled Nursing Services 
• Psychological Services 

Department of Education 

• Data Sharing 
Department of Taxation • DMAS uses the Tax Debt setoff on accounts that cannot be collected 
JLARC • Data Sharing 

• Inpatient and Community Mental Health and Mental Retardation Services 
• Nursing Home Pre-admission Screenings and Resident Reviews 
• Certification of Providers of Mental Health and Mental Retardation Case  
      Management Services 

Department of Mental Health, Mental  
   Retardation and Substance Abuse  
   Services 

• Early Intervention Services for Infants and Toddlers 
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• Inpatient and Outpatient Care 
• Nursing Home Pre-admission Screenings 
• Infrastructure Grant Projects 
• Revenue Maximization Support 
• Medicaid Buy-In Study 

VCU and UVA Hospitals 

• Consumer Directed Services 

Supreme Court of Virginia • Payments to Hospitals and related providers of medical and health services  
      for individuals subject to Involuntary Mental Commitment proceedings 
• Nurse Aide Certification 
• Licensure of providers Department of Health Professions 
• Investigation of Complaints (Quality of Care) 

State Police • Medicaid Drug Fraud 
Virginia Employment Commission • Access to Virginia Employment Case Management Files 

• Financial Reporting 
• Compliance Audits 
• Official record of DMAS financial transactions 

Department of Accounts 

• EDI – Travel Vouchers 

Treasury Department • Treasury Issues, DMAS checks, and wire transfers for vendors and  
      providers 

Department of Planning and Budget • Oversee the agency’s administrative and medical budget 
Department for the Blind & Vision  
   Impaired • Eligibility Determinations 

Office of Comprehensive Services • Comprehensive Services Act 
Library of Virginia • Document Storage 
Virginia Information Technology Agency • Executive Summary for the VITA Transition 

• Support for Revenue Maximization Project 
• Personal Care Aid and Certified Nurse Assistant Training Program 
• Partnership for People with Disabilities 

Virginia Commonwealth University 

• Area Health Education Centers Program 
 
Medical Assistance Services is the state agency charged with the administration and management of 

the state’s Medicaid program.  All Medicaid funds flow through Medical Assistance Services.  Medical 
Assistance Services uses Medicaid funds to reimburse service providers. 

   
As stated previously, the Commonwealth’s Medicaid expenses totaled $5.04 billion in fiscal 2007.  

Of this amount, Medical Assistance Services paid just over $1.2 billion in Medicaid funding to other state 
agencies and localities (Commonwealth entities) for the services they provide to individuals in the Medicaid 
program.  The $1.2 billion represents 24 percent of Virginia’s total Medicaid expenses and accordingly, the 
federal government reimbursed the state for about $600 million (50 percent) of that amount.  Several of the 
internal entities in the tables below rely heavily on this Medicaid funding stream (both state and federal 
funding) to provide services. 

 
The following table lists the Commonwealth entities that Medical Assistance Services pays Medicaid 

funding to for the services they provide to Medicaid clients. 
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Internal Medicaid Payments for Services 
 

          Entity                 Services      
Entity Provided 
        Match        

Funding from the 
Department of 

Medical Assistance 
         Services          

Total Medicaid  
      Funding       

Total Available 
Funding for 

       Services       

Medicaid 
Funding as a 

Percent of Total 
Funding  

    for Services   

 
DMHMRSAS 

Inpatient Care, 
Facilities and 
Other $     27,530,014 $    240,307,767  $    252,307,767 $     556,137,478 45% 

 
Community 
Service Boards 

Community 
Care -   274,172,085  274,172,085 783,348,814 35% 

 

Comprehensive 
Services 

Residential 
Psychiatric 
Treatments and 
Utilization 
Management 
Reviews   46,805,143 46,805,143  93,610,286 316,164,675 30% 

 

University of 
Virginia Health 
System 

Patient Care 
- 190,077,245  190,077,245 882,400,985 22% 

 
VCU Medical 
Center Patient Care 

- 247,956,798  247,956,798 1,230,558,294 20% 

 

Social Services, 
State & Local 

Outreach and 
Eligibility 
Determination 
and Other 62,357,790 62,357,790  124,715,580 629,647,855 20% 

 
Local School 
Divisions Student Care 

14,594,894 14,594,894  29,189,788 541,575,468 5% 

 

Virginia 
Commonwealth 
University 

Research 
458,661 458,661  917,322 18,000,000 5% 

 

Department of 
Health 

Various 
Services, 
Including 
Outpatient Care 3,092,186 3,279,201  6,371,387 220,959,335 3% 

 

Department of 
Rehabilitative 
Services 

Eligibility 
Determination 987,373 987,373  1,974,746 90,755,900 2% 

 

Woodrow 
Wilson 
Rehabilitation 
Hospital 

Rehabilitation 

- 371,476  371,476 19,903,732 2% 

 

Department for 
the Aging 

Medicaid 
Ombudsman 
Program 166,148 166,148  332,296 30,806,751 1% 

 

Department of 
Health 
Professions 

Nurse Aide 
Training and 
Certification 
Program                        -             211,840             211,840          23,092,461 1% 

      
               Total  $   155,992,209 $ 1,081,746,421  $ 1,222,208,616 $  5,343,351,748 23% 
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In February 2006, the Deficit Reduction Act of 2005 became law.  This legislation affected many 
aspects of domestic entitlement programs, including Medicare and Medicaid.  The Deficit Reduction Act and 
other developments at the federal level aim to reduce the federal portion of costs for the entitlement programs.  
As the federal government tightens spending on these programs, the burden to fund these programs will shift 
back to individual states. 

 
The movement to decrease costs at the federal level is forcing states to consider the impact of 

Medicaid spending at the individual state level.  If the federal government were to cut Medicaid funding, the 
Commonwealth would either need to increase its contribution to the Medicaid program to maintain current 
levels of services, or reduce funding.  The following entities rely heavily on Medicaid funding. 

 
DMHMRSAS received about $240.3 million in Medicaid funding from Medical Assistance Services 

in fiscal 2007.  DMHMRSAS matched funds to receive $27.5 million of those funds.  The combined total of 
$252.3 million in Medicaid funding represents 45 percent of DMHMRSAS’ total funding for services.  
DMHMRSAS uses Medicaid funds to provide in-patient mental health and mental retardation services at their 
facilities statewide. 

 
Community Service Boards (Boards), which provide community care for mentally ill individuals and 

persons with disabilities, received about $783.3 million in funding in fiscal 2007.  Medical Assistance 
Services provided about $274 million (35 percent) of the Boards’ funding from the Medicaid program.  
Without Medicaid, the Boards would lose more than a third of their total funding stream. 

 
Comprehensive Services transferred approximately $46.7 of its General Fund monies to Medical 

Assistance Services in fiscal year 2007.  Medical Assistance Services, through the Medicaid program, uses 
the funds to match an equal amount from the federal government.  The total amount, $93.4 million, was paid 
to private services providers for residential psychiatric treatments for foster care children that qualify for the 
Medicaid program.  This funding arrangement allows Comprehensive Services to double 17 percent of its 
budgeted funding to obtain an approximately $316 million in total available funding for services.    
 

Social Services (state and local) provided a match of about $62.4 million in fiscal 2007 to receive a 
one-for-one match in Medicaid funds from Medical Assistance Services.  In total, Social Services received 
total Medicaid funding of $124.7 million to provide outreach and determine Medicaid eligibility for potential 
clients.  Eligibility determination is an administrative cost for Social Services, and Medicaid dollars 
represents 20 percent of the funding for state and local Social Services’ total administrative expenses ($629 
million). 
 

For the services they provide to individuals in the Medicaid program and indigent patients, the 
University of Virginia (UVA) Health System and the Virginia Commonwealth University (VCU) Medical 
Center received $190.0 million and $247.9 million in Medicaid funding respectively in fiscal year 2007.  
Medicaid funds represent 22 percent of the UVA Health System’s, and 20 percent of the VCU Medical 
Center’s, total revenues in fiscal 2007. 
 

In addition to those agencies that provide services to clients, there are agencies that provide services 
to Medical Assistance Services.  The ten agencies in the following table provide services to Medical 
Assistance Services, and Medical Assistance Services pays these agencies with Medicaid funds. 
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            Entity                    Services       
Entity Provided 
        Match        

Funding from the 
Department of 

Medical Assistance 
         Services          

Total Medicaid 
      Funding       

Total Available 
Funding for 

      Services       

Medicaid 
Funding as a 

Percent of Total 
Funding for 

       Services      

 
Office of the 
Attorney General Legal Services  $  769,979  $   3,560,311  $  4,330,290   $  31,032,332  14% 

 

Department of 
General Services 

Building 
Rentals, State 
Cars, Etc. - 109,119  109,119  4,860,800  2% 

 

Library of 
Virginia 

Building Rental, 
Agency 
Meetings - 24,625  24,625 2,017,528 1% 

 
Department of the 
Treasury 

Insurance 
Payments -  27,677  27,677  2,782,553  1% 

 
Auditor of Public 
Accounts Audit - 101,119  101,119  10,449,250  1% 

 
Department of 
Accounts 

Fiscal and 
Payroll Services 12,148  12,823  24,971  4,623,166  1% 

 

Virginia 
Information 
Technologies 
Agency 

IT Services 

- 1,273,867 1,273,867   322,194,387  - 

 

Department of 
Human Resource 
Management 

Workers 
Compensation, 
Training, Etc. -  31,702  31,702  9,326,934  - 

 
Correctional 
Enterprises 

Office Supplies, 
Furniture, Etc. - 70,794 70,794  47,340,707  - 

 

Department of 
Employee 
Dispute 
Resolution 

Legal Services 

               -            1,350            1,350       1,369,724  - 
       
               Total  $  782,127  $   5,213,387  $  5,995,514  $435,997,381  1% 

 
 

Of the ten entities listed, only one receives substantial amounts of Medicaid funding in relation to 
their overall funding level.  The Office of the Attorney General receives $3.6 million and provides a match of 
$769,979 for total Medicaid funding of $4.3 million.  This represents 14 percent of their total funding.  The 
Office of Attorney General receives Medicaid funding because it is responsible for investigating and 
prosecuting clients or companies that commit Medicaid fraud. 
 

The remaining entities on this list either receive an immaterial amount of Medicaid funds or an 
immaterial amount of funds as they relate to the entity’s operations, and thus they should not be substantially 
impacted if Medicaid funding significantly decreases. 
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INTERNAL CONTROL AND COMPLIANCE 
FINDINGS AND RECOMMENDATIONS 

 
 Findings and recommendations are listed below by agency and fall into one or more of the following 
categories: 

 
• First Year Finding – items brought to the attention of management during the 

course of this year’s audit, and management has or is developing their plans for 
taking corrective actions; 

 
• Repeat Finding - corrective actions taken by management because of their prior 

year audit findings did not adequately reduce risk to an acceptable level; 
 

• Risk Alert - issues beyond the corrective action of management and require the 
action of either another agency, outside party, or the method by which the 
Commonwealth conducts its operations to address the risk; and 

 
• Efficiency Finding – areas where management should consider altering the 

agency’s operations to make better use of state resources. 
 
Social Services 

Improve System Access Controls – Repeat Finding 
 
 Social Services should improve their Systems Access Controls in order to minimize the risks related 
to not maintaining the confidentiality, integrity, and availability of their information.  Social Services and 
local agencies hired 1,253 individuals during fiscal year 2007.  We reviewed the access requests forms for 
133 of these individuals and found that 26 (19.5 percent) did not have supervisory approval or have the 
employee’s signature. 
 

In response to prior years’ findings related to termination of system access Social Services 
implemented the Security Access Management System (SAMS) in April of 2007 to aid in the management 
and removal of system access.  Of the 238 employees that ended their employment with Social Services after 
SAMS’ implementation, we selected 37 system terminations for testing and found eight (21.6 percent) were 
not removed within 7 days. 
 

The implementation of SAMS may address Social Services’ issues; however, in order for the system 
to work as intended, Social Services will need to educate their managers of the functionalities of SAMS and 
the important rule that they, along with SAMS, play in protecting critical data.  Furthermore, Social Services 
should develop their own internal process for monitoring and evaluating their ability to protect the 
Commonwealth’s data effectively. 

Improve Notification and Timely Reduction of Benefits When Clients are Not Cooperating with 
Division of Child Support Enforcement (DCSE) - Repeat Finding 
 

Federal regulations require Social Services to reduce or eliminate a recipient’s benefits in a timely 
manner if the recipient fails to cooperate with the Division of Child Support Enforcement (DCSE).  In two out 
of five TANF cases tested, we found that the case files lacked a referral from DCSE for non-cooperation. 
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If DCSE does not properly refer non-cooperating cases to the local social service office or if the local 
social service office does not document the referral and take action accordingly, Social Services cannot ensure 
compliance with federal regulations.  By not complying with federal regulations, Social Services may face 
federal financial penalties. 
 

Social Services should ensure that DCSE works with the local social service offices to develop a 
mutually agreed upon process for properly distributing notification of non-cooperation and for providing the 
management at local social services offices the information they need to monitor their case workers to ensure 
they are acting on these notifications in a timely manner.  

Define Responsibilities for Monitoring Locality Operations – Repeat Finding 
 
 Social Services has made progress in strengthening their controls over the budgeting process.  They 
improved controls in the Budget Request System and documented the division of responsibility between 
budget staff and program managers within the Central Office.  There is still progress that needs to occur, 
which includes incorporating the roles and responsibilities of the Regional Offices into the budgeting 
documents created as a result of last year’s finding. 
 
 Furthermore, Social Services needs to determine and document who has the responsibility of 
monitoring and evaluating the overall total budget of each locality.  Currently, Social Services is uncertain if 
this total budget review occurs as part of their monthly budgetary meetings or as part of the Regional Offices’ 
reviews of localities.  In addition, no one is responsible for monitoring some of the expenses localities bill to 
the federal government through Social Services. 
 
 Without a clear and systematic process to monitor local agencies’ budgets as a whole, Social Services 
cannot readily identify those localities that experience dramatic variances between their original budgets and 
actual expenses, especially when the variance occurs among several budget line items.  The lack of the 
“whole picture” may also prevent Social Services from noticing if a locality has inadequate budget 
development procedures or if they are incorrectly requesting reimbursement from Social Services. 
 
 Social Services should continue the progress they are making by further refining the roles and 
responsibilities each party in Social Services plays in monitoring localities, which should include determining 
and documenting who has the responsibility for monitoring overall budgets and expenses of the localities.  
Monitoring the localities as a whole and comparing the localities to each other will help Social Services to 
further fulfill their subrecipient monitoring responsibilities. 

Align Plan for Monitoring Local Social Service Offices with Best Practices - First Year Finding 
  
 Social Services has recognized that they do not have a coordinated, system-wide approach for 
meeting its responsibility for monitoring localities.  The state, through Social Services, is liable to the federal 
government for any funds that local social services offices (localities) do not spend correctly.  It is Social 
Services responsibility to mitigate this risk by monitoring the localities.  Without a formal system-wide 
approach, Social Services cannot provide assurance that it is adequately monitoring localities, ensuring they 
are achieving program objectives, or complying with the requirements that restrict program funds. 
 

Actively monitoring localities has not been a focus of Social Services.  The development of their 
monitoring plan represents a change in the “tone at the top” and demonstrates management’s recommitment 
to monitoring localities. 
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We reviewed Social Services’ actions to strengthen their sub-recipient monitoring and compared 
these actions to recommended practices.  We noted areas where Social Services could further refine their 
monitoring program. 

 
Communication of Responsibilities 
 

Social Services’ plan will have each division develop its own program for fulfilling its responsibility 
for monitoring localities.  Additionally, Social Services has assigned a manager in one division to coordinate 
and consolidate all the programs into a system-wide approach to overcome significant variability in how each 
division monitors sub-recipients.  We believe the assigned coordinator lacks the necessary authority over the 
other divisions to hold them accountable when implementing the overall program. 

 
 Social Services’ management should clearly articulate the sub-recipient monitoring coordinator’s 
duties and responsibilities within the organization and this individual’s ability to hold others accountable for 
not meeting the organization’s objectives. 
 
Communication with Localities 
 

Social Services’ plan does not address how Social Services will communicate to the localities the 
implementation of the sub-recipient monitoring and the process follow through when a locality has a problem.   
Whether it is Social Services needing to inform localities of their expectations or the localities having 
channels available to ask questions and gain clarification, communication is fundamental to the monitoring 
process. 

 
 Social Services’ management should look for ways to improve their communication with localities as 
they work through their plans for sub-recipient monitoring.   Effective communication between parties should 
limit the amount of misunderstandings and provide each party with information they need to perform their 
functions. 

 
System-wide Risk-based Approach 

 
 There is no system-wide mechanism for identifying and reacting to changes in sub-recipients or 
programs, such as financial problems or funding reductions.  Not having a system-wide mechanism that uses 
a risk-based approach may cause Social Services to fail to identify and react to changes at localities. 
 

While Social Services plans for improving sub-recipient monitoring make mention of using a risk-
based approach, we have not seen where management has completed a risk assessment.  Without developing a 
plan using a risk-based approach to determine the programs or localities that have the highest level of risk, 
management can not be sure that they do not overlook an area of risk or that they are effectively focusing 
their resources to mitigate the risks in these areas. 
 
 In addition to using a risk-based approach to monitor localities on an ongoing basis, management 
should start using the risk-based approach as a tool for allocating resources during the implementation phase 
of their monitoring program.  Furthermore, Social Services should develop a system-wide mechanism for 
monitoring sub-recipients that uses the risk-based approach to identify and react to changes in sub-recipients 
and programs. 
 
Accountability for Deficiencies 
 
 Social Services’ current plan does not address its need for establishing a consistent framework for 
holding localities accountable for deficiencies identified during monitoring.  The framework should ensure 
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that Social Services is treating all localities that commit similar infractions equitably and consistently.  In 
addition, the framework should cover imposing sanctions with regard to non-compliance as it relates to 
allowable costs, stewardship of funds, timeliness of annual audits, and other items, while minimizing the risk 
of loss by the Commonwealth. 
  
 We recommend that Social Services work to determine the types of sanctions to impose based upon 
the scope and severity of the deficiency.  Social Services may consider imposing sanctions ranging from a 
warning letter to advising the localities to return improperly used funds or improve unachieved performance 
outcomes.  We recommend Social Services make its staff and the localities aware of the policies and 
procedures for imposing sanctions that hold localities accountable for deficiencies.  Furthermore, we 
recommend that Social Services apply these procedures consistently across all localities.    

Establish Procedures for Controlling the Cash in the Child Support Enforcement Fund – First Year 
Finding 

 
Social Services improperly transferred a total of approximately $28 million out of the Child Support 

Enforcement (CSE) Fund and as of June 30, 2007, still needed to recover $18 million.  Over the course of 
four years, staff within the Fiscal Division (Fiscal) incorrectly allocated the amount of funds transferred from 
CSE to the federal fund.  This was a result of staff using the wrong information from an internally prepared 
report to the Federal government.  In December 2006, Fiscal found the error, discontinued the practice, and 
corrected their procedures.  After discovering the first $16 million error, Fiscal recovered $8 million of the 
error in 2006, but because of lack of availability of federal funds needed to recover the remainder in fiscal 
year 2007. 
 

However, Fiscal did not attempt to recover the remaining funds until the Department of Accounts 
raised questions.  Fiscal did not institute recovery of these funds on their own, since their analysis and 
monitoring process failed to detect the omission. 
 

Starting in the second quarter of fiscal year 2007, our auditors found Fiscal had begun making the 
same error, and during fiscal year 2007 and 2008, had again improperly transferred an amount totaling $12 
million.  We believe that Fiscal staff would have continued making these transfers, as management was not 
aware of these inaccuracies.  Additionally, staff and managers did not question the accuracy of these transfers, 
even after they had to hold off for several weeks on making the transfers due to depleted cash sources. 
 

There are clearly no internal controls in the Fiscal Division over these transfers, as staff with their 
managers lacked an understanding of the problem to bring it to the attention of management.  Controls, such 
as reconciliations and manager oversight, in this area failed to operate.  Management needs to determine if the 
staff and managers are capable of handling these responsibilities.  Additionally, management needs to assess 
why these individuals failed to bring this problem to management’s attention. 

Systems Development Policies and Procedures Need Improvement and Updating – First Year Finding 
 

To support its programs, Social Services maintains over 60 systems.  These systems consist of 
internally developed, commercial off-the-shelf, and federally mandated and supplied systems.  The systems 
operate in a diverse environment including mainframe applications and web-based systems. 

 
In an effort to improve the information technology (IT) decision-making process, in 2001, Social 

Services implemented the Information Technology Investment Management methodology (ITIM).  The ITIM 
methodology is a standard, repeatable process for prioritizing and monitoring IT initiatives.  This 
methodology consists of the creation of various group structures and their means of communication.  The 
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ITIM creates an investment board, steering committees, and expert panels.  The Investment Board is the 
owner of the IT Investment Management process and is responsible for establishing, monitoring, and 
controlling strategic business priorities as supported by IT.  The steering committees are responsible for 
representing the needs of their business or program area.  Expert Panels support the needs of a specific 
Steering Committee. 
 

Although the ITIM process is rigorous and ensures evaluation by all necessary levels within Social 
Services, there is no documented connection of the process to the Commonwealth’s Project Management 
Standard.  The standard categorizes projects into major and non-major based on dollar thresholds, criticality, 
and statewide applications and requires agencies to report both types to the Virginia Information 
Technologies Agency’s Project Management Division (PMD).  The ITIM process never specifically sites the 
need to comply with the standard or even the existence of the standard.   
 
 We recommend Social Services revise their policies to address the classification of a project as major 
or non-major per the Commonwealth Project Management Standard.  The policies should also include when 
Social Services should direct a project to PMD for Commonwealth governance. 
 

The Commonwealth Project Management Standard identifies the difference between maintenance and 
new systems activities.  Although the Social Services ITIM handbook defines the differences, it does not 
provide guidance on what to do when operational maintenance or enhancement resulting from service 
requests evolve into development projects.  As a result of this lack of definition, Social Services failed to 
report at least one recent project, ChildWINS, to PMD for approval and oversight.  Social Services 
implemented ChildWINS in 1998.  Enhancements and operational maintenance on this project never ceased 
and the end users never accepted the system in order to close the project.  In 2005, Social Services decided to 
move ChildWINS to a web-based application; however, they continued to view this project as operational 
maintenance and did not implement appropriate Commonwealth governance as required for a major project.   
 
 Social Services should create a process to evaluate and determine when the ongoing operational 
costs outweigh the benefit of the system to help identify when it should replace the system altogether.  Social 
Services should begin this process as soon as they implement new systems.  The process should include 
determining an estimated useful life of the system and continue at regular intervals so that Social Services 
plans systems replacements well into the future.  This process would reduce the continued investment of IT 
resources into the maintenance of systems requiring replacement altogether. 
 
 In addition, the Virginia Information Technologies Agency (VITA) should examine the dollar 
threshold used to identify projects as major and non-major as well as the definition of a project outlined in 
the Commonwealth Project Management Standard.  The current threshold gives agencies the ability to 
interpret the definition to meet their needs.  The project thresholds and relating criteria are specified in the 
Code of Virginia and VITA should consider requesting modifications to the Code once they complete their 
examination of alternatives. 
 

To support the ITIM process fully, each service request goes though a standardized process, which 
allows Social Services to track and monitor the requests.  Service requests include recurring tasks or updates, 
ad hoc or emergency requests, operational maintenance or enhancements, or IT development projects.  The 
ITIM Steering Committees use the information gathered by the service request process to evaluate IT 
initiatives, and build and maintain their IT investment portfolios. 
 

The Division of Information Systems initially receives a service request and forwards it to the 
appropriate project manager and ITIM Steering Committee Chair.  The information relating to the service 
request is entered into the service request tracking database which is escalated through various levels of 
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review and then finally to the related Steering Committee for evaluation.  Work on a service request begins 
only after approval by the Steering Committee Chair. 
 

Social Services implemented a new service request submission and tracking process in October 2007.  
This new process gathers the majority of the information that PMD requires for projects classified as major or 
non-major; however, the process never classifies a service request as such.  Of the nearly two hundred service 
requests submitted in fiscal year 2007, only two resulted in projects reported to PMD and both of these 
projects requested general fund appropriations.  As was the case with ChildWINS, we believe that the old 
service request process was not sufficient to correctly classify a service request as maintenance or as a project.  
The new process has many levels of review and the auditor believes if followed with rigor, Social Services 
will classify service requests correctly in the future 
 
 We recommend that Social Services follow their new service request process to ensure they properly 
identify new systems development projects and request approval and oversight from the Chief Information 
Officer and the Information Technology Investment Board as required by the Commonwealth’s Project 
Management Standard.   
 

Once a Steering Committee approves the service request, the related work follows the Software 
Development Lifecycle Methodology (SDLM) manual.  The SDLM Manual establishes common 
development methodologies.  These methodologies guide all service requests so that a common understanding 
and project management practices are applied to all requests. 
 

The Social Services development policies include the majority of the elements required by the 
Commonwealth’s standard.  The standard requires, at a minimum, all major IT projects complete a project 
proposal, project charter, executive summary, performance plan, project schedule, budget plan, risk 
management plan, and quality management and Independent Verification and Validation plan (IV&V).  
Additional documents are required for more complex projects, including but limited to, a cost benefit 
analysis, communications plan, procurement plan, and user acceptance documents.   

 
Social Services does not organize their information in the same manner as the standard, but overall, 

Social Services accumulates the same information.  Social Services lifecycle methodology is in line with 
industry best practices, but certain information and documents essential for project success are not required or 
included in the Social Services policy.  Examples of documents not included are the cost benefit analysis, 
complete budget information, and procurement guidance.  In addition, the Social Services policies include 
templates but do not require the completion of the project charter or project proposal.   
 

In addition, we selected service requests at various levels of development to review for adherence to 
internal policies and procedures.  Not all required SLDM documents exist for the service requests selected; 
therefore, the auditor cannot conclude that Social Services consistently follows their internal development 
policies and procedures.  However, Social Services provided reasonable explanations as to why certain 
required documents were not completed; therefore, the auditor believes that opportunities exist to update 
procedures to reflect current practices and align procedures with best practices.   
 
 We recommend that Social Services revise their policies to ensure that the policies include all 
documents essential for project success and are in-line with Commonwealth Project Management Standard.  
Further, we recommend they implement practices necessary to ensure their policies and procedures remain 
up-to-date so that project managers understand what they are expected to do. 
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Security Risk Assurance for Infrastructure – Risk Alert 
 

Social Services has responsibility for the security and safeguarding of all of the Commonwealth’s 
information technology systems and information it uses.  Over the past four years, the Commonwealth has 
moved the information technology infrastructure supporting these systems and the information they contain to 
VITA, who has an Information Technology Partnership (IT Partnership) with Northrop Grumman.  In this 
environment, VITA and Social Services clearly share responsibility for the security of the Commonwealth’s 
information technology assets, systems, and information and must provide mutual assurance of its 
safeguarding. 
   

Social Services has provided VITA with all the documentation required to make a security 
assessment, and VITA should provide assurance that the IT Partnership will practice proper policies and 
procedures as outlined by Social Services.  The annual review and audit of the IT Partnership infrastructure 
has concluded, and VITA will communicate any findings and corrective action to Social Services. 
 

The annual review and audit has identified that the IT Partnership staff did not have formal 
documented procedures for job monitoring of the Multiple Virtual Storage and Unisys environments, UNIX 
security administration, Windows server administration, network security, or environmental security.  A 
documented and implemented system administration process is critical in order to minimize the security risks 
relating to the confidentiality, integrity, and availability of the Commonwealth’s information stored on the IT 
Partnership’s hardware and infrastructure for Social Services. 
 

Although Social Services is not responsible for correcting these findings, they should receive regular 
status reports from VITA on the progress the IT Partnership is making to correct the issues.  As part of the 
progress reporting, VITA should provide Social Services with any interim steps it needs to take if the IT 
Partnership must delay addressing these issues.  We bring this matter to the attention of Social Services so 
that it can properly manage its risk and monitor corrective action. 
 
 
Medical Assistance Services 

Improve Controls over Leases – Risk Alert and First Year Finding 
 

Prior to fiscal year 2006, the Department of Accounts entered all agencies’ lease information into 
Lease Accounting System (LAS).  When LAS became web-based in 2006, each agency began entering and 
updating its own information in LAS.  Although Accounts has not updated the Commonwealth’s statewide 
policies and procedures for the newest version of LAS, the main LAS user at Medical Assistance Services has 
attended adequate LAS training and received resource materials from the Department of Accounts.  A second 
LAS user went to LAS training in October 2007. 
 

Medical Assistance Services’ LAS users have not followed Accounts instructions, and Accounts did 
not review any of these submissions to determine if agencies were meeting the requirements.  As a result, in 
some instances, Medical Assistance Services has recorded its leases inaccurately in LAS causing misstated 
lease commitments for disclosure in the Commonwealth’s Comprehensive Annual Financial Report.  We 
found the following issues with Medical Assistance Services’ methods of recording lease information in LAS.  
We have found similar issues at other agencies since the transition.   
 

• Medical Assistance Services recorded improper data for executory costs for 
eighteen copier leases in LAS. 
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• Medical Assistance Services did not terminate a lease in LAS for the Roanoke 
office that was ending as of August 2007. 

 
• Medical Assistance Services did not enter a new lease in LAS for the new Roanoke 

office or notify the Department of Accounts of the new lease and applicable 
commitment. 

 
Accounts should update statewide policies and procedures, and Medical Assistance Services should 

adopt and incorporate this guidance in its agency specific policies and procedures to cover all aspects of 
entering and modifying leases into LAS.  Accounts should periodically review information in LAS to 
determine its accuracy and work with Medical Assistance Services to ensure agency personnel have an 
adequate understanding and can follow the standards and principles of lease accounting.  Medical Assistance 
Services should ask for assistance from Accounts on any areas they do not fully understand.  We also 
recommend that Medical Assistance Services correct all copier leases active in fiscal year 2007 and beyond, 
terminate the old Roanoke office lease, and enter the new Roanoke lease in LAS. 
 
 
Department of Mental Health Mental Retardation and Substance Abuse Services 
(DMHMRSAS) 

Improve Monitoring Program Over Community Services Boards – First Year Finding 
 
 The Community Service Boards (Boards) are DMHMRSAS’ primary mechanism of delivering 
community services.  DMHMRSAS contracts with the Boards to provide certain services within the 
community and the Boards in turn agree to meet certain performance standards.   
 
 A significant portion of the funding from DMHMRSAS to the Boards comes from the Federal 
government through the Prevention and Treatment of Substance Abuse Block Grant, Community Mental 
Health Services Block Grant, and patient care billings to Medicaid.  DMHMRSAS has a fundamental 
responsibility to ensure the proper administration of federal awards and compliance with the contractual terms 
of the contract with the Boards.  The statewide plans for these block grants incorporate the contractual 
performance standards between the Boards and DMHMRSAS. 
 
 Historically, DMHMRSAS has had a two-pronged approach to Board oversight.  First, each Board 
must have an annual financial and compliance audit conducted by an independent certified public accountant.  
Secondly, the various divisions within DMHMRSAS, depending on available resources and other factors, 
have conducted on-site reviews. 
 
 Last year, our review of DMHMRSAS’ oversight of the Boards found the approach fragmented and 
various divisions within DMHMRSAS doing work with the Boards were unaware of what the other divisions 
did.  Further, we found the follow-up on audit findings and on-site reviews was inconsistent.  We 
recommended DMHMRSAS document its various approaches to overseeing the Boards and adopt a risk 
based approach to doing oversight. 
 

As a result of our recommendation, DMHMRSAS consolidated the documentation of its monitoring 
program.  We reviewed management’s documented procedures, compared these procedures to recommended 
practices, and noted the following areas where DMHMRSAS could further refine its monitoring program. 
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System-wide Risk-based Approach 
 

Management’s policies and procedures for Boards monitoring do not reflect the need to conduct a 
system-wide risk-based assessment identifying risk factors, in order to determine which Boards to review.  
Without a documented risk assessment and subsequent evaluation of risk factors, management cannot 
determine if they have overlooked a Board at risk or they are effectively focusing their resources to mitigate 
the risks at these Boards. 
 

Management should start using a risk-based approach to monitor the Boards and as a tool for 
allocating resources to the various areas involved in their monitoring program.  

 
Accountability for Deficiencies 
 
 Mental Health’s practice does not hold Boards accountable for correcting audit findings.  According 
to the Office of Community Contracting, audit findings in one year are part of the following year’s 
Performance Contract as an item for requiring corrective action.  However, of the contracts we tested, we 
found none of the prior year audit findings part of the contract. 
 
 We recommend that the Office of Community Contracting include the corrective action that the 
Boards need to take in their annual contracts between DMHMRSAS and the Boards.  Including these 
expectations, in the contract would provide DMHMRSAS some assurance that the Boards understand their 
responsibility and allow it to impose possible sanctions in the future if a Board fails to take adequate 
corrective action. 
  
On-site Reviews 
 
 Since last year Management has made the decision to cease routine financial reviews of the Boards, 
opting instead to have on-site reviews prompted by material exceptions noted in the audits performed by the 
independent auditor.  Management made this decision without requiring their staff to complete an analysis of 
the work done by the independent auditor as compared to DMHMRSAS’ on-site review teams.  An analysis 
would determine the amount of risk that management would accept by not completing on-site reviews.   
 
 Without an analysis, management does not know if the scope of the independent auditor provides 
coverage over DMHMRSAS’ programs when the Boards are part of the local government.  Furthermore, the 
analysis of DMHMRSAS’ on-site review should outline how their procedures complement the work of the 
independent auditor and are not duplicative of their work to ensure efficient use of state resources. 
 
 Ideally, financial reviews are a supplement to the annual audits and provide operational insight into 
the delivery of patient services.  Without timely on-site reviews, DMHMRSAS does not have a mechanism to 
determine if the Boards are taking corrective action to address audit deficiencies or that operations are 
continuing to deteriorate, thereby, creating a liability for the Commonwealth in the future.  For example, 
Region 10’s independent auditor issued a disclaimer of opinion, which may result in the Commonwealth 
being liable for $1.7 million in question costs. 
 
 Management should require their staff to complete an analysis of their on-site financial reviews to 
determine the amount of risk the Commonwealth is accepting by only completing reviews at the Boards that 
have material exceptions noted by their independent auditors. 
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Properly Complete Employment Eligibility Verification Forms – First Year Finding 
 

DMHMRSAS is not properly completing Employment Eligibility Verification forms (I-9) in 
accordance with guidance issued by the U.S. Citizenship and Immigration Services of the U.S. Department of 
Homeland Security in its Handbook for Employers (M-274).  This guidance requires the employee complete, 
sign and date Section 1 of the I-9 on or before the first day of employment.  Additionally, the employer or 
designated representative must complete, sign, and date Section 2 of the I-9 within three days of employment 
to show that they verified the employee’s identity and employment eligibility at the point of hiring.   
 

In our testing of 42 I-9 forms, we found that DMHMRSAS completed 31 of the forms correctly.  In 
the remaining 11, we observed the following errors: 

 
• five failed to have the employee sign the form by the first date of employment; 
• five failed to document the first day of employment; and 
• one failed to list the documents used to verify the employee’s identity and 

employment eligibility. 
 

We found that the errors were due to a lack of proper guidance and inadequate policy and procedures 
regarding the I-9 process at DMHMRSAS.  Therefore, we recommend that the Human Resources Division 
train the human resource employees at the facilities and within the Central Office on the requirements of 
completing I-9s, and develop a process for continuously reviewing the Department’s I-9 process.  The federal 
government has stepped up its enforcement efforts related to hiring illegal immigrants, which makes having a 
good I-9 process in place more important than ever before. 

Security Risk Assurance for Infrastructure – Repeat/Risk Alert 
 
DMHMRSAS has responsibility for the security and safeguarding of all of its information technology 

systems and information.  Over the past four years, the Commonwealth has moved the information 
technology infrastructure supporting these databases to the VITA, who has an Information Technology 
Partnership (IT Partnership) with Northrop Grumman.  In this environment, VITA and DMHMRSAS clearly 
share responsibility for the security of DMHMRSAS’ information technology assets, systems, and 
information and must provide mutual assurance of this safeguarding.   
  

DMHMRSAS has provided VITA with all the documentation required to make this assessment and 
VITA should provide assurance that the IT Partnership will practice proper policies and procedures as 
outlined by the Department.  The annual review and audit of the IT Partnership infrastructure has concluded 
and VITA will communicate any findings and corrective action to DMHMRSAS. 
 

The annual review and audit has identified that the IT Partnership staff did not have formal, 
documented procedures for backup operations, operating system security, or for system security monitoring.  
Additionally, there was evidence of insufficient logical access controls for administrator accounts.  A 
documented and implemented backup procedure, system security administration process, and system 
monitoring process is critical in order to minimize the security risks relating to the confidentiality, integrity, 
and availability of DMHMRSAS’ information stored on the IT Partnership’s hardware and infrastructure. 
 
 Although DMHMRSAS is not responsible for correcting these findings, they should receive regular 
status reports from VITA on the progress the IT Partnership is making to correct the issues.  As part of the 
progress reporting, VITA should provide DMHMRSAS with any interim steps they should take if the IT 
Partnership must delay addressing this issue.  We bring this matter to the attention of DMHMRSAS, so that 
they can properly manage their risk and monitor corrective action. 
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Improve Security Awareness Training Documentation – Repeat Finding  
 

Employees typically acknowledge their responsibilities for maintaining the security of the IT systems 
and data by signing a form after completing their annual security awareness training.  We requested the 
acknowledgement and IT security awareness training forms for 182 of the DMHMRSAS’s employees and 
management could only provide signed forms for 69 (38 percent) individuals.   

 
The signed acknowledgment form provides management some assurance that employees understand 

their responsibility, and allow them to take appropriate action when an employee fails to protect systems and 
data.  We therefore recommend that management dedicate the necessary resources to ensure that new and 
existing employees acknowledge receipt, in a retrievable format, of the IT security awareness training and 
their responsibilities.   

Improve Contingency and Disaster Recovery Planning – Repeat Finding 
 

Agencies which provide critical services need to have plans on how to continue to operate on an 
interim basis should IT systems and support fail.  We requested the plans for continuing operations for the 
critical functions of financial processing and pharmacy services from four of the DMHMRSAS’s facilities.  
Three of the four facilities did not provide plans for continuing operations of pharmacy services, and we 
received no plans for financial operation.     
 

Inadequate planning increases the risk that the DMHMRSAS will fail to provide services to its 
population successfully if they lose their mission critical IT systems.  Developing procedures for maintaining 
interim operations will align the DMHMRSAS’s contingency planning with the requirements of the 
Commonwealth’s information security standards.   Therefore, we recommend the DMHMRSAS develop and 
document procedures for maintaining operations in the absence of its mission critical IT systems. 

Implement an Efficient Timekeeping System – Efficiency/First Year Finding 
 

Between fiscal years 1999 and 2000, seven facilities with funding implemented an electronic 
timekeeping system.  In the eight years since this implementation DMHMRSAS has not been able to secure 
the funds necessary to obtain an electronic timekeeping system for its remaining nine facilities.   

 
The facilities without the electronic system have thousands of wage employees preparing paper 

timesheets, which then require manual review, compiling and extensive clerical work to properly pay these 
employees.  While the new system will not reduce staff, it should at the least reduce the amount of time and 
effort that employees, supervisors, and payroll staff spend processing payroll and allow them to use this time 
elsewhere. 

 
We recommend that DMHMRSAS develop a strategy for implementing an electronic timekeeping 

system at all facilities.  The staff hours saved from operating an efficient system could provide services to 
clients or offset the of cost implementation. 
 
Health 

Update and Expand Security Awareness Training – First Year Finding 
 
 Health should update its Security Awareness Training and provide system users with regular updates 
to minimize the risks of not maintaining the confidentiality, integrity, and availability of information.  Health 
operates a Security Awareness Training with outdated materials that do not address the risks of protecting 
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Health’s data.  Additionally, Health does not require users to receive regular refresher training to update their 
Security Awareness.  Updates help ensure that users are aware of new policies, procedures, or risks to 
Health’s information. 
 
 Health should evaluate and update the content of its Security Awareness Training and develop a 
process for providing system users with regular refreshers courses.  Health should annually review the content 
of its Security Awareness Training to ensure it addresses any new risks. 

Improve Contingency and Disaster Recovery Planning – First Year Finding 
 
 Health does not have adequate contingency and disaster recovery plans for some of its sensitive and 
mission critical applications.  In our sample of seven of the eighteen mission critical applications identified by 
Health as very sensitive and mission critical, we found three systems with untested or no plans. 
 
 Inadequate analysis, planning, and testing of Health’s contingency and disaster plans places the 
confidentiality, integrity, and availability of the Commonwealth’s sensitive and mission critical information at 
risk.  The Commonwealth’s information security standards require that agencies develop business impact 
analysis, risk assessments, continuity of operations plans, and disaster recovery plans for sensitive and 
mission critical applications.  Additionally, agencies must perform annual tests of these plans.  
 
 Health should apply the Commonwealth’s information security standards consistently to all 
applications housing sensitive and mission critical information.  Health should start this process by dedicating 
the necessary resources to review and remediate the risks to their sensitive and mission critical applications. 

Properly Complete Employment Eligibility Verification Forms – First Year Finding 
 
 Health is not properly completing Employment Eligibility Verification forms (I-9) in accordance with 
guidance issued by the US Citizenship and Immigration Services of the US Department of Homeland Security 
in its Handbook for Employers (M-274).  The guidance requires the employee complete, sign, and date 
Section 1 of the I-9 on or before the first day of employment.  Additionally, employer or designated 
representative must complete, sign, and date Section 2 of the I-9 within three days of employment.   
 
 Furthermore, Section 2 contains spaces for the employer to lists the documents they verified from 
Lists A or B and C.  For US Citizens, the employer must verify one document from List A.  If no 
documentation from List A is available for the US Citizen, the employee must provide one document from 
List B and one from List C, which the employer verifies and records on the I-9.  For foreign nationals 
authorized to work in the United States, the employer only needs to verify and list the employee’s unexpired 
foreign passport and a current, unexpired INS authorization to work on the I-9.   
 
 In our sample of twenty I-9 forms completed in fiscal year 2007, we only found four I-9 forms 
correctly completed by Health.  In the remaining sixteen, we observed deviations from the guidance issued by 
the federal government.  
 
 Based upon the number of errors and that our findings are similar to the results found and reported by 
Health’s Internal Audit’s review of Employment Verification Forms in fiscal year 2006, we considered this 
finding to be a significant internal control weakness over compliance. 
 
 We recommend that the Human Resources Division train human resource employees on the 
requirements of completing I-9s and then develop a process for continuously reviewing Health’s I-9 process.  
The federal government has stepped up its enforcement efforts related to hiring illegal immigrants, which 
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makes having a good I-9 process in place more important than ever before.  Furthermore, we recommend that 
Health be cautious in the amount of documents it requests from each employee because employers requesting 
more than the minimum amount of documentation from employees could be subject to fines and penalties, as 
the Department of Homeland Security considers it a form of harassment. 

Security Risk Assurance for Infrastructure – Risk Alert/Repeat Finding 
 

Health has responsibility for the security and safeguarding of all of the Department’s information 
technology systems and information.  Over the past four years, the Commonwealth has moved the 
information technology infrastructure supporting these databases to the VITA, who has an Information 
Technology Partnership (IT Partnership) with Northrop Grumman.  In this environment, VITA and Health 
clearly share responsibility for the security of the Department’s information technology assets, systems, and 
information and must provide mutual assurance of this safeguarding.   
  

Health has provided VITA with all the documentation required to make this assessment and VITA 
should provide assurance that the IT Partnership will practice proper policies and procedures as outlined by 
Health. The annual review and audit of the IT Partnership infrastructure has concluded and VITA will 
communicate any findings and corrective action to Health. 
 

The annual review and audit has identified that the IT Partnership staff did not have formal, 
documented procedures for security administration, backup operations, desktop support administration, 
change control, and system monitoring.  A documented and implemented system administration process, 
change control process, and system monitoring process is critical in order to minimize the security risks 
relating to the confidentiality, integrity, and availability of Health’s information stored on the IT Partnership’s 
hardware and infrastructure. 
 
 Although Health is not responsible for correcting these findings, they should receive regular status 
reports from VITA on the progress the IT Partnership is making to correct the issues.  As part of the progress 
reporting, VITA should provide Health with any interim steps they should take if the IT Partnership must 
delay addressing this issue.  We bring this matter to the attention of Health, so that they can properly manage 
their risk and monitor corrective action. 
 
 
Rehabilitative Services 

Update and Expand Security Awareness Training – First Year Finding 
 
 Rehabilitative Services should update its Security Awareness Training and provide system users with 
regular training to minimize the risks of not maintaining the confidentiality, integrity, and availability of 
information.  Rehabilitative Services operates a Security Awareness Training program that does not address 
the risks of protecting the Department’s data.  Additionally, Rehabilitative Services does not require users to 
receive regular refresher training to update their Security Awareness.  Updates help ensure that users are 
aware of new policies, procedures, or risks to Rehabilitative Services’ information. 
 
 Rehabilitative Services should evaluate and update the content of its Security Awareness Training and 
develop a process for providing system users with regular refreshers courses.  Rehabilitative Services should 
annually review the content of its Security Awareness Training to ensure it addresses any new risks. 
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Improve Data Protection – First Year Finding 
 
 Rehabilitative Services exchanges data between two systems that does not adequately protect the 
data.  Inadequate data protection of Rehabilitative Services’ mission critical data places the confidentiality, 
integrity, and availability of the Commonwealth’s information at risk.  The Commonwealth’s information 
security standards require that agencies encrypt data before the transmission of sensitive information in order 
to minimize the risk of compromising the sensitive data.   
 
 Rehabilitative Services should apply the Commonwealth’s information security standards consistently 
to all applications housing sensitive and mission critical information.  Rehabilitative Services should start this 
process by dedicating the necessary resources to review and remediate the risks to their sensitive and mission 
critical applications. 

Limit CIPPS Access for Woodrow Wilson Rehabilitation Services Employees – First Year Finding 
 
 We found four employees, who do not have responsibility for processing payroll, having the ability to 
process payroll in the Commonwealth Integrated Payroll Personnel System (CIPPS).  These employees work 
at the Woodrow Wilson Rehabilitation Center (Center).  Rehabilitative Services now processes the Center’s 
payroll, thus eliminating the need for these employees to have this access. 
 
 Permitting these employees to maintain this level of access allows for them to process and approve 
payroll outside of the normal course of operations.  Rehabilitative Services and the Center should consider the 
necessity of this access.  The Center should consider changing all employee access types to view only access. 

Remove an Employee’s Ability to Create and Approve Payroll Payments – First Year Finding 
 
 An employee at Rehabilitative Services has the ability to create and approve payroll payments.  At 
Rehabilitative Services’ recommendation, the Department of Accounts granted this employee two separate 
passkeys to the CIPPS.  The combination of functions associated with these passkeys allows this employee to 
circumvent the controls designed into CIPPS.   
 
 Rehabilitative Services processes payroll for all six Disability Service Agencies.  This employee has 
the ability to create and approve payroll payments for all six agencies.  Rehabilitative Service’s payroll staff 
averages between three and four employees and processes payroll for about 1,700 employees.  Currently, 
Rehabilitative Services’ policy of not allowing this individual to create and approve the payroll payments for 
the same agency is the only control limiting their functionality.    
 
 Rehabilitative Services and Accounts should consider the risk of allowing one employee both types of 
access, and should consider removing one of their access types. 

Security Risk Assurance for Infrastructure – Risk Alert/Repeat Finding 
 
 Rehabilitative Services has responsibility for the security and safeguarding of all of their information 
technology systems and information.  Over the past four years, the Commonwealth has moved the 
information technology infrastructure supporting these databases to VITA, who has an Information 
Technology Partnership (IT Partnership) with Northrop Grumman.  In this environment, VITA and 
Rehabilitative Services clearly share responsibility for the security of Rehabilitative Services’ information 
technology assets, systems, and information and must provide mutual assurance of this safeguarding.   
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 Rehabilitative Services has provided VITA with all the documentation required to make this 
assessment and VITA should provide assurance that the IT Partnership will practice proper policies and 
procedures as outlined by Rehabilitative Services. The annual review and audit of the IT Partnership 
infrastructure has concluded, and VITA will communicate any findings and corrective action to Rehabilitative 
Services. 
 
 The annual review and audit has identified that the IT Partnership staff did not have formal, 
documented procedures for security administration, backup operations, change control, and system 
monitoring.  Having these implemented is critical in minimizing the security risks relating to the 
confidentiality, integrity, and availability of Rehabilitative Services’ information stored on the IT 
Partnership’s hardware and infrastructure. 
 
 Although Rehabilitative Services is not responsible for correcting these findings, they should receive 
regular status reports from VITA on the progress the IT Partnership is making to correct the issues.  As part of 
the progress reporting, VITA should provide Rehabilitative Services with any interim steps they should take if 
the IT Partnership must delay addressing this issue.  We bring this matter to the attention of Rehabilitative 
Services, so that they can properly manage their risk and monitor corrective action. 
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UPDATE ON PRIOR YEAR MANAGEMENT RECOMMENDATIONS AND 
RISK ALERTS 

 
 Complete and proper solutions to some prior findings may take time.  Due to the size of the agency 
involved and/or the complexity of some of the issues highlighted in prior findings, we cannot reasonably 
expect some agencies to fully implement and evaluate their corrective action plan before the conclusion of 
this year’s audit.  In such instances, we followed up with the respective management of the agency; reviewed 
their revised policies, procedures, and other items related to the corrective actions taken; and evaluated their 
progress.  From this review, we determined that management is making adequate progress through their 
corrective action plans. 

 
 Due to the long-term commitment required to implement, monitor, and evaluate management’s 
corrective actions for these findings, we have provided updates on the progress that management is making 
below.  We will continue to provide updates on these findings in future reports until management has had 
enough time to fully implement their corrective actions and have them evaluated for sustainability.  
 
 From our review of the prior findings listed below, we determined that management is making 
adequate progress through their corrective action plans or modifying their plans to react to changing situations 
properly.  
 
Social Services and Medical Assistance Services 

Evaluate the Adequacy of the Eligibility Determination Process-Risk Alert 
 
 Medical Assistance Services and Social Services are working together to increase the accuracy of the 
Medicaid eligibility determination process through a collaborative Eligibility Review Project (ERP).  They 
have established, through an external review by an independent audit firm, an eligibility error rate based upon 
a statewide sample of Medicaid cases over a three-month period.  Additionally, they established an eligibility 
analyst position and filled this position in May 2007.  The eligibility analyst’s primary responsibilities include 
providing oversight of case reviews and corrective action plans, acting as a liaison between the agencies, and 
serving as the contract monitor for the ERP.   
 
 Social Services developed corrective action plans to address the Medicaid eligibility determination 
errors identified during the external review.  In addition, the agencies are working together to close the 
identified cases so that ineligible recipients stop receiving Medicaid coverage.  Medical Assistance Services 
also developed training designed to target the root causes of the errors identified.  After Social Services’ 
employees complete this training, the agencies plan to conduct a second independent review in the second 
quarter of fiscal 2008.  At the completion of the second review, the agencies will prepare another report 
summarizing their results, which management will use to evaluate their progress and develop future trainings.   
 
 From this review, we determined that management is making adequate progress through their 
corrective action plans. 
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Social Services  

Establish Adequate Controls over the Payroll and Human Resources Functions 
 
 Social Services has revised their policies and procedures related to payroll and human resources 
functions for all areas indicated in the prior year finding.  They have also been conducting training on Human 
Resource and Payroll processes for all of the various divisions. 

Follow Established Policies over the SPCC Program 
 
 Social Services has revised the Small Purchase Charge Card (SPCC) policies and procedures to 
address the issues identified in the prior audit.  They have also conducted training for all cardholders and the 
cardholder’s supervisors.  The Program Administrator is in the process of preparing a manual for all 
cardholders that includes the SPCC Policies and Procedures and all pertinent procurement documents.  The 
Program Administrator is also generating monthly reports to review cardholder activity and ensure adherence 
to the procedures. 

Improve Usage of IEVS and Case File Documentation 
 
 Social Services has emphasized to local agencies the importance of case record documentation and 
the need to respond the Income Eligibility Verification System (IEVS) matches.  Social Services has also 
conducted training targeted to the specific weakness’ identified in the prior audit.  In addition, they are 
incorporating these issues in the development Social Services’ overall strategy for sub-recipient monitoring. 

Establish Control Mechanisms for Foster Care & Adoption Payments 
 
 Social Services has a long-term plan for establishing automated control mechanisms for Foster Care 
and Adoption Payments, which includes developing a new web based system.  The current projected 
implementation date for the new system is October of 2009.  In the interim before implementation of the new 
system, we recommended that management take steps to ensure that the local social service offices are 
verifying that only individuals determined eligible and in the current case management system are receiving 
foster care and adoption assistance payments.  Additionally, we recommended that they require localities to 
investigate and report any discrepancies noted during their verification reviews.   

 
 During our review, we noted that Social Services now requires all localities to certify semi-annually 
that the individuals in the case management system agree to payments made for the applicable month.  In 
addition, for the most recent certification Social Services requires localities to document any discrepancies 
they find.  At this time, Social Services does not have any assurance that the localities have corrected these 
discrepancies.  As a result, Social Services plans to change their process to require localities to certify to 
Social Services that they have corrected the discrepancies.  Social Services also plans to implement a 
monitoring team, part of the team’s responsibilities will be to review discrepancies and determine if localities 
are correcting their errors. 

Maintain Local Employee Tracking System (LETS) 
 
 Social Services implemented a certification process in which they send a report of all employees in 
the Local Employee Tracking System (LETS) to each locality every month along with a report that shows 
individuals that have access to state systems and are not currently in LETS.  The localities are then required to 
certify that all employees in LETS are active employees and correct any discrepancies identified. 
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 The certification process has been sluggish to get going as the Central Office has had to educate the 
local employees on the importance of the process as well as train them on how to complete the certification 
process.  In August and September with the creation of the LETS team there are now individuals dedicated 
solely to the maintenance of LETS.  There is now a position dedicated to getting the certifications from the 
local agencies.  Social Services is in the process of hiring an additional person to help with this responsibility.   
 
 
Medical Assistance Services 

Implementation of a System-wide Strategy for Utilization Units 
 
 As we reported in fiscal year 2006, Medical Assistance Services is adequately progressing through its 
plan for developing a system-wide strategy for its utilization units.   Management is working with divisions to 
address issues through a combination of risk assessments, unit reorganizations, developing performance 
expectations, policy and procedure revisions, retraining of staff, outsourcing selective data mining and audit 
services, adding software to enhance claim edits, and improving relationship with the Medicaid Fraud Control 
Unit. 
 
 Efforts also include the evaluation of contractor results and the award of new contracts to conduct 
compliance audits for home health, home infusion services, pharmacy, durable medical equipment, and other 
services.  Both Program Integrity and Long Term Care have increased the number of reviews completed, as 
well as recoveries since fiscal year 2005.  Management also created a Program Integrity Workgroup, crossing 
over divisions, that meet regularly to review issues and make training recommendations. 
 
 Targeted for fiscal year 2009, Medical Assistance Services is planning to continue to monitor 
strategies, update provider agreements, and develop a database to include an agency-wide tracking system for 
recoveries, including fiscal settlements. 

Address Findings in Internal Audit Report 
 
 Management is adequately addressing the findings in Medical Assistance Services Internal Audit 
report on the Operating Environment and Information Security Business Processes issued in May of 2006, 
improving their security documentation and strengthening certain security processes. 
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SECRETARY OF HEALTH AND HUMAN RESOURCES 
 
 Agencies in the Health and Human Resources secretariat are responsible for service delivery and 
management of responses to the most critical human resource issues that Virginians face.  According to the 
2007 Executive Budget document, the Secretariat’s priorities are to promote self-sufficiency and 
independence, assure access to affordable quality health care, strengthen families, improve care and treatment 
for individuals who are mentally or physically impaired, increase awareness and accessibility of long-term 
care, and improve the quality of life for older Virginians.  Additionally, the Secretariat’s agencies ensure 
safety for citizens through inspection programs for food safety, environmental health, hospitals and nursing 
homes, as well as the oversight of certain health care professionals such as doctors, nurses, and counselors. 
 

The following table details each agency in the Secretariat and its total 2007 expenses.   
 

                                                            Agency                                                                   Expenses        
Department of Medical Assistance Services $  5,336,830,388  
Department of Social Services 1,650,616,090 
Department of Mental Health, Mental Retardation and Substance Abuse Services  890,638,521 
Department of Health 525,618,469 
Department of Rehabilitative Services 136,318,333 
Department for the Aging 47,471,487 
Department for the Blind and Visually Impaired 35,324,810 
Woodrow Wilson Rehabilitation Center 29,247,400 
Department of Health Professions 21,132,077 
Department for the Deaf and Hard-of-Hearing 5,892,414 
Virginia Rehabilitation Center for the Blind and Visually Impaired 2,271,472 
Virginia Board for People with Disabilities           1,945,427 

  
Total Fiscal Year 2007 Expenses - Secretary of Health and Human Resources $ 8,683,306,888  

 
Source: 2007 CARS Expenditure Summaries   

 
 

 The secretariat’s agencies had over $8.60 billion in expenses in fiscal year 2007.  Of this amount, the 
Medicaid program accounted for about $5.04 billion or 58 percent of total expenses.  The agencies listed 
above administer the programs that carry out the mission of the secretariat.  These agencies accounted for 
about 25 percent of the Commonwealth’s total expenses.  
 
 
Social Services 
 

Social Services administers over 40 programs that provide benefits and services to low-income 
families, children, and vulnerable adults.  Both the state and local governments share in the administration of 
social service programs.  Social Services is comprised of a Central Office, five regional offices, eight 
licensing offices, and 21 support enforcement offices.  There are also 120 locally operated social service 
offices across the state, which report to the local governments, but receive direction and support from Social 
Services.   
 

The Central Office has primary responsibility for the proper administration of all federal and state-
supported social service programs.  The Central Office establishes policies and procedures that ensure 
adherence to federal and state requirements, which local offices implement.  Both Central Office and regional 
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offices enforce these policies and procedures by monitoring the local offices.  The Central and regional 
offices often provide technical assistance to local offices and the regional offices serve as a liaison between 
the Central and local offices.  In addition, the Central Office distributes benefits to eligible households and 
vendors under the Temporary Assistance for Needy Families (TANF), Food Stamp, and Energy Assistance 
programs.   

 
Child Support Enforcement is a state-administrated and operated program.  Child support offices 

process custodial parent information, help locate non-custodial parents, establish paternity, enforce both 
administrative and court orders, and collect and distribute child support monies. 

 
Licensing offices regulate licensed child and adult care programs including the following programs: 

certified preschools, child day centers, family day homes, child placing agencies, and children’s residential 
facilities.  They also regulate adult day care centers and assisted living facilities.   

 
In fiscal 2007, the Central, regional, child support, and licensing offices spent approximately 

$993 million (60 percent) of Social Services’ total funding.  This amount includes benefit assistance amounts 
paid directly to individuals.   
 

Local social service offices deal directly with consumers.  They perform a variety of functions 
including eligibility determination, case management, and “service” program administration such as Foster 
Care, Child/Adult Daycare, Adoption, and Child/Adult Protective Services.  Local offices also provide 
information to consumers transitioning from dependency to independence.  In fiscal 2007, Social Services 
paid over $657 million (40 percent) of its total funding to local social service offices.   
 
Financial Information 
 
 Tables 1 and 2 summarize Social Services’ budgeted revenues and expenses compared with actual 
results for the fiscal year ended June 30, 2007.   
 

Analysis of Budgeted and Actual Funding by Funding Source 
 

Table 1 -  Financial Information 
Analysis of Budgeted and Actual Funding by Funding Source 
    
     Original Budget      Final Budget     Actual Funding    
Federal $   754,035,600 $   763,303,707 $   633,669,813 
Special 633,132,488 634,978,952 615,109,480 
General      361,611,315     380,375,740      380,375,740 

   
Total $1,748,779,403 $1,778,658,399 $1,629,155,033 

    
Source:  Original budget - Appropriation Act Chapter 3, Adjusted Budget CAFR 1419D1 
   report as of 6/30/07, Actual Funding - CARS 402 

 
 
 Social Services’ increased its original budget by about $29.9 million in fiscal year 2007.  Despite the 
increase, Social Services’ actual funding was about $119.6 million lower than its original funding.  The 
differences between budgeted and actual funding for federal funds and special funds caused the overall 
difference.  Social Services projected the base budget for the 2006 to 2008 biennium in fiscal year 2006; 
assuming revenue related to these activities would continue to increase.  However, revenue did not continue 
to increase. 
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Although the Food Stamp Program is Social Services fourth largest source of federal funding, the 
amounts reported for this program do not include the Food Stamp benefits that recipients receive as direct 
benefits.  The individual benefits are 100 percent federally funded and go directly from the federal 
government to the Commonwealth’s electronic benefits transfer contractor, J.P. Morgan.  During fiscal year 
2007, J.P. Morgan disbursed approximately $544 million in Food Stamp benefits, which are not part of Social 
Services’ revenues shown above or expenses shown below.  
 

Analysis of Budgeted and Actual Expenses by Program 
 

Table 2 - Analysis of Budgeted and Actual Expenses by Program   
     
 Program Name         Budget                Actual             Difference     
 Financial Assistance for Self-Sufficiency Program $   353,428,103 $   310,102,119 $  (43,325,984) 
 Financial Assistance for Local Social Services Staff  319,931,909 283,907,201 (36,024,708) 

 
Financial Assistance for Supplemental Assistance 
Services 62,276,784 50,600,868 (11,675,916) 
 Financial Assistance to Community Human Services  34,476,286 24,005,024 (10,471,262) 
 Child Support Enforcement Services 685,132,384 677,754,665 (7,377,719) 
 Program Management Services 37,914,385 30,793,862 (7,120,523) 
 Administrative and Support Services 70,740,836 66,825,433 (3,915,403) 
 Adult Programs and Services 44,360,491 40,680,818 (3,679,673) 
 Child Welfare Services 156,623,361 153,772,030 (2,851,331) 
 Regulation of Public Facilities       13,773,860       12,174,070       (1,599,790) 
     
                Total $1,778,658,399 $1,650,616,090 $(128,042,309) 
     
 Source: CARS and FATS    

 
 Social Services’ expenses exceeded their actual funding from revenues due to how the State 
Comptroller accounts for pass-through funds in the Commonwealth Accounting and Reporting System 
(CARS).  Medical Services receives federal funds as part of its actual funding from revenues and then 
transfers the money to Social Services, which budgets and spends the funds.  During fiscal 2007, Social 
Services received transfers in the amount of $65 million in federal funds for determining eligibility for the 
Medicaid and FAMIS programs. 
 
 Social Services’ actual expenses were about $128 million less than budgeted.  Four programs 
accounted for 83 percent ($106.3 million) of the variance.   
 

Expenses in the Financial Assistance for Self-Sufficiency Programs were about $43.3 million less 
than budgeted.  A decreased caseload in the TANF program resulted in benefit expenses $12 million less than 
appropriated.  Employment services and childcare expenses for TANF were $11 million below their 
appropriation because of the decreased caseload as well.  Additionally, federal funding for Non-VIEW 
Childcare declined and consequently, expenses were $16 million less than budgeted.   
 
 Social Services’ Financial Assistance for Local Social Services Staff programs’ expenses were about 
$36 million below budget.  This decrease occurred because of changes in federal reimbursement policies.  
Due to the changes, the amounts of reported locality expenses reimbursable by federal funds were lower than 
originally projected and budgeted. 
 
 Actual expenses in the Financial Assistance for Supplemental Assistance Services program were 
about $11.7 million less than budgeted.  Social Services received a supplemental federal award of $10 million 
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in fiscal 2007.  Social Services requested an increased appropriation from Planning and Budget, which 
Planning and Budget granted.  However, Social Services expended $6.8 million of this amount in a cash 
transfer to another state agency.  Social Services did not need an appropriation for funds they would transfer 
to another agency; therefore, the budgeted appropriation is higher than actual expenses.  A similar situation 
occurred in the Financial Assistance to Community Human Services program for $4.9 million.  The 
remaining variance between budgeted and actual expenses resulted because the federal government kept 
funding for federal grants in this program level, when they had historically increased. 
 
      Social Services has the following sources of funding: 22 percent General Funds, 38 percent special 
revenue, which includes child support enforcement funds, and 40 percent federal grants.  General Fund 
expenses include state matching dollars spent in order to receive federal funds. 

 
 The figure below summarizes Social Services’ expenses by type for the fiscal year ended 
June 30, 2007.   
 

Expenses by Type 
 

**Administrative 
and Contractual 
Service Costs, 
$187,202,803, 

11%

Aid to Locality 
Payments, 

$657,216,996, 
40%

*Other Transfer 
Payments, 

$59,674,513, 4%

Payments to 
Individuals, 

$746,521,776, 
45%

 
 

*Includes payments to nongovernental and intergovernental organizations and community service 
        agencies 
**Includes payments for personal services, supplies, rent, equipment, property and improvements 

 
 

 Approximately 89 percent of Social Services’ expenses are transfer payments to local governments, 
individuals, and other organizations.  Payments to individuals, financial assistance for individuals and family 
and child support enforcement, comprise about 57 percent of Social Services’ total transfer payments.  In 
fiscal 2007, Social Services paid more than $657 million (approximately 40 percent of total expenses) to local 
social service agencies and $746 million (approximately 45 percent of total expenses) to individuals as direct 
benefits.  Administrative and contractual service costs are 11 percent of total expenses.  Social Services spent 
almost $96 million on personal service expenses and roughly $80 million on contractual services.   
 



 

29 

 Table 4 summarizes the aid to locality payments by subprogram for the fiscal year ended 
June 30, 2007.   

 
Aid to Locality Expenses by Subprogram 

 
Benefit programs administration $166,937,751  
Direct social services 115,018,537 
Day care (non-TANF) 78,667,885 
Foster care 80,572,772 
Financial assistance for child and youth services 61,679,843 
Individual and family economic independence   
   services through day care support (TANF) 53,229,160 
Individual and family economic independence   
   services through employment assistance services 58,683,481 
Supplemental income assistance to the aged, blind, and disabled 22,941,430 
Other    19,486,138 
  
               Total $657,216,997  
  
Source:  CARS  

 
 
 Of the $657 million paid to the localities, 43 percent of the funds are for local social service agency 
benefits programs administration and direct social services.  These programs include administrative and other 
allocable costs, pass-through funds, and locality contractual services.  Foster care expenses include 
maintenance payments to foster care families, foster parent and staff training, and additional foster care 
administrative costs.  Adoption incentive payments, special needs adoption expenses, and adoption-related 
contracts are included in Financial Assistance for Child and Youth Services subprogram.  Other aid to locality 
expenses include: regional and area-wide assistance administration, general relief payments, resettlement 
assistance, emergency assistance, Comprehensive Services Act administration, financial assistance for 
employment services, non-public assistance child support payments, and other purchased services.   
 
 Table 5 summarizes the payments to individuals by subprogram for the fiscal year ended 
June 30, 2007.   
 

Payments to Individuals by Subprogram 
 

Nonpublic assistance child support payments $589,216,201 
Temporary Assistance for Needy Families (TANF) 105,522,293 
Emergency assistance 39,912,880 
Other     11,870,403 
  
               Total $746,521,777 
 
Source:  CARS 

 
 

 Of the $746 million paid directly to individuals, approximately 79 percent is non-public assistance 
child support payments.  These payments are to custodial parents from the child support special revenue fund.  
Once Social Services has collected the child support payment from the non-custodial parent, Social Services 
redistributes the money to the custodial parent.  
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 TANF payments represent nearly 14 percent of Social Services’ payments to individuals.  These are 
cash payments made directly to eligible families to help meet basic monthly needs.   
 
 Emergency assistance payments account for just over five percent of Social Services’ payments made 
to individuals.  Historically, these payments have been limited to the Low Income Home Energy Assistance 
Program.  Under the home energy assistance program, Social Services pays energy vendors and individuals 
directly.  Other payments to individuals include expenses related to unemployed parent supplements and 
public assistance child support collections. 
 
 
Follow-up to Prior Year’s Special Review of Information Security in the Commonwealth of Virginia  
 

Social Services has made measurable progress in response to the initial Senate Joint Resolution 51 
study conducted during 2006.  At the conclusion of that study, Social Services received a grade of 
“INADEQUATE.”  Since that time, Social Services has designated an Information Security Officer and 
placed the position high enough in the organization to be effective.   

 
Social Services has enhanced their authentication process and now require authentication of all users 

without exception.  They have enhanced the physical access security to the computer room and restricted 
access to only those personnel with an identified need and they are monitoring all of their systems to 
determine whether access is appropriate.  In addition, Social Services has implemented a new Security Access 
Monitoring System (SAMS) to track user access.  They should continue the rollout of SAMS to ensure that 
they will be fully compliant with the new Commonwealth Security Standard, which required compliance as of 
September 28, 2007. 

Special Review of Systems Development 

Social Services does not use the Commonwealth’s system development standard but instead have 
developed their own policies and procedures that they believe provide adequate controls and include the 
essence of the standard.  Therefore, the objective of this part of the audit was to assess Social Services over 
arching development methodology and compare it to the standard to ensure their methodology is adequate.  In 
addition, our objective was to determine whether the components critical to successful development exist 
within the Social Services development methodology. 

   
We are continuously monitoring systems development efforts and project management at Social 

Services, but our initial review covered the period July 2007 through October 2007.  Our audit included 
reviewing documents submitted to the PMD, reviewing documents used to manage service requests, 
reviewing polices and procedures relating to systems development and information technology (IT) 
management, and interviewing personnel involved in the management and governance of IT projects.  In 
addition, we reviewed service requests at various levels of development for compliance with internal policies 
and procedures. 

 
As a result of our audit of Social Services’ systems development methodology, we have noted areas 

for improvement and updating, and we have shared our recommendations with management.  These 
recommendations are entitled Systems Development Policies and Procedures Need Improvement and 
Updating and can be found under Social Services in the section entitled “Internal Control and Compliance 
Findings and Recommendations”.  
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Medical Assistance Services  
 

Medical Assistance Services administers the Commonwealth’s health care programs for eligible 
persons with limited income and resources.  These programs include Medicaid, Family Access to Medical 
Insurance Security (FAMIS), Medical Assistance for Low-Income Children (FAMIS Plus), the Indigent 
Health Care Trust Fund, Income Assistance for Regular Assisted Living, Involuntary Mental Commitments, 
the Virginia Health Care Trust Fund, and other medical assistance services such as HIV assistance and state 
and local hospitalization. 

 
Medical Assistance Services provided services to over 1,000,000 persons during fiscal year 2007.  

General population growth in Virginia and especially the growth of the aging population are key factors 
affecting its customer base.  Projections forecast that the number of Virginians age 65 and older will increase 
dramatically over the next ten years – over five times faster than the state’s total population growth.  An aging 
population within the state will place increased demands for services on Medicaid, especially in the areas of 
long-term care and waiver services.  Access to medical care for uninsured children has been a priority of 
Medical Assistance Services. 
 

Table 1 summarizes Medical Assistance Services’ budgeted expenses by program as compared with 
actual results for the year ended June 30, 2007. 
 

Analysis of Budgeted and Actual Expenses by Program – Fiscal Year 2007 
 

                              Program                                 Original Budget     Adjusted Budget     Actual Expenses  
Medicaid  $5,029,321,523 $5,153,917,545 $5,042,199,846 
Administration and support services  98,050,828 113,951,676 111,572,269 
FAMIS 90,049,514 85,238,843 84,038,246 
FAMIS (Plus)  67,154,269 69,304,509 67,820,518 
Medical assistance services (Non-Medicaid) 14,222,481 14,886,934 13,293,929 
Appellate processes 10,180,391 9,737,494 9,654,181 
Indigent health care trust fund  9,285,831 9,285,866 7,291,101 
Continuing income assistance services          1,400,000          1,400,000             960,297 

   
               Total resources $5,319,664,837 $5,457,722,867 $5,336,830,387 

 
 

 Medical Assistance Services adjusted its original general and federal fund budgets primarily as a 
result of Medicare Part D, which now covers prescription drugs for individuals eligible for Medicare and 
Medicaid (dual eligibles).  Prior to Medicare Part D, Medicare did not cover prescription drugs for dual 
eligibles.  Although the administration of these drugs have transferred from Medicaid to Medicare, the state is 
required to continue its funding for its share of the costs of these drugs in what is commonly referred to as a 
“clawback payment” to the federal government.  The clawback payments during the year were higher than 
what Medical Assistance Services had expected to pay for these drugs through its Medicaid program.    
 
 Centers for Medicaid and Medicare implemented Medicare Part D in the third quarter of fiscal year 
2006 and costs of $47.7 Million resulted in that year.  The program was in effect all of fiscal year 2007 and 
expenses totaled $151.6 million.  The remaining increase is driven primarily by several provider rate increases 
as mandated by the 2007 Appropriation Act, continued significant growth in the utilization of mental health 
services, continued significant growth in the utilization of dental services following the implementation of 
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Virginia’s Smiles for Children dental program, and the expansion of the number of slots under the Home and 
Community Based Care waiver.  Medical Assistance Services’ actual budget was less than three percent 
higher than its original budget.   
 
 Table 2 summarizes Medical Assistance Services’ actual program expenses by fund source for the 
year ended June 30, 2007. 
 

Analysis of Expenses by Program Funding Source – Fiscal Year 2007 
 

Program  Federal Funds    General Funds   
Virginia Health 
    Care Fund     

Other Special 
    Revenue     

Medicaid  $2,456,304,548 $2,297,753,964 $288,141,334 $             - 
Administration and support services  73,508,250 37,298,797 - 765,222  
FAMIS  54,757,404 15,215,279 14,065,563 - 
FAMIS (Plus)  44,087,722 23,732,796 - - 
Medical assistance services (non-Medicaid) - 11,386,623 - 1,907,306 
Appellate processes  - 9,654,181 - - 
Indigent health care trust fund  - 4,285,446 - 3,005,655 
Continuing income assistance services                         -             960,297                     -                - 
   
               Total $2,628,657,924 $2,400,287,383 $302,206,897 $5,678,183 
    
Source: CARS 1419D1 Report     

 
 
Virginia Health Care Fund 
 

The Virginia Health Care Fund is a special non-reverting fund established to support health care 
programs using money from tobacco taxes and 40 percent of the Commonwealth allocation of a national 
settlement known as the Master Settlement Agreement between the states and tobacco companies.  The Fund 
also consists of all recoveries received during a fiscal year resulting from expenses incurred in the Medicaid 
program during a prior fiscal year or years to the extent that such amounts represent recoveries of state funds 
that would otherwise be deposited to the General Fund.  Between fiscal years 2006 and 2007 the Fund only 
experienced a $3.5 million decrease in revenues, $288.7 million to $285.2 million.  This reduction is due to 
prior year Medicaid recoveries and occurred because of the implementation of Medicare Part D as Medical 
Assistance Services received lower pharmacy rebates.  

 
Tobacco taxes in fiscal year 2007 provided the Fund with a majority of its funding (83 percent), a two 

percent increase over last year. 
 
 Total Medical Assistance Services’ expenses for all programs amounted to $5.3 billion in fiscal 2007, 
approximately six percent higher than the previous fiscal year.  Approximately 97 percent of total expenses 
represent medical expenses attributable to the Medicaid, FAMIS, and FAMIS Plus programs.  Another 
2.1 percent of the total amount represents administrative expenses for these three programs. 
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Medicaid 
 

Medical Assistance Services spent $5.04 billion on Medicaid services.  The following table shows 
total medical expenses for the Medicaid program by provider type.  Enrollment trends show slower growth in 
Medicaid with an actual decline in enrollment in fiscal year 2007.  The implementation of federal Deficit 
Reduction Act citizenship and identity requirements of 2006 is the cause of the decline. The trends, by fiscal 
year, in enrollment growth are as follows: 9.1 percent in 2004; 7.6 percent in 2005; 4.9 percent in 2006; and a 
decrease of 0.4 percent in 2007.   
 

Medicaid Expenses by Provider Type – Fiscal Years 2005-2007 
 

                 Service Category                            2005                   2006                   2007         
Managed Care  $   963,613,776 $1,091,040,018 $1,190,959,577 
Nursing Facility 657,532,982 697,984,269 718,375,124 
Community-Based Waiver Services 446,686,043 517,767,803 600,169,213 
Inpatient Hospital  531,970,281 553,129,491 547,650,686 
Mental Health 267,196,363 352,128,633 395,562,682 
Pharmacy 611,762,513 458,755,750 228,301,049 
Public ICF/MR Facilities 190,114,299 197,872,439 201,079,045 
Medicare Premiums 133,111,555 176,132,821 194,307,374 
All Other Services 164,206,641 175,044,363 179,022,939 
Medicare Part D Clawback Payments - 47,704,174 151,605,379 
Physician Services 155,452,122 153,891,820 143,310,705 
Enhanced DSA - UVA and MCV 111,561,611 92,198,332 141,026,423 
Outpatient 126,275,548 115,024,648 105,546,509 
Dental 13,750,693 55,624,772 80,698,293 
Transportation Services 55,167,599 63,166,758 67,054,128 
Public MH Facilities 44,384,328 50,553,407 48,862,334 
Regular DSA - General Hospital and  
   Rehabilitation  - 44,046,764 47,648,530 
Private ICF/MR Facilities 34,036,235 40,532,655 43,526,395 
Other Long-Term Care 3,640,322 3,312,742 5,142,146 
Home Health 4,555,784 5,018,912 4,787,051 
Supplemental Drug Rebates (10,796,161) (13,732,363) (2,088,208) 
Drug Rebates    (109,808,297)    (104,520,939)      (50,347,527) 

    
               Total $4,394,414,237 $4,772,677,269 $5,042,199,847 
    
Source: Department of Medical Assistance Services Statistical Report  

 
 
Administrative Expenses 
 

In addition to medical assistance services, Medical Assistance Services spent $111.6 million on 
administrative costs.  The tables below summarize the administrative expenses. 
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Administrative Expenses – Fiscal Year 2007 
 

Contractual services  $  64,203,687  
Dental and medical services contract services   17,873,805  
Personal Services  25,618,293  
Continuous Charges  2,570,058  
Equipment    808,610  
Supplies and Materials  475,609  
Transfer Payments             22,208  
  
               Total  $111,572,270  
  
Source: CARS  

 
Administrative expenses increased by about $25.1 million in fiscal 2007.  Over 93 percent of the 

increase is due to an increase in administrative spending related to contractual services.   
 

Administrative Contractual Service Payments – Fiscal Year 2007 
 

                        Contracted Vendors                                 Amount          
First Health Services Corp $33,346,738 
Clifton Gunderson and Co. 5,065,431 
Kepro Inc    4,297,141 
Affiliated Computer Services, Inc. 3,880,912 
Health Management Corp. 2,188,895 
Health Management Systems, Inc.    1,922,156 
Combined Other Contracted Vendors     7,279,824 
Other  24,096,395 
  
               Total $82,077,492 
  
Source: CARS  

 
 
System development expenses associated with the National Provider Identifier (NPI) project are the 

primary reason for this increase.  The federal government mandated conversion to the standard NPI identifier 
for all providers.  This mandate required a major overhaul of the Medicaid Management Information System 
(MMIS).  This project began in fiscal year 2006 with expenses at $271,000.  Major system development work 
began in fiscal year 2007 resulting in approximately $15 million in expenses.  Medical Assistance Services 
revenue maximization project resulting in an increase in the number of school districts participating in 
administering health care services to children eligible under Medicaid resulted in another $3.2 million in 
increased administrative expenses. 
 
FAMIS AND FAMIS Plus 
 
 FAMIS’ medical expenses amounted to $84 million, an increase of 5.5 percent over the prior year.  
Medical expenses for the FAMIS Plus amounted to $67.8 million, an increase of 16.5 percent.  FAMIS and 
FAMIS Plus now cover ninety-eight percent of eligible children; therefore, Medical Assistance Services 
expects future growth in the program to be slower.   
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Key Initiatives 
 
Disease State Management (DSM) Program  
 
 Medical Assistance Services implemented its DSM program, Healthy Returns Care Management 
Program on January 13, 2006, for persons enrolled in its fee-for-service program who have one or more of the 
following chronic health conditions: asthma, diabetes, congestive heart failure (CHF), or coronary artery 
disease (CAD), and in May 2007 expanded to cover persons with chronic obstructive pulmonary disease 
(COPD). In order to take advantage of new options to change benefits or impose new cost sharing 
requirements that were part of the Deficit Reduction Act, in fiscal year 2007, Virginia converted this program 
from a voluntary “opt in” to a voluntary “opt out” program. 
 
Managed Care Expansions  
 
 Medical Assistance Services continued to increase the number of persons enrolled in managed care 
plans.  Managed care organizations are operating in 110 localities serving 56 percent of Medicaid individuals.  
Statewide Medicaid enrollment as of August 1, 2007: Fee-for-Service at 255,926, MEDALLION at 51,079, 
and Medallion II at 383,103.  Medical Assistance Services also plans to increase the different types of 
enrollees participating in managed care such as those in long-term care settings.  
 
Integration of Acute Care and Long-Term Care  
 
 Medical Assistance Services developed a blueprint for integrating acute care and long-term care 
services for Medicaid clients. Concurrent with the development of the long-range plan, they will move 
forward with two models of care: (1) establishment of Program for All-inclusive Care for the Elderly (PACE) 
sites across Virginia; and (2) regional managed care plans that include acute and long-term care services. 
PACE is a capitated benefit that provides a comprehensive service delivery system and features integrated 
Medicare and Medicaid financing. PACE provides social and medical services in a variety of settings 
including adult day health care centers and the home.  Individuals participating in the PACE program must be 
at least 55 years old, live in the PACE service area, and meet the criteria for nursing home placement.  Other 
goals of integrated care include decreasing the number of avoidable hospital admissions and the unnecessary 
use of nursing home care. 
 
 
Department of Mental Health Mental Retardation and Substance Abuse Services (DMHMRSAS) 
 

DMHMRSAS provides a wide array of services to individuals in 16 state-operated facilities and in 
communities throughout the Commonwealth of Virginia.  DMHMRSAS has a central office that provides 
oversight for the 16 facilities.  The facilities provide most of their own administrative functions and provide 
all direct services to the Department’s consumers.  In addition, DMHMRSAS indirectly provides services 
through its funding and monitoring of 40 local Community Service Boards (Boards).   
 
Central Office 
 

The central office has direct responsibility for the programmatic, financial, and administrative 
operations of the state facilities.  It also has responsibility for monitoring and overseeing the programmatic 
and financial activities of the Boards.  In fiscal year 2007, the expenses of the central office were about 
$80.05 million, 8.8 percent of total expenses.  This is an increase of 106.2 percent over the prior year, which 
is due to an increase in capital outlay projects that are a result of the System Transformation Initiative 
discussed later in this report.  
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The central office provides overall management and direction to the facilities.  This includes 
developing an overall budget, financial management policies, and Medicare and Medicaid cost reports and 
reimbursement rates.  They also provide internal audits, perform architectural and engineering services, 
administer capital outlay projects, and manage the information systems and budgets.  Further, the central 
office provides technical assistance on human resource issues and billing services to the facilities and licenses 
all providers of mental health, mental retardation, and substance abuse services throughout the state.  The 
Office of Inspector General, housed within the central office, independently investigates and monitors human 
rights issues at the facilities and Boards.  
 
System Transformation Initiative 
 

The central office has been working with both the facilities and the Boards as part of the state’s 
System Transformation Initiative (Initiative).  Part of the Initiative calls for Western State Hospital in 
Staunton, Eastern State Hospital in Williamsburg, Central Virginia Training Center in Lynchburg and 
Southeastern Virginia Training Center in Chesapeake to undergo major construction projects, which the 
Central Office will manage.  DMHMRSAS expects either the Virginia Public Building Authority or the 
Public Private Partnership Educational Facilities and Infrastructure Act of 2002 to finance the cost of facility 
replacements.  The estimated replacement costs represented about $290 million of the Initiative.  
 

The table below reflects the construction projects related to the Initiative.  
 
 

 

               Facility                   Location     

Current 
Bed 

Capacity

Fiscal 
Year 2007 
Average 

Daily 
Census 

Planned 
Bed 

Capacity
Funding 
Source 

Funding 
Approved 
(Millions) 

Amount Spent as 
of 

February 6, 2007 
Eastern State Hospital  Williamsburg         
   Phase I - Hancock  
   Geriatric Treatment  
      Center  

210 183 150 Bond $22  $16,700,000 

   Phase II - Adult Mental 
      Health Center  

26 244 150 General 
Funds $59 $1,300,000

Western State Hospital  Staunton  254 241 246 General 
Funds $2.5* $1,000,000

Central Virginia 
   Training Center  

Lynchburg  611 509 300 General 
Funds $2.5* $580,000

Southeastern Virginia 
   Training Center  

Chesapeake  200 187 100 General 
Funds $2.5* $500,000

        
*   Planning only        

 
 
Facilities 
 

Sixteen facilities provide inpatient consumer care to slightly less than 3,000 individuals.  Ten mental 
health facilities, referred to as “hospitals,” provide acute care and chronic psychiatric services to children, 
adults, and the elderly.  There are also five mental retardation facilities, referred to as “training centers,” that 
offer residential care and training in such areas as language, self-care, independent living, academic skills, and 
motor development.  Finally, the Virginia Center for Behavioral Rehabilitation houses convicted sex 
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offenders who are civilly committed at the end of their prison sentence if the Department of Corrections 
deems them “sexually violent predators.”   

 
The following tables summarize each hospital’s and training center’s revenues, expenses, and 

populations for fiscal year 2007. 
 



COMPARISON OF FACILITY OPERATIONS
Fiscal Year 2007 
Hospital Facilities 

Southwestern
Central State Eastern State  Virginia Mental

Hospital Hospital Health Institute

Average resident census 240                            427                          151                         

Total resident days 87,600                       155,855                   55,115                    

Revenue:
Adjusted General Fund appropriations 43,189,556$              43,225,864$            23,573,663$           
Collections (third party reimbursements) 503,930                     21,496,220              9,751,826               
Collections for General Fund of the Commonwealth 31,692                       10,656                     5,989                      
Other revenues 1,682                         3,072                       -                              

Total revenue 43,726,860                64,735,812              33,331,478             

Expenses:
Personal services 39,504,815                51,374,647              25,812,795             
Contractual services 5,060,752                  2,713,614                2,117,603               
Supplies and materials 625,676                     8,018,551                3,814,088               
Transfer payments 85,256                       50,325                     33,876                    
Continuous Charges 1,223,257                  3,135,258                1,145,460               
Property and Improvements 30,671                       2,590                      
Equipment 1,097,876                  703,557                   83,860                    
Plant and Improvements 110,786                     21,073                    

Total expenses 47,739,089                65,995,952              33,031,345             

Excess (deficiency) of revenues over expenses (4,012,229)$               (1,260,140)$            300,133$                

Expenses per resident 198,913$                   154,557$                 218,751$                

Expenses per resident day 545$                          423$                        599$                       

Revenues per resident 182,195$                   151,606$                 220,738$                

Revenues per resident day 499$                          415$                        605$                       
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Northern Virginia Piedmont Southern Virginia
Western State Catawba Mental Health Geriatric Mental Health

Hospital Hospital Institute Hospital Institute

241                         34                          107                       122                          120                        69                           

87,965                    12,410                   39,055                  44,530                     43,800                   25,185                    

42,138,726$           6,724,983$            9,143,025$           24,247,715$            3,261,290$            10,556,793$           
4,310,669               2,041,058              10,019,920           3,180,204                17,382,617            1,721,212               

908                         52                          45,559                  -                               
2,091                      36,695                   1,589                      

46,452,394             8,766,093              19,208,504           27,427,919              20,680,602            12,279,594             

40,068,177             7,677,739              15,482,500           19,487,626              16,113,013            9,118,136               
2,567,456               278,374                 1,677,650             2,755,013                799,100                 1,131,074               
4,537,376               478,680                 2,136,337             2,353,251                2,448,608              1,019,861               

7,146                      10,604                   10,911                  36,448                     13,866                   16,037                    
1,869,910               521,653                 643,907                641,186                   603,726                 432,402                  

342                         -                       3,868                       4,997                     
225,707                  19,414                   232,213                205,500                   736,194                 97,824                    

16,928                  42,000                   

49,276,114             8,986,464              20,200,446           25,482,892              20,761,504            11,815,334             

(2,823,720)$            (220,371)$             (991,942)$            1,945,027$              (80,902)$               464,260$                

204,465$                264,308$               188,789$              208,876$                 173,013$               171,237$                

560$                       724$                      517$                     572$                        474$                      469$                       

192,749$                257,826$               179,519$              224,819$                 172,338$               177,965$                

528$                       706$                      492$                     616$                        472$                      488$                       

Commonwealth 
Center for Children 

& Adolescents
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COMPARISON OF FACILITY OPERATIONS
Fiscal Year 2007 
Hospital Facilities 

Total for 
Hiram Davis Mental Health

Medical Center Facilities

Average resident census 58                           1,569                    

Total resident days 21,170                    572,685                

Revenue:
Adjusted General Fund appropriations 12,438,263$           218,499,878$       
Collections (third party reimbursements) 11,981,341             82,388,998           
Collections for General Fund of the Commonwealth 667                         95,524                  
Other revenues 1,009                      46,138                  

Total revenue 24,421,280             301,030,538         

Expenses:
Personal services 9,471,343               234,110,791         
Contractual services 949,845                  20,050,482           
Supplies and materials 15,572,466             41,004,893           
Transfer payments 2,987                      267,457                
Continuous Charges 181,288                  10,398,047           
Property and Improvements 78                           42,546                  
Equipment 195,868                  3,598,012             
Plant and Improvements 8,218                      199,005                

Total expenses 26,382,093             309,671,233         

Excess (deficiency) of revenues over expenses (1,960,813)$           (8,640,695)$          

Expenses per resident 454,864$                197,369$              

Expenses per resident day 1,246$                    541$                     

Revenues per resident 421,057$                191,861$              

Revenues per resident day 1,154$                    526$                     
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COMPARISON OF FACILITY OPERATIONS 
Fiscal Year 2007 
Training Centers

Central Virginia Southeastern Northern
Training Center Virginia Virginia

Average resident census 509                    187                    172                     

Total resident days 185,785             68,255               62,780                

Revenue:
Adjusted General Fund appropriation 11,246,157$      2,796,757$        6,733,280$         
Collections (third party reimbursements) 74,148,891        22,256,266        32,969,368         
Collections for General Fund of the Commonwealth 3,267                 -                     
Other revenues 8,091                 232,542             2,959                  

Total revenue 85,406,406        25,285,565        39,705,607         

Expenses:
Personal services 65,634,493        18,494,348        27,178,159         
Contractual services 2,213,732          1,156,571          2,790,059           
Supplies and materials 8,772,270          1,365,090          2,546,400           
Transfer payments -                     48,439               13,287                
Continuous Charges 3,375,587          516,327             741,995              
Property and Improvements 
Equipment 120,873             196,547             280,004              
Plant and Improvements 

Total expenses 80,116,955        21,777,322        33,549,904         

Excess (deficiency) of revenue over expenses 5,289,451$        3,508,243$        6,155,703$         

Expenses per resident 157,401$           116,456$           195,058$            

Expenses per resident day 431$                  319$                  534$                   

Revenues per resident 167,793$           135,217$           230,847$            

Revenues per resident day 460$                  370$                  632$                   
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Southwestern Total for
Southside Virginia Retardation
Virginia Training Center Training Centers

311                     209                         1,388                       

113,515              76,285                    506,620                   

15,541,343$       2,639,445$             38,956,982$            
63,987,124         22,352,472             215,714,121            

1,070                  -                         4,337                       
187,614              294                         431,499                   

79,717,151         24,992,211             255,106,939            

54,644,062         18,250,309             184,201,371            
3,112,154           496,467                  9,768,983                
6,969,323           1,188,964               20,842,047              

123,621              68,938                    254,285                   
2,843,493           977,374                  8,454,776                

238,812              36,908                    275,720                   
481,236              568,066                  1,646,726                

4,055                  4,055                       

68,416,756         21,587,026             225,447,963            

11,300,395$       3,405,185$             29,658,976$            

219,990$            103,287$                162,426$                 

603$                   283$                       445$                        

256,325$            119,580$                183,795$                 

702$                   328$                       504$                        
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The tables show that per diem expenses range from $283 to $1,246 with an average per diem of $445 
for training facilities and $541 for hospitals.  Hiram Davis Medical Center accounts for the highest per diem 
cost due to the severe nature of its patients’ physical and psychiatric conditions and the pharmacy services 
that it provides to clients outside of its facility. 

 
Overall, personal services are the facilities’ largest expense, which is consistent with prior years.  In 

fiscal year 2007, the training facilities and hospitals spent over $418 million, or 78 percent, of their total 
expenses on personal services.   

 
The facilities’ largest source of revenue is collections from third-party payers, primarily Medicaid.  In 

fiscal year 2007, these third-party payers accounted for approximately 53 percent of the facilities’ total 
available resources, or roughly $298 million.   

 
The Appropriation Act shows collected Medicaid and Medicare fees as special revenue, with amounts 

appropriated by facility.  However, the central office can request transfers of special revenues among the 
individual facilities to cover other facilities whose expenses exceed revenues.  Since each facility receives 
both General and Special Revenue funding, and the mental health facilities do not usually generate sufficient 
revenues to cover expenses, the central office closely monitors the income and expenses of each facility.   

 
When it is apparent that the mental retardation facilities will generate sufficient revenues to cover 

their expenses, the central office transfers the excess collections to cover the shortfall in other mental health 
facilities.  This practice allows DMHMRSAS to operate all of its facilities within its overall appropriation.     

 
This budgetary method may have long-term critical consequences, as the federal government enacts 

changes to their Medicaid reimbursement policies.  Additionally, this practice also tends to show a more even 
distribution of General Fund appropriations among all facilities, when in reality, the transfer of special fund 
revenue indicates that some mental retardation units could operate more independently, and other mental 
health facilities would need additional General Fund appropriations.   

 
The table below provides a detailed analysis of transfer payments in fiscal year 2007 for each facility, 

with summary figures for comparison purposes for fiscal years 2005, 2006, and 2007. 
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Special Revenue Comparison 
 

 
             Facility              

Original  
 Appropriation  

Adjusted  
     Budget      

Revenues  
     Collected      

Transfers  
       In/Out        

FY 2007  
     Expenses      

Catawba State Hospital  $     9,667,466  $  11,054,751  $   10,019,920  $   2,050,000  $   11,054,751  
Central State Hospital  560,690  4,548,690  505,612  4,500,000  4,548,690  
Community Center. for  
   Children and  
   Adolescents  1,651,712  2,215,111  2,041,058  -  2,215,111  
Eastern State Hospital  24,647,930  22,802,844  21,496,220  1,500,000  22,792,724  
Hiram W. Davis  
   Medical Center  11,543,330  15,160,298  11,981,341  2,200,000  13,943,977  
Northern Virginia  
   Mental Health  
   Institute  1,258,863  1,235,308  3,180,204  -  1,235,308  
Piedmont Geriatric  
   Hospital  17,037,117  17,463,519  17,345,923  750,000  17,463,519  
Southern Virginia  
   Mental Health  
   Institute  1,487,189  1,487,189  1,719,624  (300,000) 1,257,189  
Southwestern Va.  
   Mental Health  
   Institute  8,407,031  9,444,071  9,751,826  1,000,000  9,444,018  
Western State Hospital         3,385,271        7,135,209         4,310,669      4,000,000         7,134,944  

FY 2007 Total  $   79,646,599  $  92,546,990  $   82,352,397  $ 15,700,000  $   91,090,231  

FY 2006 Total  $   77,990,481  $  89,613,782  $   81,533,369  $   5,548,236  $   88,338,319  

FY 2005 Total  $   77,990,481 $  81,224,844  $   75,279,549  $ 12,056,972  $   81,343,914  
            
Central Virginia  
   Training Center  $  66,886,670  $ 68,888,916  $    74,154,395  $ (7,827,146) $   68,887,626  
Northern Virginia  
   Training Center  31,278,968  26,816,625  32,969,368  (3,700,000) 26,816,625  
Southeastern Virginia  
   Training Center  64,362,570  19,418,222  22,256,266  (1,000,000) 19,052,114  
Southside Virginia  
   Training Center  18,025,702  52,876,239  64,174,178  (7,050,000) 52,875,556  
Southwestern Virginia  
   Training Center      20,969,787      19,215,340        22,352,671          850,000       19,215,278  

FY 2007 Total  $201,523,697  $187,215,342  $  215,906,878  $(18,727,146) $ 186,847,199  

FY 2006 Total  $175,983,994  $191,752,059  $  209,928,235  
                

$(8,309,123.00) $ 191,714,681  

FY 2005 Total  $175,983,994  $179,462,936  $  195,228,788  $  (14,413,43) $ 179,438,723  
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Virginia Center for Behavioral Rehabilitation  
 

The Virginia Center for Behavioral Rehabilitation (Center) opened in October 2003 in response to an 
immediate need to accommodate individuals who would be civilly committed as sexually violent predators 
following their criminal sentences.  The state needed a facility to provide individualized rehabilitation 
services in a secure environment.  The immediacy of the need resulted in DMHMRSAS retrofitting an 
existing building on their Petersburg complex to accommodate an operating capacity of 36.  The average daily 
census was 28 in fiscal 2006 and 35 in fiscal 2007. 

 
The table below shows the high Per Diem cost of the current facility, caused by a small patient 

population and the large number of employees needed to both operate the center and achieve appropriate 
security levels and program effectiveness. 

 
Comparison Of Facility Operations

   

            Behavioral Rehabilitation Facility           
Virginia Center for 

Behavioral Rehabilitation 
 

Average resident census                 35 
  
Total resident days           12827 
  
Revenue:  

Adjusted General Fund Appropriations* $   6,652,546  
Fund 100-General Fund, other revenue  331  
Fund 600-Internal Service Fund, sales of                   - 
  

Total revenue $   6,652,877  
  
Expenses:  

Personal services  $      4,740,643  
Contractual services  650,016  
Supplies and materials  535,972  
Transfer payments   10,034  
Continuous charges   116,995  
Property and improvements  6,323  
Equipment            267,562  
  

Total expenses $   6,327,545  
  
Excess (deficiency) of revenues over expenses $      325,332  
  
Expenses per resident $      180,787  
  
Expenses per resident day $             493  
  
Revenues per resident $      190,082  
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The Center’s occupancy will increase dramatically based upon an imposed change in the screening 
criteria for facility placement.  DMHMRSAS is currently overseeing the construction of a $62 million, 300-
bed facility in Nottoway County.  As of December 2007, construction expenses amounted to approximately 
$40.5 million.  Management expects to open phase one of the new center in February 2008.  
 
Community Service Boards 
 

Community Service Boards (Boards) are the single point of entry into the Commonwealth’s Mental 
Health, Mental Retardation, and Substance Abuse Services system, which includes providing access to state 
mental health and mental retardation facilities, as well as community programs.  Individuals who seek 
services from a Board receive an intake evaluation to determine the type and duration of services needed.  The 
Boards provide pre-admission screening and discharge planning services for consumers entering or leaving 
state facilities.   

 
In addition, the Boards function as providers of services (directly or contractually), advisors to their 

local government, client advocates, community educators, and planners on issues related to mental health, 
mental retardation, and substance abuse.  In contrast to hospitalization, the Boards provide services by 
drawing on community resources and support systems, such as the family and friends of patients.  During 
fiscal year 2007, DMHMRSAS transferred $277 million (about 30.8 percent of its total budget) to the Boards. 
 

The Boards access medications for eligible consumers through the Community Resource Pharmacy, 
located within the Hiram Davis Medical Center in Petersburg.  They provide medications for individuals who 
have been discharged or diverted from state facilities and have Medicaid or cannot pay for medications to 
treat or prevent a recurrence of their condition.  Each year, DMHMRSAS provides the Boards with a capped 
amount of state-funded medication.  DMHMRSAS bases these amounts on the historical costs of covering 
prescription drugs for those individuals who are unable to pay.  The Boards direct individuals eligible for 
Medicare Part D benefits to outside pharmacies.   
 

Initiatives in the public Mental Health, Mental Retardation, and Substance Abuse Services industry 
stress the benefits of community-based care for this population of citizens.  As these initiatives reduce state 
facility capacity and increase demand on community services, DMHMRSAS’ ongoing and collaborative 
efforts with Boards and other stakeholders is vital to the success of the transformation.   
 

DMHMRSAS monitors this transformation through various implementation committees.  The 
Facility Capital Replacement Project has the responsibility of coordinating the planning for each of the state 
facility projects.  In addition, DMHMRSAS is using the following committees to ensure that the 
transformation from state facilities to community-based care is effective and efficient: 

 
• Service Development Group: The Service Development Group is responsible for 

coordinating the development of regional and Board-specific plans and for the 
implementation of these plans.  

 
• Training and Education Committee:  The Training and Education Committee is 

responsible for developing a program of peer and project providers.  
 
• Data Outcome Measures Group:  The Data Outcome Measures Group is 

responsible for coordinating the development of outcome measures and the 
identification of the data. 
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Health 
 

Health seeks to achieve and maintain personal and community health by emphasizing health 
promotion, disease prevention, bio-terrorism preparedness, and environmental protection.  Health administers 
the state’s system of public health. 
 

The State Board of Health, appointed by the Governor, provides planning and policy development to 
enable Health to implement coordinated, prevention-oriented programs that promote and protect the health of 
the Commonwealth’s citizens.  In addition, the Board serves as the advocate and representative of citizens in 
health issues. 
 

Health operates through a central office and 35 health districts that operate 119 local health 
departments.  Local health departments work with Health through agreements between the state and 
participating local governments.  These agreements define the health services funded by the localities in the 
health districts.  Programs offered include communicable disease control, and prevention and health 
education.  In addition to patient visits, local health departments are responsible for inspecting restaurants and 
drinking water, and issuing permits for sewage systems, wells, and waterworks operations.  Additionally, 
most local health departments provide a variety of non-mandated healthcare services for persons who cannot 
otherwise afford them. 
 
Financial Operations 
 
 Health expended $525.6 million throughout thirteen programs in fiscal year 2007.  The following 
tables summarize Health’s original and adjusted budgets to actual expenses for the fiscal year.  Six of the 
thirteen programs account for 89 percent of Health’s total expenses. 
 

Analysis of Budget to Actual Expenses by Program 
 

                                          Program                                          
Original  

      Budget       
Adjusted  

     Budget      
Actual  

    Expenses     
Community Health Services  $220,959,335  $228,579,365  $218,895,567  
State Health Services   98,978,581  104,012,343  99,929,808  
Communicable and Chronic Disease Prevention and Control  46,624,833   46,464,699   43,411,807  
Emergency Preparedness   33,882,053   46,116,752   42,939,760  
Emergency Medical Services   28,384,800   40,203,361   35,616,992  
Drinking Water Improvement   36,422,690   34,027,982  27,171,380  
Administrative and Support Services   14,748,841   13,998,876  13,086,775  
Financial Assistance to Community Human Services  
   Organizations  12,116,296   14,315,225   11,513,743  
Health Research/Planning/Coordination   12,120,743   12,695,039   11,148,071  
Environmental Health Hazards Control     7,086,907   8,453,192    7,479,427  
Medical Examiner and Anatomical Services   7,182,695   7,329,960   7,279,724  
Vital Records & Health Statistics   6,969,168   6,969,168    5,397,456  
Higher Education Student Financial Assistance       1,808,196       2,198,290        1,747,959  

    
               Total $527,285,138  $565,364,252  $525,618,469  

 

Source:  Original Budget - Appropriation Act, Chapter 3; Adjusted Budget and Actual Expenses -– CARS 
 
 The $38 million increase in the original budget occurred for several reasons.  About $19 million of 
the increase (50 percent) stems from costs associated with salary and benefit increases included in the past 
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biennium.  Health also received an additional $11.3 million to purchase antiviral medications and treatments 
through a federal program.  
 

Additionally, $4 million of the increase is due to the addition of the Richmond City Health 
Department, formerly operated by the city, in fiscal 2007.  The locality’s inclusion created an additional 120 
state positions.   
 
Other Financial Activities 
 
 Health receives funding primarily from three sources; federal grant awards, the general fund, and 
through the collection of special revenue.  Health collected about $218.5 million in federal revenue, received 
$165.2 in general fund appropriations, and generated special revenue of about $150.9 million in fiscal 
year 2007. 
 

During fiscal year 2007, four sources accounted for $108.4 million of the special revenue collected by 
Health.  About $51.6 million represents the localities’ share of funding towards operating costs of local health 
departments.  Approximately $20.7 million comes from patient collections for services at the local health 
departments.  The Department of Motor Vehicles collected a “4 for Life” vehicle registration fee and 
transferred the collections to Health, which accounted for $25.2 million.  Health uses the“4 for Life” funding 
to support, train, and provide grants to local rescue squads.  About $10.9 million represents monies that 
Health collected for vital statistics (birth and death certificates).  The remaining special revenue consists of 
fines, penalties, interest, and permit fees for septic systems, wells, and campgrounds. 
 
 Management spends the majority of Health’s funding on payroll and related fringe benefit costs 
($218.9 million) and to support localities and their emergency medical services ($22.7 million).  These two 
expense categories constitute nearly 46 percent of Health’s total expenses. 
 
Information Systems 
 
 Management processes federal programs and financial activities on a variety of information systems.  
Below is a brief description of these information systems. 
 

• F&A: a financial and administrative system that records initial transactions so that 
management can upload information into the Commonwealth’s Accounting and 
Reporting System (CARS). 

 
• WICNet: a client-server application that allows for automated tracking of WIC 

check issuance at the 35 local health districts. 
 

• HIV Aids Drug Assistance Program (ADAP): provides utilization and 
demographic data for program reporting requirements.  

 
• Virginia Immunization Information System (VIIS): referred to as the 

Immunization Registry, gathers and reports on immunization activities across the 
Commonwealth. 

 
• Safe Drinking Water Information System (SDWIS): a repository of Virginia’s 

public drinking water supply information necessary for routine monitoring and 
regulatory activities.  
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 We tested controls over the systems including user access, change management, disaster recovery and 
business continuity, server and database administration controls, and Health’s general security environment.  
Our findings are in the section entitled, “Internal Control and Compliance Findings and Recommendations.” 

 
 
Rehabilitative Services 
 

Rehabilitative Services helps Virginians with physical, mental, and emotional disabilities become 
employable, self-supporting, and independent.  Rehabilitative Services uses the definition of “disabled” found 
in the Americans with Disabilities Act, which defines a disability as a physical or mental impairment that 
substantially limits one or more of the major life activities of an individual.  Rehabilitative Services consists 
of the following primary divisions: Vocational Rehabilitation Services, the Community Rehabilitation 
Program, Disability Determination Services, and Agency Support Activities.  In fiscal years 2006 and 2007, 
these divisions spent about $131 million and $136 million, respectively.   
 
 The following tables summarize Rehabilitative Services’ original and adjusted budget and actual 
expenses for state fiscal years 2006 and 2007.   
 

2006 Budgeted vs. Actual Expenses 
 

                            Program                            Original Budget Adjusted Budget Actual Expenses 
Rehabilitation Assistance Services $  85,799,471 $  88,695,323 $  86,316,145 
Continuing Income Assistant Services 35,511,635 36,290,816 35,871,654 
Administrative and Support Services      8,204,982    10,947,288      9,061,348 
    
               Total $129,516,088 $135,933,427 $131,249,147 
    
Sources: CARS budget/actual summary prepared by Data Analysis; proposed budget bill and supporting reports;  
   FATS system (DPB) 

 
 

2007 Budgeted vs. Actual Expenses 
 

                           Program                            Original Budget Adjusted Budget Actual Expenses 
Rehabilitation Assistance Services $  90,755,900 $  91,770,371 $  90,563,525 
Continuing Income Assistant Services 35,436,635  35,537,684   35,532,674  
Administrative and Support Services       8,806,093      10,569,270     10,222,134  

    
               Total $134,998,628 $137,877,325 $136,318,333 

    
Sources: CARS budget/actual summary prepared by Data Analysis; proposed budget bill and supporting reports;  
   FATS system (DPB) 

 
 During both fiscal years under audit, Rehabilitative Services was within three percent of both their 
original and adjusted budgets.  The increase in the original fiscal year 2006 budget is attributable to costs 
associated with the salary and benefit increases.  The increase in fiscal 2007 is attributable to an increase in 
Administrative and Support Services.  This increase resulted from expenses related to information systems, 
including the development of an integrated case management project.   
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The following table summarizes Rehabilitative Services’ total expenses in fiscal years 2006 and 2007.  
Transfer payments represent 42.3 and 43.5 percent, respectively, of Rehabilitative Services’ expenses.  
Transfer payments go to both state and non-state entities, such as disability service boards and Community 
Service Boards. 

 
Expenses 

 
            2006                       2007            
Transfer payments $   55,566,273  $  59,393,586  
Personal services 48,468,229  50,848,539  
Contractual services 19,363,745  17,831,297  
Continuous charges 4,828,964  5,043,224  
Equipment 1,391,135  1,267,488  
Supplies and materials 1,544,037  1,784,277  
Plant and improvements   86,745  149,557  
Property and improvements                  19                  365  
   
               Total $131,249,147  $136,318,333  
   
Source: CARS 2006 & 2007 Expenditure Summaries 

 
 

Woodrow Wilson Rehabilitation Center (Center) 
 

Rehabilitative Services transferred $15.4 million and $14.7 million to the Woodrow Wilson 
Rehabilitation Center (Center) in fiscal years 2006 and 2007, respectively.  The transfers from Rehabilitative 
Services represent 80.1 percent of the Center’s revenues for the two-year period.  The Center also receives 
third party medical reimbursements from insurers, such as Medicare, Medicaid, and private insurance carriers, 
and private funds and student financial aid assistance.   

 
The Center is one of nine comprehensive rehabilitation facilities in the country and primarily serves 

individuals with multiple service needs.  The Center operates a Vocational Rehabilitation Program, a Post 
Secondary Education Transition Program, and a Comprehensive Outpatient Rehabilitation Program.  
According to the Center’s annual report, the Center admitted about 2,700 clients in fiscal year 2006.  
Rehabilitative Services refers about 75 percent of the Center’s clients. 

 
The following table summarizes the Center’s expenses in fiscal years 2006 and 2007.  In fiscal years 

2006 and 2007, personal services comprised 66 percent and 61 percent of the Center’s total expenses, 
respectively. 
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Expenses 
 

           2006                   2007           
Personal services $17,779,357  $17,909,864  
Contractual services 5,263,742  7,734,556  
Supplies and materials 2,288,884  2,004,497  
Continuous charges 977,877  1,143,990  
Equipment 489,214  412,680  
Transfer payments 33,694  36,432  
Property and improvements              641            5,382  
   

Total $26,833,409  $29,247,401  
   
Source: CARS 2006 & 2007 Expenditure Summaries 

 
 

Blind and Vision Impaired 
 

Blind and Vision Impaired enables blind, deaf-blind, and visually impaired individuals to achieve 
their maximum level of employment, education, and personal independence.  Blind and Vision Impaired 
provides vocational training and placement services, daily living skills instruction, orientation and mobility 
services, counseling, Braille, and training in the use of various types of adaptive equipment.  Blind and Vision 
Impaired works cooperatively with the Department of Education and the public school systems to assist in the 
education of blind, deaf-blind, or visually impaired students.  Blind and Vision Impaired provides these 
services and devices through a variety of entities such as Vocational Rehabilitation, Rehabilitation Teaching 
and Independent Living, Educational Services, Virginia Industries for the Blind, the Library and Resource 
Center, Randolph Sheppard Vending Program, and Virginia Rehabilitation Center for the Blind and Vision 
Impaired.  

 
The following table summarizes Blind and Vision Impaired’s total expenses for fiscal years 2006 and 

2007.  Blind and Vision Impaired’s two largest expenses in fiscal 2007 were supplies and materials 
(39 percent) and personal services (34 percent).  
 

Expenses 
 

           2006                      2007            
Supplies and materials $14,522,982  $13,801,499  
Personal services 12,497,644   12,019,817  
Contractual services 2,839,405   3,408,950  
Transfer payments 2,944,346   2,890,073  
Equipment 1,293,020  1,579,418  
Continuous charges 1,046,940   1,105,573  
Plant and improvements 295,406  513,531  
Property and improvements            2,450            5,950  
   
               Total $35,442,193  $35,324,811  
   
Source: CARS 2006 & 2007 Expenditure Summaries 

 



 

53 

Virginia Industries for the Blind (Industries) 
 

The Virginia Industries for the Blind (Industries), the business enterprise division of Blind and Vision 
Impaired, works in conjunction with the Division for Services at Blind and Vision Impaired and the Virginia 
Rehabilitation Center for the Blind and Vision Impaired to provide employment, training, and other 
vocational services to blind individuals across the Commonwealth.  Services provided by Industries include 
vocational evaluation, work adjustment, on-the-job training, skill enhancement and cross training, placement 
counseling, and a summer work program.   

 
Industries is a self-supporting division that manufactures and sells items to military bases and 

government offices.  Industries has manufacturing locations in Charlottesville and Richmond.  Products 
manufactured by Industries include mattresses, writing instruments, mop heads and handles, and physical 
fitness uniforms.  Industries also has 14 satellite operations across Virginia with ten self-service supply stores 
serving military and other federal organizations.  Additionally, Industries provides staffing for administrative 
office services.   
 
Virginia Rehabilitation Center for the Blind and Vision Impaired (Blind and Vision Impaired Center) 
 

The Virginia Rehabilitation Center for the Blind and Vision Impaired (Blind and Vision Impaired 
Center) is a sub-agency of Blind and Vision Impaired that provides comprehensive adjustment services to 
severely visually impaired Virginians.  The Blind and Vision Impaired Center provides a program of 
evaluation, adjustment, and prevocational training, which enables students to learn skills necessary for greater 
independence and efficiency and safety on the job, at home, and in social settings.  The Blind and Vision 
Impaired Center provides specialized training and evaluation in computer technology, Braille technology, and 
customer service representative training.  The Blind and Vision Impaired Center has cooperative programs 
with other community agencies to meet the needs of students in evaluation and training.  The average length 
of stay at the Blind and Vision Impaired Center is three to four months.   
 
Deaf and Hard-of-Hearing 
 

Deaf and Hard-of-Hearing works to reduce communication barriers between individuals who are deaf 
or hard-of-hearing, their families, and the professionals who serve them.  All of Deaf and Hard of Hearing’s 
programs deal with communication, both as a service (through interpreters, technology, and other modes) and 
as a means of sharing information for public awareness (through training and education).  Deaf and Hard of 
Hearing administers programs through the following divisions: Telecommunications Relay Services; 
Interpreter Services Requests; Quality Assurance Screening; Technology Assistance Program; and Outreach, 
Information, and Referral.   
 
 The following table summarizes Deaf and Hard of Hearing’s expenses in fiscal years 2006 and 2007.  
The increase in Deaf and Hard of Heaing’s expenses is attributable to the approximate $4.5 million increase 
in contractual services.  In fiscal 2007, Deaf and Hard of Hearing and the Virginia Information Technology 
Agency (VITA) jointly entered into contracts with both Sprint and the AT&T Corporation to open, staff, and 
operate a telecommunications Relay Center in Norton, Virginia.  The Relay Center provides 
telecommunication relay services for deaf and hearing-impaired citizens across the Commonwealth.   
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Expenses 
 

         2006                  2007          
Contractual services $   312,736  $4,879,179  
Personal services 676,743    632,244  
Equipment 241,304  265,743  
Continuous charges 103,134  108,024  
Supplies and materials 12,565  7,213  
Transfer payments      345,804               11  

   
               Total $1,692,286  $5,892,414  

 
Virginia Board for People with Disabilities (Board) 

 
The Virginia Board for People with Disabilities (the Board) serves as the Developmental Disabilities 

Planning Council for addressing the needs of people with developmental disabilities as established under the 
federal Developmental Disabilities Assistance and Bill of Rights Act and the state Virginians with Disabilities 
Act.  The Board advises the Secretary of Health and Human Resources and the Governor on issues related to 
people with disabilities in Virginia.  The Board’s combined expenses for fiscal years 2006 and 2007 were 
about $3.86 million.  

 
Major activities of the Board include: 

 
• Partners in Policy Making Program - provides leadership training, resource development, and 

advocacy skill workshops to people with developmental disabilities and parents of young 
children with developmental disabilities. 

 
• Youth Leadership Forum - seeks to empower young people with disabilities to further develop 

their leadership skills.  Rising high school juniors and seniors serve as delegates from 
communities throughout Virginia by participating in a wide range of activities and learning 
experiences during a four-day Youth Leadership Forum. 

 
• James C. Wheat Award - recognizes individuals for outstanding service to Virginians with 

disabilities. 
 

• Disability Policy Fellowship - promotes scholarly research and work by offering a graduate or 
doctoral student an opportunity to engage in the practice of public policy and administration 
and develop skills in a variety of areas.  

 
• Developmental Disabilities Competitive Grant Program - provides federal funds to initiate 

major disability service innovations. 
 

The following table summarizes the Board’s expenses for fiscal years 2006 and 2007.  Personal 
services represent the Boards largest expenses (44.5 percent).  The increase in personal services for fiscal 
2007 is attributable to the hiring of additional staff members and their associated salary and benefit costs.  
Other than personal service expenses, transfer payments represent the only other significant expense for the 
Board (30.9 percent).  Transfer payments consist of payments to sub-recipients under the Developmental 
Disabilities Competitive Grant Program.   
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Expenses 
 

           2006                     2007           
Personal services $   741,385  $   866,439  
Transfer payments 663,836  602,692  
Contractual services 332,903  305,958  
Continuous charges 147,344  139,864  
Supplies and materials 15,481  17,099  
Equipment        15,904           3,376  
   
               Total $1,916,853  $1,945,428  
    
Source: CARS 2006 & 2007 Expenditure Summaries 

 
 

Health Professions 
 

Health Professions, the Board of Health Professions (Board), and Virginia’s 13 health regulatory 
boards have responsibility for ensuring the safe and competent delivery of healthcare services through the 
regulation of the health professions.  The Board recommends policy, reviews the Health Profession’s budget 
matters and monitors its activities, adopts standards to evaluate the competency of the professions and 
occupations, and certifies compliance with those standards.  The Board has one member from each of the 13 
health regulatory boards and five citizen members.  The Governor appoints all members, who may serve two, 
four-year terms. 

 
Health Professions provides administrative services, coordination, and staff support to the following 

health regulatory boards.   
 
Audiology and Speech Pathology  Optometry 

 Counseling     Pharmacy 
 Dentistry     Physical Therapy 
 Funeral Directors and Embalmers  Psychology 
 Long-term Care Administrators   Social Work 
 Medicine     Veterinary Medicine 
 Nursing 
 
Each of the health regulatory boards determines which applicants meet the necessary requirements for 

licensure, certification, and registration.  Licensure or certification typically requires the completion of a 
board-approved professional education program and the passage of approved examination in the professional 
field.   

 
FINANCIAL INFORMATION 

 
 Health Profession uses a dedicated special revenue fund to account for the daily operations of the 
agency.  The largest source of revenue comes from licensing application and renewal fees.  The following 
schedule summarizes the Health Profession’s budgeted expenses compared with actual results for fiscal 
year 2007.  
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Analysis of Budgeted and Actual Expenses by Program and Funding Source 
 

  
                   Program Expenses                 

 Expenses by  
       Funding Source        

 
Program 

Original 
    Budget     

Final  
   Budget     

Actual 
  Expenses   

 Special 
   Revenue    

 
 Federal  

Higher education student  
   financial assistance 

 
$       65,000 

 
$       65,000 

 
$       52,060 

  
$       52,060 

 
$          - 

Regulation of professions 
   and occupations 

 
  22,815,937 

 
  23,368,985 

 
  21,080,016 

  
  20,794,340 

 
  285,676 

       
               Total uses $22,880,937 $23,433,985 $21,132,076  $20,846,400 $285,676 

 
 
Comprehensive Services 

 
The Comprehensive Services administers the Comprehensive Services Act for At-Risk Youth and 

Families (CSA), which provides services and funding to address the needs of emotionally and behaviorally 
disturbed youth and their families.  CSA works to return at-risk youth back to their homes and schools through 
a collaborative effort of local government, private providers, and family members that address each child’s 
and family’s individual needs. 

 
The State Executive Council (Council) governs the Office and establishes interagency programmatic 

policy development and fiscal policies, identifies and establishes goals for comprehensive services, and 
advises the Governor on proposed policy changes.  The Department of Education serves as the fiscal agent 
and has assigned two employees in the central office to process CSA disbursements.  The Office has 
12 employees that are employees of Social Services. 

 
Program delivery under CSA occurs through management of the cases at the local level and includes 

funding sources other than those disbursed through the Office.  This report discusses other funding sources 
below in the section entitled, “Financial Information.”  CSA uses three teams to manage collective efforts 
among state and local agencies. 
 
State and Local Advisory Team 
 

The State and Local Advisory Team makes recommendations to the Council on interagency programs 
and fiscal policies and advises the Council on the impacts of proposed policies, regulations, and guidelines.  
They also offer training and technical assistance to state agencies and localities.   
 
Community Policy and Management Team 
 

The Community Policy and Management Team (CPMT) serves as the community’s liaison to the 
Office.  The CPMTs coordinate long-range, community-wide planning, which ensures the development of 
resources and services needed by children and families in its community.  It is their duty to establish policies 
governing referrals and reviews of children and families to the Family Assessment and Planning Teams.  Each 
CPMT establishes and appoints one or more Family Assessment and Planning teams based on the needs of the 
community.  CPMTs also authorize and monitor the disbursement of funds by each Family Assessment and 
Planning Team. 
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Family Assessment and Planning Team 
 

The Family Assessment and Planning Team (FAPT) assesses the strengths and needs of troubled 
youth and families and develops an individual family service plan, which provides appropriate services.  The 
FAPT recommends expenditures to the CMPTs. 

 
 

Financial Information 
 

Comprehensive Services received funding from the Commonwealth’s General Fund and federal 
grants.  In fiscal year 2007, funding increased more than three and a half percent from fiscal year 2006 due to 
the increased cost of serving children mandated for care under CSA.   In fiscal year 2007, the Office served 
17,128 children.  The following table summarizes 2007 budget and actual activity.   
 

 
Analysis of Budget and Funding Sources 

 

Funding Source 
Original 

     Budget      
  Adjusted 

        Budget      
Actual 

    Expenses   

Proposed 
Budget  

     for 2008    

General Fund appropriations $210,691,140    $169,881,225 $169,568,429 $239,329,274
Federal grants     54,419,998       9,419,998       9,419,998     52,607,746
   
          Total $265,111,138 $179,301,223 $178,988,427 $291,937,020

 
Source: CARS 
 
The variance between the original and adjusted budgets arises from transfers to the Medical 

Assistance Services for the Medicaid portion of CSA costs.  These transfers amounted to $46.6 million in 
general funds and $45 million in federal funds for fiscal year 2007.   

 
Effective March 1, 2007, the Office had to eliminate its Medicaid-supported treatment foster care 

services in accordance with the federal Deficit Reduction Act.  This change meant that the Office had to 
support these services with additional general funds. 

 
Comprehensive Services separates state and federal expenses into two funds: state pool and 

administrative.  The Office allocates the funds based on Appropriation Act requirements.  The Office 
classifies the majority of its funds as pool funds.  The Office uses state and federal funds to reimburse 
localities for costs of providing private residential or day special education, foster care, and foster care 
prevention services for eligible children and their families.   

 
Administrative funds offset the additional cost localities incur for implementing the CSA and 

represent about $1.5 million or one percent of total expenses for the year.  The localities may use these funds 
for administrative and coordinating expenses or direct services to eligible youth and families. 
 
 
Aging  
 
 Aging fosters the independence, security, and dignity of older Virginians by promoting partnerships 
with families and communities.  Aging is the federally recognized state unit for the Older Americans Act 
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(Act).  The Act contains objectives that address the inherent dignity of older people, and the duty and 
responsibility of governments of the United States to assist older Americans.  The objectives cover the areas 
of adequate income, availability of mental and physical services, suitable housing, long-term care needs, 
employment opportunities, transportation, and protection against abuse, neglect, and exploitation.   
 
 Aging, in its role as state administrator of the Act, is responsible for the implementation of a plan and 
delivery of services that accomplishes the objectives of the Act.  Aging accomplished its mission through the 
receipt of federal funds and General Fund appropriations.  Additionally, Aging receives special revenue funds 
through state tax refund contributions and miscellaneous grants.  For fiscal years 2007, Aging received the 
following revenues. 
 

Revenues for Fiscal Years 2007 
 

Fund Source          2007         Percent  
General $  17,395,025 37% 
Special   155,667 < 1% 
Federal    29,026,341 62% 
   
               Total $  46,577,033   

 
Source: CARS 

 
Area Agencies on Aging 
 
 Aging contracts with 25 Area Agencies on Aging (Area Agencies) to provide services to older 
Virginians.  The Area Agencies, directly or through their contractors, provide a variety of services including; 
delivered meals, congregate meals, transportation, homemaker services, personal care services, care 
coordination, volunteer programs, disease prevention and health promotion and information and assistance, a 
long-term care ombudsman, and other services that foster the independence and meet the care needs of older 
Virginians. 
 
 Of the Area Agencies, 14 are private nonprofit corporations, five are local government units, five 
consist of two or more local governments that exercise joint powers to create the Area Agency, and one is part 
of a Mental Health, Mental Retardation, and Substance Abuse Services Community Services Board.  All Area 
Agencies must first submit to Aging an annual “area plan” of service provision.  Once Aging approves the 
area plan, it signs a contract with the Area Agency, which receives funding in accordance with the approved 
plan.  The table below indicates total funds disbursed to each Area Agency in fiscal year 2007.     
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Disbursements to Area Agencies for Fiscal Years 2007 
 

Area Agency on Aging           2007            
Private Nonprofit Organizations  
   Senior Services of Southeastern Virginia $  5,154,387  
   Senior Connections: The Capital Area Agency on Aging  3,858,051  
   Southern Area Agency on Aging, Inc.   2,787,760  
   Bay Aging 2,131,069  
   Mountain Empire Older Citizens, Inc. 1,968,854  
   Valley Program for Aging Services, Inc. 1,943,742  
   LOA Area Agency on Aging 1,929,044  
   Peninsula Agency on Aging, Inc.  1,876,496  
   Central Virginia Area Agency on Aging, Inc. 1,697,202  
   Appalachian Agency for Senior Citizens, Inc. 1,437,328  
   Piedmont Senior Resources Area Agency on Aging, Inc.  1,247,386  
   Shenandoah Area Agency on Aging, Inc. 1,244,791  
   Eastern Shore Agency on Aging (Community Action Agency, Inc.) 905,769  
   Rappahannock Area Agency on Aging, Inc. 847,695  
Local Governments  
   Fairfax Area Agency on Aging 2,492,233  
   Arlington Agency on Aging 645,088  
   Prince William Area Agency on Aging 496,642  
   Alexandria Office of Aging and Adult Services 403,481  
   Loudoun County Area Agency on Aging 355,424  
Joint Operating Agencies  
   District Three Senior Services 2,714,871  
   Lake County Area Agency on Aging 1,451,367  
   Crater District Area Agency on Aging 1,434,257  
   Jefferson Area Board for Aging 1,215,291  
   New River Valley Agency on Aging    1,070,689  
Community Services Board  
   Rappahannock-Rapidan CSB and AAA    1,071,095  
 
               Total area agency amount  42,380,012  
 
   Other Contractors and Service Providers     3,669,051  
 
               Total grants to organizations $46,049,063  

 

Source: 2007 CARS Vendor Summary Report 
 

The Older Americans Act requires Aging to allocate funds to the Area Agencies based on a formula 
that weighs several factors related to the population of older Virginians in each locality.  The U.S. 
Administration on Aging contracts with the Bureau of the Census to perform a special tabulation of the 
weighted factors.  The weighted factors are as follows: 

 
Population 60+  30% 
Population 60+ in Rural Jurisdictions  10% 
Population 60+ in Poverty  50% 
Population 60+ Minority in Poverty   10% 
  
               Total allocation  100% 
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The Bureau of the Census (Census) completed its special tabulation of the 2000 census in fiscal year 
2005.  The new tabulation revealed a significant shift in the population demographics of older Virginians 
since 1990 (the previous census).  Until Census completed its tabulation, Aging had used the 1990 statistics to 
allocate funding to Area Agencies.  The population shift would have resulted in allocation shortfalls for 
several Area Agencies, preventing them from maintaining current levels of service. 

 
To “hold harmless” those Area Agencies that would have experienced funding shortfalls as a result of 

the census information the 2006 budget added $1.2 million into Aging’s base budget, which Aging provides 
to the affected Area Agencies.  The “hold harmless” provision remains a short-term solution.  If the 
population demographic of older Virginians continues to shift in the future, the Area Agencies will face the 
same issue once Census completes its special tabulation of 2010 data.       
 
Analysis of Budgeted and Actual Expenses by Program 
 
 Aging’s final budget was within 1.5 percent of its original budget.   
 

Budgeted and Actual Expenses for Fiscal Year 2007 
 

                      Program                            Original              Final         Actual Expenses 
Individual Care Services (455) $ 30,806,751  $ 31,880,568  $   29,858,425  
Nutritional Services (457)    16,208,165     15,808,556   15,426,726  
Admin & Support Services (499)      2,394,089       2,461,498         2,186,345  

    
Total $ 49,409,005  $ 50,150,622  $   47,471,496  

 
Source: State Budget Bills, FATS System (DPB), CARS 

 
Approximately 95 percent of Aging’s total expenses are grants to Area Agencies and other 

contractors and service providers.  For fiscal year 2007, Aging had the following operating expenses. 
 

Expenses for Fiscal Years 2007 
 

Type of Expenses          2007          Percent 
Transfer payments $44,905,347  95% 
Personal services 1,703,246  4% 
Contractual services 646,272  1% 
Continuous charges 167,306  <1% 
Supplies and materials 34,406  <1% 
Equipment         14,918  <1% 
   

Total $47,471,495   
 

Source: CARS Expenditure Summary 
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 January 25, 2008 
 
 
 
The Honorable Timothy M. Kaine The Honorable Thomas K. Norment, Jr. 
Governor of Virginia Chairman, Joint Legislative Audit 
State Capital   and Review Commission 
Richmond, Virginia General Assembly Building 
 Richmond, Virginia 
 
 
 

We have audited the financial records and operations of the Agencies of the Secretary of Health 
and Human Resources, as defined in Audit Scope and Methodology section, for the year ended 
June 30, 2007.  We conducted our audit in accordance with Government Auditing Standards, issued by the 
Comptroller General of the United States. 
 
Audit Objectives 

 
Our audit’s primary objective was to evaluate the accuracy of Agencies of the Secretary of Health and 

Human Resources financial transactions as reported in the Comprehensive Annual Financial Report for the 
Commonwealth of Virginia for the year ended June 30, 2007, and test compliance for the Statewide Single 
Audit.  In support of this objective, for those agencies with significant cycles, as listed below, we evaluated 
the accuracy of their financial transactions in the Commonwealth Accounting and Reporting System, their 
accounting systems, and other financial information they reported to the Department of Accounts, reviewed 
the adequacy of their internal controls, tested for compliance with applicable laws, regulations, contracts, and 
grant agreements, and if applicable reviewed their corrective actions of audit findings from prior year reports. 

 
Audit Scope and Methodology 
 

Management at the Agencies of the Secretary of Health Human Resources has responsibility for 
establishing and maintaining internal control and complying with applicable laws and regulations.  Internal 
control is a process designed to provide reasonable, but not absolute, assurance regarding the reliability of 
financial reporting, effectiveness and efficiency of operations, and compliance with applicable laws and 
regulations. 
 

We gained an understanding of the overall internal controls, both automated and manual, sufficient to 
plan the audit.  We considered materiality and control risk in determining the nature and extent of our audit 
procedures.  By agency, our review encompassed controls over the following significant cycles, classes of 
transactions, account balances and systems: 
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Department of Medical Assistance Services 
 

Medicaid revenues and expenses Operating leases 
Accounts receivable General system controls 
Accounts payable System penetration 
Contract management Oracle financial system 

 
Department of Social Services 
 

Federal revenues and expenses Network security and system access 
Monitoring of Local Social Services Systems development 
Capital leases Oracle financial system 

 
Department of Health 
 

Payroll expenses Payments from localities 
Support for local rescue squads Operating leases 
Aid to local governments Network security 
Collection of fees for services Financial and Accounting system 

 
Department of Mental Health, Mental Retardation, and Substance Abuse Services  
 

Federal revenues and expenses  Monitoring of Community Service Boards 
Accounts receivable  Network security 
Payroll expenses Financial Management system 
Institutional Revenues  

 
Department of Rehabilitative Services 
 

Payroll expenses System Access 
Travel expenses Multi-agency Accounting System 
Revenues and expenses for Social  
   Security Disability Determination  

 
The Department of Rehabilitative Services was audited for the years ended June 30, 2006, and June 30, 

2007.  The Department of Rehabilitation Services provides administrative services for six other agencies, they 
are: Woodrow Wilson Rehabilitation Center, Department for the Blind and Vision Impaired, Virginia Industries 
for the Blind, Virginia Rehabilitation Center for the Blind and Vision Impaired, the Department for the Deaf and 
Hard-of-Hearing, and the Virginia Board for People with Disabilities. 

 
Our audit did not include the Department for the Aging, Department of Health Professions, and 

Comprehensive Services for At Risk Youths and Families, which we will audit and report our results under 
separate reports. 
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The Department of Social Services, along with the City of Norfolk’s Department of Human Services 
and Norfolk State University were the subject of a special review completed by our Office in November 2007.  
The results of that review are not included in this report, however they can be found on our website: 
www.apa.virginia.gov. 

 
At the request of the Department of Medical Assistance Services’ management we completed 

penetration testing of its information systems.  Given the sensitive nature of these results, they are not 
included in this report; however, detail results will be provided to management in a separate report. 

 
We performed audit tests to determine whether the respective agency’s controls were adequate, had 

been placed in operation, and were being followed.  Our audit also included tests of compliance with 
provisions of applicable laws and regulations.  Our audit procedures included inquiries of appropriate 
personnel, inspection of documents, records, contracts, reconciliations, board minutes, and the Code of 
Virginia, and observations of agency’s operations.  We tested transactions and performed analytical 
procedures, including budgetary and trend analysis.  Where applicable, we compared an agency’s policies to 
best practices and Commonwealth standards. 

 
Conclusions 
 

We found that the Agencies of the Secretary of Health and Human Resources properly stated, in all 
material respects, the amounts recorded and reported in the Commonwealth Accounting and Reporting 
System in addition to other financial information reported to the Department of Accounts for inclusion in the 
Comprehensive Annual Financial Report for the Commonwealth of Virginia.  The financial information 
presented in this report came directly from the Commonwealth Accounting and Reporting System or from the 
agencies. 

 
We noted certain matters involving internal control and its operation and compliance with applicable 

laws and regulations that require management’s attention and corrective action.  These matters have been 
categorized by agency and are described in the section entitled “Internal Control and Compliance Findings 
and Recommendations.” 

 
The Agencies of the Secretary of Health and Human Resources have taken adequate corrective action 

for prior year audit findings not repeated in this report. 
 

Exit Conference and Report Distribution 
 
We discussed this report with management at the Agencies of the Secretary of Health and Human 

Resources between January 7 and 25, 2008.  Management’s responses have been included at the end of this 
report.  

 
This report is intended for the information and use of the Governor and General Assembly, 

management, and the citizens of the Commonwealth of Virginia and is a public record. 
 

 
 AUDITOR OF PUBLIC ACCOUNTS 
 
GDS/wdh 
 

http://www.apa.virginia.gov/
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DEPARTMENT OF SOCIAL SERVICES 
 

Anthony Conyers, Jr. 
Commissioner 

 
BOARD MEMBERS 

 
Danny L. Brown 

Chair 
 

Nettie L. Simon-Owens 
Vice Chair 

 
 Trudy Brisendine  William P. Mitchell 
 Shirley Culpepper  Nettie L. Simon-Owens  
 Peppy Linden   Marilyn A. Rigby 
   Margaret K. Luca    Aradhana Sood 
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Dr. Robert B. Stroube, M.D., MPH 
Commissioner 

 
BOARD MEMBERS 

 
Dr. Jack O. Lanier, PH, MHA, FACHE  

Chairman 
 

Frederick J. Hannett 
Vice Chairman 

 
 Julie L. Beales, M.D.  Bennie Marshall, RN, Ed.D 
 W. Scott Burnette  Bushan Pandya, M.D. 
 Katherine Elliot   Craig A. Reed, DVM 
   James H. Edmondson, Jr.   Ed D. Spearbeck 
   Barbara A. Favola   David M. Summers 
   Charles K. Johnson, D.D.S. 
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DEPARTMENT OF REHABILITATIVE SERVICES 

 
James Rothrock, Commissioner 

 
DEPARTMENT FOR THE BLIND AND VISION IMPAIRED 

 
Joseph Bowman, Commissioner 

 
DEPARTMENT FOR THE DEAF AND HARD-OF-HEARING  

 
Ronald Lanier, Director 

 
VIRGINIA BOARD FOR PEOPLE WITH DISABILITIES 

 
Heidi Lawyer, Director 

 
WOODROW WILSON REHABILITATION CENTER 

 
Richard Sizemore, Director 
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THE DEPARTMENT OF MENTAL HEALTH, MENTAL RETARDATION, 
AND SUBSTANCE ABUSE SERVICES 

 
James Reinhard, M.D., Commissioner 

 
BOARD MEMBERS 

 
Victoria Huber Cochran, (Chair) 

 
 

Daniel E. Karnes (Vice Chair) 
 
 

Jewell Booker (Secretary) 
 
 

Linda S. Bartlett 
 
 

Cheryl Ivey Green 
 
 

B. Hunt Gunter 
 
 

Catherine M. Hudgins 
 
 

Ruth G. Jarvis 
 
 

Kathryn A. Smith 
 
 

David B. Trinkle, M.D. 
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AGENCY OFFICIALS 
 

Patrick Finnerty, 
Agency Director 

 
BOARD MEMBERS 

 
Manikoth G. Kurup, M.D., 

Chair 
 

Robert D. Voogt, Ph.D., C.R.C., 
Vice Chairman 

 
Rose C. Chu 

 
Phyllis L. Cothran 

 
Terone B. Green 

 
Monroe E. Harris, Jr., D.M.D. 

 
Patsy Ann Hobson 

 
Kay C. Horney 

 
Barbara H. Klear 

 
David Sylvester 

 
Michael E. Walker
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THE DEPARTMENT OF HEALTH PROFESSIONS 
 

AGENCY OFFICIALS 
 

Sandra Whitley Ryals, 
Agency Director 

 
BOARD MEMBERS 

 
David R. Boehm, L.C.S.W., 

Chair 
 

Lucia Anna Trigiani, 
Vice Chairman 

 
Paula Boone, O.D., 

Susan Chadwick 
Lynne McNally Cooper 

Jennifer Edwards 
Meera Gokli 

Mary Gregerson, Ph.D. 
Damien Howell, P.T. 

Billie W. Hughes 

Juan Montero, II, M.D. 
Vilma Seymour 
Mary M. Smith 

Demis L. Stewart 
Sandra Price-Stroble 

John Penn Turner 
Roxana Valencia 

John T. Wise, D.V.M. 
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VIRGINIA DEPARTMENT FOR THE AGING 
 

Julie Christopher 
Commissioner 

 
Debbie Burcham 

Chief Deputy Commissioner 
 

Tim Catherman 
Director of Administrative Services 

 
Marica Monroe 
Fiscal Manager 
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