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INTERNAL CONTROL AND COMPLIANCE FINDINGS AND RECOMMENDATIONS

Improve Financial Reporting Review Process
Type: Internal Control

Severity: Significant Deficiency

First Reported: Fiscal Year 2022

Virginia State University’s (University) Finance Department (Finance) has improved its internal
controls over the financial reporting review process, as evidenced by the decrease in the severity of audit
adjustments for 2023 as compared to 2022. However, we continued to note deficiencies in the financial
reporting review process during our fiscal year 2023 audit. The University did not operationalize a
process for identifying agreements with external entities and other relevant transactions throughout the
year to determine the appropriate financial reporting to comply with new Governmental Accounting
Standards Board (GASB) standards. As a result, Finance did not complete its analysis of agreements for
the applicability of GASB Statement No. 96 Subscription-Based Information Technology Arrangements
(SBITA) prior to submitting related information to the Department of Accounts (Accounts) for inclusion
in the Commonwealth’s Annual Comprehensive Financial Report. Further, the financial statements
submitted for audit contained errors, which required management to make the following adjustments:

e Reclassified $3.4 million of federal indirect cost recovery revenue from operating to non-
operating revenues.

e Reduced a disclosure by $3.6 million for deposits held at a bank that were not covered by
federal depository insurance or collateralized in accordance with the Virginia Security for
Public Deposits Act.

e Added a disclosure for a related-party transaction for a $1.0 million pre-payment to the
Virginia State University Real Estate Foundation for management services.

e Added a disclosure for a related-party transaction for a $1.0 million receivable for funds
provided to the Virginia State University Foundation for the purpose of purchasing properties
to be returned to the University.

e Added $7.4 million in the construction commitments disclosure related to a contract for on-
campus temporary housing annex units.

In addition to the deficiencies noted above, prior to submitting information to Accounts, Finance
did not adequately review and document the details of the University’s agreements with the contractors
that provide dining services and operate a bookstore on campus and compare these agreements with
the requirements of GASB Statement No. 94, Public-Private and Public-Public Partnerships and
Availability Payment Arrangements. Finance ultimately determined that the applicable financial
statement disclosures are not required for these agreements.
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Management is responsible for designing and maintaining a system of internal controls relevant
to the preparation and fair presentation of financial statements and financial information submitted to
Accounts in accordance with generally accepted accounting principles (GAAP) that are free from material
misstatements. Additionally, universities in the Commonwealth are responsible for providing accurate
financial data for inclusion in the Commonwealth’s Annual Comprehensive Financial Report by
September of each fiscal year. Misapplication or misinterpretation of GASB standards can result in
inaccurate financial reporting, which can affect long-term planning and the decision making of
individuals or other institutions that rely on the reported financial information. Finance did not dedicate
the necessary resources to implement a process that considered the appropriate financial reporting of
transactions at the inception of new standards, agreements, and transactions, which increases the risk
that Finance will overlook these items or not appropriately consider them at year-end.

Finance should continue to improve its financial reporting preparation and review process to
ensure it appropriately and timely addresses the identification and analysis of new and complex financial
activity in accordance with GAAP. Specifically, we recommend Finance dedicate the necessary resources
to develop and implement policies and procedures for identifying agreements with external entities and
other relevant transactions throughout the year and perform analyses, as needed, to determine the
appropriate financial reporting to comply with GAAP and provide accurate information to Accounts.
Additionally, when evaluating agreements and transactions, Finance should maintain documentation of
its significant judgements and application of the applicable GASB standard(s).

Improve Service Provider Oversight

Type: Internal Control

Severity: Significant Deficiency

First Reported: Fiscal Year 2020

Prior Title: Continue to Implement Procedures to Review and Document System and Organization
Control Reports of Third-Party Service Providers

While the University’s Information Security Office has addressed prior deficiencies specific to
external service providers (service providers) that perform significant information technology processes
on behalf of the University, Finance needs to continue improving its monitoring of service providers that
provide significant fiscal services on behalf of the University. Finance is responsible for bringing the
University into compliance with the requirements of Commonwealth Accounting Policies and Procedures
(CAPP) Manual Topic 10305, which requires the University to identify significant fiscal processes
performed by its service providers and obtain assurances from the service provider regarding the state
of internal controls applicable to those processes.

For fiscal year 2023, we found that Finance has drafted a policy titled ‘Third-Party Service
Provider Monitoring Policy’ but has not finalized it. We obtained Finance’s service provider tracking
spreadsheet. Within its tracking spreadsheet, Finance documents which service providers will or will not
provide the University with a System and Organization Controls (SOC) report; however, Finance does not
document which type of SOC report it requires from each service provider to obtain assurances regarding
the state of internal controls applicable to the fiscal services provided. Additionally, Finance notes within
its tracking spreadsheet when it does not receive an expected SOC report, but does not document the
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impact the lack of a report has on the University and/or the actions it plans to take to address the
situation. Lastly, Finance’s tracking spreadsheet does not document when Finance expects to receive
and review each SOC report.

Not finalizing the Third-Party Service Provider Monitoring Policy for Finance or implementing a
method for tracking and documenting essential information from its review of SOC reports creates a risk
that the University will not detect that a fiscal service provider is not fulfilling their contractual obligation
to have effective controls and thus limits the University’s ability to hold the contractor accountable
and/or implement its own complementary controls.

Finance should refine and finalize its drafted policy for service provider oversight. At a minimum,
the policy should require Finance to identify the service providers with processes that are fiscally
significant to the University, the type of SOC report the University requires, and when Finance will obtain
and review SOC reports. Additionally, Finance should consider enhancing its service provider tracking
mechanism to document the date Finance received and reviewed the most recent SOC report, any
deficiencies reported, and the actions taken to mitigate the risk to the University.

Improve Access and Account Management Controls
Type: Internal Control and Compliance

Severity: Significant Deficiency

First Reported: Fiscal Year 2020

The University’s Information Security Office is making progress to improve controls surrounding
system access and account management to meet the requirements of the Commonwealth’s Information
Security Standard, SEC501 (Security Standard) and the University’s Policies Manual, Policy 6310, Logical
Access Control and Account Management Policy and Policy 6150, IT Security Plan Policy. Our prior year
audits reported deficiencies related to system access removal and annual access review process and our
current year evaluation of corrective actions taken by the University and the current condition for each
respective area are as follows:

System Access Removal

The Information Security Office is in the process of implementing a new single sign-on solution
to assist with account management, which will allow the Information Security Office to remove access
to all University information systems in a more automated fashion. The Information Security Office
should incorporate all applicable systems into the new single sign-on solution.

Annual Access Review

The University’s IT Security Plan Policy states that the Information Security Officer is responsible
for maintaining an inventory of all sensitive systems and communicating system information to the
respective system owners. In addition, the University’s Logical Access Control and Account Management
Policy states that system owners are responsible for performing an annual access review over systems
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assigned to them. The Information Security Office now maintains a list of the University’s information
systems and requires current system owners to perform annual access reviews.

We selected four items from the Information Security Office’s information technology system
and data classification listing (information technology listing) for review. For two of the items selected,
the evidence management provided was insufficient to verify that the applicable system owner verified
all user accounts were appropriate. In addition, for another item selected from the information
technology listing, the listed system owner did not perform an annual review. Management asserts that
the item selected is not a system and does not require an annual review. The item selected is the
centralized access mechanism the University uses to authenticate and authorize users for most of the
University’s systems and provision users’ access. Therefore, individuals with accounts that allow them
to manage access in the centralized access mechanism can modify access to other sensitive systems.
Further, the Information Security Office included this centralized access mechanism on its information
technology listing and applied a system rating of “High” due to its sensitivity related to confidentiality,
integrity, and availability.

The Information Security Office should improve its procedures to ensure its information
technology listing properly indicates which items require an annual review of the privileges assigned to
each user to validate the need for such privileges. Additionally, the Information Security Office should
document the date of when the system owner performed the most recent review for each system. In
addition, while University policy clearly defines and identifies responsibilities of system owners, the
Information Security Office should ensure that each system owner returns adequate documentation
acknowledging they performed the review, indicating what access they reviewed, and noting what
changes to access, if any, are needed.

Engage and Use ECOS to Provide Required Active Oversight
Type: Internal Control and Compliance
Severity: Significant Deficiency

The University does not properly gain assurance over outsourced operations of information
technology third-party service providers, that qualify for oversight by the Virginia Information
Technologies Agency (VITA) Enterprise Cloud Oversight Services (ECOS). The University uses six service
providers for mission-critical business functions that require oversight by ECOS to protect the
Commonwealth and the University. The University is proactively obtaining and reviewing SOC reports
annually for each of the six service providers. However, the University is not utilizing ECOS for oversight
of these service providers, which would include ECOS obtaining and reviewing monthly service reports
and annual independent audit assurance reports. Three of the University’s six service providers are not
under active ECOS oversight due to the University not completing the necessary steps required to obtain
active oversight by ECOS.

The Security Standard, section 1.1 Intent, states that management remains accountable for
maintaining compliance with the Security Standard through documented agreements with service
providers and oversight of the services provided. The Commonwealth’s Hosted Environment Security
Standard SEC525 (Hosted Environment Standard), section SA-9 External Information System Services,
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and result in malicious actors compromising the University’s sensitive network and
information. The University implemented a design for its router configuration that required
a workaround to function as needed. As a result, University management advised the
University’s network engineers to not update the router operating system to avoid
unnecessary downtime, resulting in the outdated router operating system. Additionally, the
University initiated a project in May 2024 to replace the routers within the next 12 months.

e The University’s Password Management Policy (Password Policy) does not meet the password
character length requirements of the Security Standard. The Password Policy requires that
the minimum length of a password must be ten characters. However, The Security Standard,
Section IA-5, requires passwords of at least 14 characters in length when used as the only
authenticator. This could result in users implementing weak passwords, exposing the
University to the potential of compromised accounts by malicious actors due to weak
passwords. The University reviews and updates the Password Policy annually, but due to an
oversight did not update the minimum password length requirement.

e The University does not scan the routers for vulnerabilities, and as a result does not
subsequently remediate identified vulnerabilities within 90 days as required by the Security
Standard. The Security Standard, section RA-5 vulnerability scanning, requires that the
University scan for vulnerabilities every 90 days and remediate legitimate vulnerabilities
within 90 days in accordance with an organizational assessment of risk. Failure to perform
vulnerability scans and subsequently remediate legitimate vulnerabilities over the routers
could result in critical vulnerabilities remaining on the routers, which may result in malicious
actors exploiting those vulnerabilities and compromising the University’s sensitive network
and information. As of July 1, 2023, the University implemented a VITA solution provided at
no cost to the University, rather than renewing its vulnerability scanning solution. The
University discovered after the implementation that the platform only scans public facing
systems and not internal infrastructure, which resulted in the lack of vulnerability scans over
the routers. In May 2024, the University decided to procure a scanning solution to scan
internal infrastructure, including the routers.

The University should ensure it applies router operating system patches within 90 days of release
of the patch. The University should also update its Password Policy to reflect its password requirements.
Finally, the University should implement a solution to scan its routers and subsequently remediate
legitimate vulnerabilities within 90 days as required by the Security Standard. Improving router security
will help protect the University from malicious attempts to compromise the confidentiality, integrity,
and availability of sensitive data.
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INDEPENDENT AUDITOR’S REPORT ON INTERNAL CONTROL OVER
FINANCIAL REPORTING AND ON COMPLIANCE AND OTHER MATTERS

We have audited, in accordance with the auditing standards generally accepted in the United
States of America and the standards applicable to financial audits contained in Government Auditing
Standards, issued by the Comptroller General of the United States, the financial statements of the
business-type activities and aggregate discretely presented component units of Virginia State University
(University) as of and for the year ended June 30, 2023, and the related notes to the financial statements,
which collectively comprise the University’s basic financial statements and have issued our report
thereon dated September 13, 2024. Our report includes a reference to other auditors who audited the
financial statements of the component units of the University, as described in our report on the
University’s financial statements. The other auditors did not audit the financial statements of the
component units of the University in accordance with Government Auditing Standards, and accordingly,
this report does not include reporting on internal control over financial reporting or compliance and
other matters associated with the component units of the University.

Report on Internal Control Over Financial Reporting

In planning and performing our audit of the financial statements, we considered the University’s
internal control over financial reporting (internal control) as a basis for designing audit procedures that
are appropriate in the circumstances for the purpose of expressing our opinions on the financial
statements, but not for the purpose of expressing an opinion on the effectiveness of the University’s
internal control. Accordingly, we do not express an opinion on the effectiveness of the University’s
internal control.
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A deficiency in internal control exists when the design or operation of a control does not allow
management or employees, in the normal course of performing their assigned functions, to prevent, or
detect and correct misstatements on a timely basis. A material weakness is a deficiency, or a
combination of deficiencies, in internal control such that there is a reasonable possibility that a material
misstatement of the entity’s financial statements will not be prevented or detected and corrected on a
timely basis. A significant deficiency is a deficiency, or a combination of deficiencies, in internal control
that is less severe than a material weakness, yet important enough to merit attention by those charged
with governance.

Our consideration of internal control was for the limited purpose described in the first paragraph
of this section and was not designed to identify all deficiencies in internal control that might be material
weaknesses or significant deficiencies and therefore, material weaknesses or significant deficiencies may
exist that were not identified. Given these limitations, during our audit we did not identify any
deficiencies in internal control that we consider to be material weaknesses. We did identify certain
deficiencies in internal control titled "Improve Financial Reporting Review Process," "Improve Service
Provider Oversight," "Improve Access and Account Management Controls," "Engage and Use ECOS to
Provide Required Active Oversight," and "Improve Router Security," which are described in the section
titled “Internal Control and Compliance Findings and Recommendations,” that we consider to be
significant deficiencies.

Compliance and Other Matters

As part of obtaining reasonable assurance about whether the University’s financial statements
are free of material misstatement, we performed tests of its compliance with certain provisions of laws,
regulations, contracts, and grant agreements, noncompliance with which could have a direct and
material effect on the financial statements. However, providing an opinion on compliance with those
provisions was not an objective of our audit and, accordingly, we do not express such an opinion. The
results of our tests disclosed instances of noncompliance or other matters that are required to be
reported under Government Auditing Standards and which are described in the section titled “Internal
Control and Compliance Findings and Recommendations” in the findings titled "Improve Access and
Account Management Controls," "Engage and Use ECOS to Provide Required Active Oversight," and
"Improve Router Security."

The University’s Response to Findings

We discussed this report with management at an exit conference held on November 13, 2024.
Government Auditing Standards require the auditor to perform limited procedures on the University’s
response to the findings identified in our audit, which is included in the accompanying section titled
“University Response.” The University’s response was not subjected to the other auditing procedures
applied in the audit of the financial statements and, accordingly, we express no opinion on the response.
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Administration and Finance, and CFO

November 22, 2024

Staci Henshaw

Auditor of Public Accounts
P. O. Box 1295

Richmond, Virginia 23218

Dear Ms. Henshaw:

Virginia State University (VSU) appreciates the opportunity to provide its response to the fiscal year
2023 (FY23) audit. The University has experienced significant growth and resilience in addressing a
wide range of operational, fiscal, and administrative challenges, all while maintaining a firm
commitment to educating historically marginalized populations. This success is a direct result of the
unwavering dedication of our faculty and staff, as well as the valuable partnerships forged with our
state infrastructure.

Our state partners facilitated our improvement of institutional processes while we met complex
challenges associated with educating historically marginalized populations. These partners appraise
us with a growth mindset, valuing our intention, impact, and integrity.

We appreciate the improvements made to the report’s formatting; particularly, the grid highlighting
newly identified issues, systemic challenges, and status dates. However, as you may be aware, VSU
continues to experience a significant delay in its audit cycle, which automatically results in new
issues being categorized automatically as repeat findings in the following year. This delay does not
accurately reflect our ongoing efforts, the attention we've devoted to addressing these issues, or our
commitment to continuous improvement. We request thoughtful consideration of these delays, as they
can hinder our remedial efforts, create the impression of neglect in managing operational and
administrative concerns, and most significantly, can impact our ability to allocate limited resources
toward enhancing affordability and access. Despite these challenges, we are proud of the remarkable
progress we’ve made, and we believe our staff deserves tremendous recognition for their exceptional
focus, competence, and professionalism in navigating these hurdles.

To that end, the University submits its management response to the fiscal year 2023 audit report, and
offers the following managerial context for consideration with awareness and attention.

Improve Financial Reporting Review Process
The University does not concur with this finding.

In fiscal year 2023, the Finance Department (Finance) took corrective action to address prior audit
issues and minimize financial statement errors. Focused on complex transactions and guided by new
GASB (Governmental Accounting Standards Board) standards, the University achieved a significant

GREATER HAPPENS HERE
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