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AUDIT SUMMARY

Our audit of the Student Financial Assistance Cluster of federal grant programs administered by
the University of Virginia’s College at Wise (College) for the year ended June 30, 2020, found:

e proper recording and reporting of all transactions, in all material respects, in the College’s
accounting and financial reporting system; and

e internal control findings requiring management’s attention; however, we do not consider
any finding to be a material weakness; and

e instances of noncompliance with applicable laws and regulations or other matters that
are required to be reported.
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AUDIT FINDINGS AND RECOMMENDATIONS

Improve Reporting to the Common Origination and Disbursement System
Type: Internal Control and Compliance
Repeat: No

The University of Virginia’s College at Wise (College) financial aid office did not report
disbursements timely or accurately to the federal Common Origination and Disbursement System (COD).
The disbursement date between COD and the student information system for 21 out of 25 (84%)
students did not agree and the disbursement for 11 out of 25 (44%) students was not reported timely.
The reason for the untimely reporting and errors is staff turnover and lack of management oversight.

In accordance with 84 FR 58703, No. 212 and Chapter 2, Volume 4, of the Federal Student
Financial Aid Handbook (Handbook), an institution must submit Pell Grant and Direct Loan disbursement
records to COD no later than 15 days after making the disbursement or becoming aware of the need to
adjust a student’s previously reported disbursement. In accordance with 34 Code of Federal
Regulations (C.F.R.) § 668.164(a), Title IV funds are disbursed on the date that the institution (a) credits
those funds to the student’s account in the institution’s general ledger or any subledger of the general
ledger, or (b) pays those funds to the student directly. Title IV funds are disbursed even if the institution
uses its own funds in advance of receiving program funds from the Secretary of Education.

If an institution does not submit disbursement records within the required timeframe, it may
result in the U.S. Department of Education rejecting all or part of the reported disbursement. Improper
disbursement reporting may result in an audit or program review finding or the initiation of an adverse
action.

The College should enhance its current reporting procedures and implement corrective action to
ensure that student disbursements are reported accurately and timely.

Improve Federal Direct Loan Borrower Notification Process
Type: Internal Control and Compliance
Repeat: No

The College’s financial aid office personnel sent notifications to federal Direct Loan borrowers;
however, the notifications did not have all the required elements prescribed by the C.F.R. The
notifications should include a reference to the student’s or parent’s right to cancel all or part of the loan
and the specific timing and procedures for initiating that cancellation. In addition, for 15 out of 17 (88%)
applicable borrowers reviewed, the loan notification did not occur within the timeframe outlined in the
C.F.R. The reason for the improper notification is related to staff turnover and lack of management
oversight.
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In accordance with 34 C.F.R. § 668.165(3)(i), the notification should include the student’s or
parent’s right to cancel all or a portion of the loan and have the loan proceeds returned to the Secretary.
The procedures and time by which the student or parent must notify the institution must also be
included. The institution must provide the notice in writing no earlier than 30 days before, and no later
than 30 days after, crediting the student’s ledger account at the institution if the institution obtains
affirmative confirmation from the student. Failure to provide notifications within the required
timeframe results in noncompliance with the C.F.R. and may impact participation in Title IV programs.

The financial aid office should modify its current federal loan borrower notification process to
ensure that each borrower is notified timely. In addition, financial aid personnel should modify the
existing notification to ensure that it includes the required elements.

Report Student Status Changes Accurately and Timely to the National Student Loan Data System
Type: Internal Control and Compliance
Repeat: No

College personnel did not report enrollment data to the National Student Loan Data System
(NSLDS) accurately and/or timely. The reason for the improper reporting is a combination of a lack of
management oversight, and other reasons that will need to be researched with the College’s third-party
servicer. We identified the following noncompliance:

e Nineteen out of 34 students (56%) did not have an accurate enrollment status;
e the effective date for 23 out of 34 students (68%) was not reported accurately;
e 32 out of 34 students (94%) were not reported timely; and

e for 23 out of 34 students (68%), at least one campus or program-level field deemed critical
was reported inaccurately.

In accordance with 34 C.F.R. § 685.309 and further outlined in the NSLDS Enrollment Guide
published by the Department of Education, enrolilment changes must be reported to NSLDS within 30
days when attendance changes, unless a roster file will be submitted within 60 days. The accuracy of
Title IV enrollment data depends heavily on information reported by institutions. Untimely and
inaccurate data submitted to NSLDS can affect the reliance placed on the system by the Department of
Education for monitoring purposes. Noncompliance may impact an institution’s participation in Title IV
programs and can potentially impact loan repayment grace periods and/or loan subsidies.

Management should perform a comprehensive review of current student status reporting
procedures to ensure batches are reported accurate and timely. College personnel should collaborate
with the third-party servicer to implement corrective action to prevent future non-compliance.
Additionally, management should consider implementing a quality control review process to monitor
the accuracy of submitted enrollment batches for both campus and program-level reporting.
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Perform Accurate Title IV Calculations
Type: Internal Control and Compliance
Repeat: No

The College’s financial aid personnel did not perform accurate return of Title IV calculations. The
reason for the improper calculations is lack of management oversight. For both fall 2019 and spring
2020, the College used an incorrect date for the last date of the period of enrollment on the return of
Title IV calculations. Financial aid personnel used the last day of classes in the Title IV calculation rather
than the last day of exams. The use of the incorrect date caused 100 percent of fall 2019 and spring
2020 calculations to be inaccurate.

In accordance with 34 C.F.R. § 668.22, when a recipient of Title IV grant or loan assistance
withdraws from an institution during a period of enrollment in which the recipient began attendance,
the institution must determine the amount of Title IV grant or loan assistance that the student earned
as of the student's withdrawal date. The total number of calendar days in a payment period or period
of enrollment includes all days within the period that the student was scheduled to complete, except
those scheduled breaks of at least five consecutive days are excluded from the total number of calendar
days in a payment period or period of enrollment and the number of calendar days completed in that
period.

Management should review the calculation parameters regularly to ensure they comply with the
calculation requirements in the College’s procedures and C.F.R.

Promptly Return Unearned Title IV Aid to Department of Education
Type: Internal Control and Compliance
Repeat: No

The College’s financial aid office did not complete return of Title IV calculations for summer 2019,
fall 2019, and spring 2020 until June 2021. The delay in completing the calculations resulted in unearned
aid for some students withdrawing during summer 2019, fall 2019, and spring 2020 not being returned
within 45 days of the College’s determination that each student had withdrawn. The known amount
within the sample due to be returned to the Department of Education is $11,249; however, for those
students that were deemed to be COVID-impacted for spring 2020, no return was required in accordance
with federal guidance. The underlying cause of the incomplete return of Title IV calculations is lack of
business continuity planning due to employee turnover.

In accordance with 34 C.F.R § 668.22, when a recipient of Title IV grant or loan assistance
withdraws from an institution during a period of enroliment in which the recipient began attendance,
the institution must determine the amount of Title IV grant or loan assistance that the student earned
as of the student's withdrawal date and return the money within a reasonable timeframe. The institution
must return unearned funds within 45 days after the date that the institution determines the student
has withdrawn. Failure to comply with the return provisions of the C.F.R. could result in the initiation of
an adverse action by the Department of Education against the College.
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Financial aid office personnel should perform return of Title IV calculations timely and report
unearned funds to the comptroller’s office so they can be returned within 45 days of the date of
determination as required by the C.F.R. Management should ensure that employees are cross-trained
to maintain business continuity. The financial aid director should perform a thorough assessment of the
number of return of Title IV calculations for the aid year that need to be completed and work with the
Department of Education to determine the amount of unearned funds that the College may need to
return.

Ensure an Accurate FISAP is Submitted to Department of Education
Type: Internal Control and Compliance
Repeat: No

College personnel inaccurately reported field 23 — Total Federal Pell Grant Expenditures and field
24 — Total Expended for State Grants and Scholarships in Section Il of the College’s Fiscal Operations
Report and Application to Participate (FISAP). The College overstated the amount in field 23 by $799,141
and overstated the amount in field 24 by $3,289,049 due to the improper inclusion of grants where the
College makes the final decision on the recipients. The underlying cause of the error is lack of
management oversight.

In accordance with 34 C.F.R. § 674.19, 675.19 and 676.19, an institution must submit a FISAP if it
has expended campus-based program funds or has a federal Perkins Loan Fund. The FISAP instructions
provided by the Department of Education further inform institutions of what to report in Section Il. field
23 — Total Federal Grant Expenditures and Section Il. field 24 — Total Expended for State Grants and
Scholarships. Per this guidance, the total grant expenditures in field 23 should agree with the final
cumulative expenditures as entered on the U.S. Department of Education External Award Activity History
Detail Report. For state grants and scholarships, state awards should not be included if the institution
has the final decision on which students receive the funds. By inaccurately reporting information on the
FISAP, the College has provided inaccurate information from which the Department of Education makes
funding decisions.

Management should review FISAP instructions and ensure the proper amounts are reported on
field 23 and field 24 of the FISAP.

Perform Federal Direct Loan Reconciliations Timely
Type: Internal Control and Compliance
Repeat: No

College personnel were unable to provide sufficient documentation showing that all required
federal Direct Loan reconciliations have been completed monthly as required. Specifically, audit
evidence could not be provided to prove that monthly reconciliations have been performed between
institutional records and the School Account Statement (SAS) received from COD. The financial aid office
retained the monthly SAS reports from COD, but no documentation exists to provide audit evidence to
support the review and agreement of the reports to institutional records each month. The underlying
cause of the lack of documentation is employee turnover and lack of management oversight.
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In accordance with 34 CFR § 685.300(b)(5) and 34 CFR § 685.102(b), institutions must reconcile
institutional records with Direct Loan funds received from the Secretary and Direct Loan disbursement
records submitted to and accepted by the Secretary. Each month, COD provides institutions with a SAS
data file which consists of a cash summary, cash detail, and loan detail records to aid in this reconciliation
process. Reconciliation requirements are detailed in Chapter 6 (Reconciliation in the Direct Loan
Program) of the Handbook.

By not documenting its monthly reconciliation of federal Direct Loans, the College places itself at
a higher risk of not identifying issues and resolving them before they become a systemic problem.
Systemic problems could result in federal noncompliance which may lead to potential adverse actions
and impact participation by the institution in Title IV programs.

College personnel should perform and retain sufficient documentation of their monthly
reconciliations and resolve reconciling items between their financial systems, grants management
system, and COD records in a timely manner to ensure compliance with the C.F.R. In addition, the
College should implement a review process to ensure complete documentation of reconciliation efforts
and appropriate resolution of reconciling items.

Enhance Notification for Federal Direct Loan Borrowers that have not Completed Exit Counseling
Type: Internal Control and Compliance
Repeat: No

College financial aid office personnel did not consistently send notifications to federal Direct Loan
borrowers regarding the requirement to complete exit counseling. Additionally, there was not sufficient
audit evidence to show that the College monitors completion of required exit counseling such that
follow-up notification can be provided if a student does not complete exit counseling. The cause of the
oversight is employee turnover. We identified the following discrepancies:

e For seven out of 24 (29%), financial aid office personnel could not locate the notification to
complete exit counseling;
e for three out of 24 (13%), the College’s notification letter was not dated; and

e for 13 out of 24 (29%), there was not sufficient evidence to show that College personnel
monitored required exit counseling completion such that follow-up notification could be
provided as necessary.

In accordance with 34 C.F.R. § 685.304(b)(3), if a student borrower withdraws from a school
without the school’s prior knowledge or fails to complete the exit counseling as required, exit counseling
must, within 30 days after the school learns that the student borrower has withdrawn from the school
or failed to complete the exit counseling as required, be provided either through interactive means, by
mailing written counseling materials to the student borrower at the student borrower's last known
address, or by sending written counseling materials to an email address provided by the student
borrower that is not an email address associated with the school sending the counseling materials. By
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not performing this function, the College is not providing all required notifications relating to the
repayment of each borrower’s federal loans.

The financial aid office should ensure that it retains sufficient audit evidence to demonstrate that
it monitors completion of exit counseling and, when necessary, send materials to federal Direct Loan
borrowers that have not completed the required exit counseling.

Improve Direct Loan Quality Assurance Program
Type: Internal Control and Compliance
Repeat: No

The financial aid office does not have a documented federal Direct Loan quality assurance
program that is accessible and available for review. The College should have a quality assurance program
that documents the school is:

e reporting loan records, disbursements, and adjustments to disbursements correctly to COD;

e disbursing and returning loan funds in accordance with regulatory requirements;
e disbursing the correct loan amount to the correct student; and

e completing monthly reconciliation and program year closeout.

The College has some of the quality assurance components in place within its daily operating
procedures; however, the policies and procedures manual lacks specifics about the quality assurance
program and how the College is reviewing the processes and documenting its current procedures. The
underlying cause of the noncompliance is employee turnover and lack of management oversight.

34 C.F.R, § 685.300(b)(9), requires the implementation of a quality assurance system, as
established by the Secretary, and developed in consultation with the school, to ensure that the school is
complying with program requirements and meeting program objectives.

Failure to properly implement an effective quality assurance program in accordance with the
C.F.R. may result in fines, withholding of Title IV funds, or suspension or termination of participation in
Title IV programs.

The financial aid office should develop a quality assurance program that builds upon the policy
and procedure manual and is clear, concise, and adequately addresses all requirements specified in the
C.F.R.
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Strengthen Compliance with the Gramm-Leach-Bliley Act
Type: Internal Control and Compliance
Repeat: No

The College’s information technology office was not able to provide audit evidence to indicate
full compliance with the Gramm-Leach-Bliley Act (GLBA). The information technology office was able to
provide numerous policies that relate specifically to information security as well as a risk questionnaire
for 2019. However, information technology personnel were unable to provide audit evidence to show
that a documented risk assessment along with the corresponding safeguards had been prepared. The
reason for the noncompliance is the impact of COVID-19, lack of management oversight, and employee
turnover. By not completing the risk assessment, the College is unable to identify foreseeable risks and
the effectiveness of corresponding safeguards and/or controls.

In accordance with 16 C.F.R. § 314.4, within the scope of the information security program, the
institution shall identify reasonably foreseeable internal and external risks to the security,
confidentiality, and integrity of customer information that could result in the unauthorized disclosure,
misuse, alteration, destruction, or other compromise of such information, and assess the sufficiency of
any safeguards in place to control these risks. At a minimum, such a risk assessment should include
consideration of risks in each relevant area of the institution’s operations, including (1) employee
training and management, (2) information systems, including network and software design, as well as
information processing storage, transmission, and disposal, and (3) detecting, preventing, and
responding to attacks, intrusions, or other system failures. The institution should design and implement
information safeguards to control the risks the institution identifies through risk assessment, and
regularly test or otherwise monitor the effectiveness of the safeguard’s key controls, systems, and
procedures.

Management should build upon its existing policies and procedures and develop a more
comprehensive risk assessment that includes the safeguards and/or controls to ensure full compliance
with the GLBA requirements.
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Commonwealth of Pirginia

Auditor of Public Accounts

Staci A. Henshaw, CPA P.O. Box 1295
Auditor of Public Accounts Richmond, Virginia 23218

September 7, 2021

The Honorable Ralph S. Northam
Governor of Virginia

The Honorable Kenneth R. Plum
Chairman, Joint Legislative Audit
and Review Commission

Board of Visitors
University of Virginia

Board of Visitors
University of Virginia College at Wise

We have audited the financial records and operations of the Student Financial Aid Cluster of
federal grant programs, administered by The University of Virginia’s College at Wise (College), for the
year ended June 30, 2020. We conducted this performance audit in accordance with generally accepted
government auditing standards. Those standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our findings and conclusions based on
our audit objectives. We believe that the evidence obtained provides a reasonable basis for our findings
and conclusions based on our audit objectives.

Audit Objectives

Our audit’s primary objective was to audit the federal Student Financial Aid Cluster of federal
grant programs. In support of this objective, we evaluated the accuracy of recorded financial
transactions in the College’s accounting and financial reporting system. We reviewed the adequacy of
the College’s internal controls over compliance with applicable laws, regulations, contracts, and grant
agreements.

Audit Scope and Methodology

The College’s management has responsibility for establishing and maintaining internal control
and complying with applicable laws, regulations, contracts, and grant agreements. Internal control is a
process designed to provide reasonable, but not absolute, assurance regarding the reliability of financial
reporting, effectiveness and efficiency of operations, and compliance with applicable laws, regulations,
contracts, and grant agreements.
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We gained an understanding of the overall internal controls, both automated and manual,
sufficient to plan the audit. We considered significance and risk in determining the nature and extent of
our audit procedures. Our review encompassed controls over the Student Financial Aid Cluster of federal
grant programs.

We performed audit tests to determine whether the College’s controls over the Student Financial
Aid Cluster of federal grant programs were adequate, had been placed in operation, and were being
followed. Our audit also included tests of compliance with provisions of applicable laws, regulations,
contracts, and grant agreements. Our audit procedures included inquiries of appropriate personnel;
inspection of documents, records, and contracts; and observation of the College’s operations. We
performed analytical procedures, and tested details of transactions to achieve our objectives.

A nonstatistical sampling approach was used. Our samples were designed to support conclusions
about our audit objectives. An appropriate sampling methodology was used to ensure the samples
selected were representative of the population and provided sufficient, appropriate evidence. We
identified specific attributes for testing each of the samples and, when appropriate, we projected our
results to the population.

Conclusions

We found that the College properly stated, in all material respects, the amounts recorded and
reported in the College’s financial system for the Student Financial Aid Cluster of federal grant programs.

We noted certain matters involving internal control and its operation and compliance with
applicable laws, regulations, contracts, and grant agreements that require management’s attention and
corrective action. These matters are described in the section entitled “Audit Findings and
Recommendations.”

Exit Conference and Report Distribution

We discussed this report with management on August 27, 2021. Management’s response to the
findings and recommendations identified in our audit is included in the section titled “College Response.”
We did not audit management’s response, and, accordingly, we express no opinion on it. Certain
information, marked with a black box, was redacted from management’s response as it is Freedom of
Information Act Exempt under § 2.2-3705.2 of the Code of Virginia due to it containing descriptions of
security mechanisms.

This report is intended for the information and use of the Governor and General Assembly,
management, and the citizens of the Commonwealth of Virginia and is a public record.

Staci A. Henshaw
AUDITOR OF PUBLIC ACCOUNTS

DLR/vks
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THE UNIVERSITY OF VIRGINIA’S COLLEGE AT WISE

OFFICE of the CHANCELLOR

October 6, 2021

Staci Henshaw, CPA
Auditor of Public Accounts
P.O. Box 1295

Richmond, Virginia 23218

Dear Ms. Henshaw:

We have reviewed the Management Points and recommendations issued as potential findings,
following completion of the audit of financial records and operations supporting the Student Financial
Aid Federal program of the University of Virginia's College at Wise (UVA Wise), as of and for the fiscal
year ended June 30, 2020, as part of the five (5) year reaccreditation process.

Qur understanding is that the primary objective of the engagement was to audit the Federal Student
Financial Aid Cluster, by:
e evaluating the accuracy of recorded financial transactions in UVA Wise’s accounting and
financial reporting system, and
e reviewing the adequacy of UVA Wise's internal controls over compliance with applicable laws,
regulations, contracts, and grant agreements.

Additionally, the conclusion provided in draft stated UVA Wise “properly stated, in all material
respects, the amounts recorded and reported in the College’s financial system for the Student Financial
Aid Cluster.” Although the findings do not constitute a material weakness, UVA Wise agrees that the
issued management points, around internal controls and compliance with applicable laws, regulations,
contracts, and grant agreements, should be addressed as required and appropriate. UVA Wise will
engage with central offices of UVA Finance and Student Financial Services at the University of Virginia
to establish additional procedures and plans for continuous monitoring. Also, the College at Wise staff
will attend training sessions and webinars offered through NASFAA (National Association of Student
Financial Aid Administrators) and the Department of Education’s Federal Student Aid section.

Below are management’s responses to each of the potential findings, in order of issuance.
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MPO1 - Improve Reporting to the Common Origination and Disbursement System {COD]

Management Response: UVA Wise concurs with the APA’s finding.

Responsible for Corrective Action: Chris Dearth, Vice Chancellor for Enrollment Management, Becky
Huffman, Director of Financial Aid

Anticipated Completion Date: October 30, 2021

UVA Wise understands the importance of accurately and timely recording and reporting disbursements
to the Federal Common Origination and Disbursement System and is implementing corrective
measures to address these discrepancies. These measures include:
e Office of Financial Aid will establish and communicate the starting date for disbursement of
funds, and review set up in the COD system to ensure accuracy;
e Run test disbursements prior to the beginning of the semester, correcting any errors upon
discovery;
® Process aid weekly to ensure batch processing within the 15-day date range;
e Implement continuous monitoring of the batch process, to identify any failed disbursements in
COD which may require additional time for corrections.

MPO2 - Improve Federal Direct Loan Borrower Notification Process

Management Response: UVA Wise concurs with the APA’s finding.

Responsible for Corrective Action: Chris Dearth, Vice Chancellor for Enrollment Management, Becky
Huffman, Director of Financial Aid

Anticipated Completion Date: October 30, 2021 (currently complete)

The Office of Financial Aid has implemented improvements to the federal direct loan borrower
notification process. The notifications have been updated to include references to the borrowers’ right
to cancel their loans. Monitoring the process is ongoing to confirm these notifications are sent no later
than 30 days (after obtaining affirmative confirmation) and the student’s ledger account at the
institution is credited.

On~E CoLLEGE AVENUE ¢ WisE, VIRGINIA 24293 < TELEPHONE: 276-328-0122 e+ Fax: 276-376-1012
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MPO3 - Ensure Student Status Changes are Reported Accurately and Timely

Management Response: UVA Wise concurs with the APA’s finding.

Responsible for Corrective Action: Chris Dearth, Vice Chancellor for Enrollment Management, Becky
Huffman, Director of Financial Aid, Narda Porter, Registrar

Anticipated Completion Date: January 30, 2022

The Office of Financial Aid will continue to work with the Registrar to accurately and timely report
enrollment data to the National Student Loan Data System (NSLDS). The Resgistrar and Financial Aid
Director are reviewing our current student status reporting procedures and have created benchmarks
to provide a strong set of corrective measures, We will utilize this work to implement a quality contral
review process to monitor the accuracy of submitted enrollment batches.

MP04 — Properly Manage Return of Title IV Funds

Management Response: UVA Wise concurs with the APA’s finding

Responsible for Corrective Action: Chris Dearth, Vice Chancellor for Enrollment Management, Becky
Huffman, Director of Financial Aid

Anticipated Completion Date: In progress, no later than end of Spring 2022
The period of enrollment has been realighed to the last day of exams, to address timeliness and

accuracy of calculations., The relevant financial aid staff will enroll in NASFAA's specific training module
on Return of Title IV Funds.

MPO5 - Promptly Return Unearned Title IV Funds to Department of Education

Management Response: UVA Wise agrees with the APA’s finding.

Responsible for Corrective Action: Chris Dearth, Vice Chancellor for Enrollmant Management, Becky
Huffman, Director of Financial Aid

Anticipated Completion Date: December 31, 2021

ONE COLLEGE AVENUE * WisE, VIRGINIA 24293 + TELEPHONE: 276-328-0122 « Fax: 276-376-1012
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Ta return unearned funds to the Department of Education in a timely manner, the Office of Financial
Aid has taken the following steps:

e At |least once each semester, the College’s academic departments will receive reminders
regarding the requirement to inform students who wish to withdraw to do so officially through
the Registrar’s Office, and provide a link to the official withdrawal policy:
https://view.publitas.com/university-of-virginias-college-at-wise/college-catalog-202 1-
2022/page/32-33;

e Enhanced communication through multiple channels between FAQ and the Office of the
Registrar, an a daily or weekly basis (as needed and appropriate), regarding withdrawals and
any required follow-up actions;

e  FAQD will calculate the unearned funds within 30 days of the date of determination and report
them immediately to the Comptraller so the funds can be returned within the 45-day window;

e The relevant financial aid staff will enroll in NASFAA’s specific training module on Return of Title
IV Funds.

MPO6 - Ensure an Accurate FISAP is Submitted to Department of Education

Management Response: UVA Wise concurs with the APA’s finding.

Responsible for Corrective Action: Chris Dearth, Vice Chancellor for Enrollment Management, Becky
Huffman, Director of Financial Aid

Anticipated Completion Date: October 30, 2021
Management will continue to monitor and review regulations and guidance to ensure the proper
amounts are reported an Total Federal Pell Grant Expenditures, and Total Expended for State Grants

and Scholarships of the FISAP. Internally, the FISAP will be reviewed and approved by both the Vice
Chancellor for Enroliment Management and the Vice Chancellor far Finance and Operations.

MPO7 - Perform Federal Direct Loan Reconciliations Timely

Management Response: UVA Wise concurs with the APA’s finding.
Responsible for Corrective Action: Chris Dearth, Vice Chancellor for Enrollment Management; Becky

Huffman, Director of Financial Aid; Joe Kiser, Vice Chancellor for Finance and Operations; Kristy
Robertson, Comptroller; Beth Allison, Fiscal Technician

ONE COLLEGE AVENUE *  WISE, VIRGINIA 24293 + TELEPHONE: 276-328-0122 + Fax: 276-376-1012
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Anticipated Completion Date: December 30, 2021

Although UVA Wise concurs with this finding, the College has reconciled direct loans with G5, COD and
student system monthly. This finding brought to our attention incorporating the SAS report as
required.

UVA Wise will enhance the reconciliation process with the following steps and the clear identification
of responsibilities within the process:
e Financial Aid is responsible for sending the SAS report to Finance once available from SAIG
mailbox to initiate the recanciliation process;

e The Business Office will continue to compare and review cash summary and disbursement
transactians on COD, G5 and internal records, and will implement the same processes for SAS:

— If there is a discrepancy in required documents, the Finance department will compare
cash and disbursement detail and resolve any issues with the assistance from Financial
Aid.

— Once all required documents match, or discrepancies have been resolved,
reconciliations will be signed by the Comptroller and sent to the Financial Aid Director
for signature.

— The Financial Aid Office will then review and compare with Powerfaids.

e The Financial Aid Director is responsible for signing off on the manthly reconciliations and
returning it to the Comptroller by the end of the month.

MPO08 - Enhance Notification for Borrowers that have not Completed Exit Counseling

Management Response: UVA Wise concurs with the APA’s finding.

Responsible for Corrective Action: Chris Dearth, Vice Chancellor for Enrollment Management, Becky
Huffman, Director of Financial Aid

Anticipated Completion Date: October 30, 2021 (currently complete)
The Office of Financial Aid has made improvements to the exit counseling process for student
borrowers during the Fall 2021 semester. These process improvements include:
e Use of an updated exit counseling letter to students (beginning Fall semester), with escalation
emails sent to students until compliance is met;
e |ncreased monitoring for proper identification of students who require exit counseling, and to
initiate the counseling with the student more timely;

ONE COLLEGE AVENUE * WISE, VIRGINIA 24293 ¢ TELEPHONE: 276-328-0122 + Fax: 276-376-1012
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October 6, 2021
Page 6
e Perform continuous monitoring of COD for completion of exit counseling;
e Send exit counseling data to student borrowers’ non-University email address (on file) within
the required timeframe.

Additionally, FAQ has requested the registrar to put a hold on non-compliant students, to prohibit
transcript requests and/or place degree holds, until the exit counseling is complete.

MPOS - Improve Direct Loan Quality Assurance Program

Management Response: UVA Wise concurs with the APA’s finding.

Responsible for Corrective Action: Chris Dearth, Vice Chancellor for Enrollment Management; Becky
Huffman, Director of Financial Aid; Joe Kiser, Vice Chancellor for Finance and Operations; Kristy
Robertson, Comptroller; Beth Allison, Fiscal Technician; Redonna Bowman, Financial Aid Officer;
Rhenea Niece, Financial Aid Coordinator

Anticipated Completion Date: June 30, 2022

UVA Wise will improve administration and management of, and enhance documentation for the Direct
Loan Quality Assurance Program, to achieve compliance with program requirements, objectives, and
processes, through implementation of the following:
e Reporting loan documents, disbursements, and adjustments to dishursements correctly to the
COD System:
The Financial Aid Office will develop procedures to ensure direct loans are reported to
COD accurately and timely;
— The improvement to COD reporting will allow the Finance Office to resolve and identify
discrepancies when reconciling.
e Dishursing and returning loan funds in accordance with the regulatory requirements:
— Financial Aid will disburse funds timely as funds are ready to be processed;
— Financial Aid will recover any unearned federal financial aid timely;
— Finance will draw funds based on roster and return as Financial Aid recovers within
requirements.
e Dishursing the correct loan amount to the correct student:
— Financial Aid will disburse correct loan amount in COD and Powerfaids;
— Financial Aid will push disbursed amounts from Powerfaids to Jenzabar;
— Finance will draw and process funds strictly to financial aid roster;
— Finance will return funds to meet regulatory requirements once Financial Aid recovers
funds in Jenzabar.
e Completing monthly reconciliation and Program Year Closeout:
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— Finance and Financial Aid will collaborate to meet the reconciliation requirements as
stated in MPO7;
— Program vyear closeout will occur once the spring term has ended, and the May
reconciliation has been completed;
— The Financial Aid Officer and Financial Aid Coardinator will collaborate to determine any
outstanding loans that need to be disbursed or recovered;
— The Fiscal Technician will reconcile the General Ledger and Jenzabar, then draw any
remaining G5 requested by Financial Aid;
- Once the General Ledger, Jenzabar, Powerfaids and G5 match with the disbursed
amounts, the Director of Financial Aid will close out the Direct Loan Aid Year in COD.

The Financial Aid Office is in process of drafting a stand-alone document for the Direct Loan Quality
Assurance Program, to include detailed information regarding each of the items abaove.

MP10 - Strengthen Compliance with the Gramm-Leach-Bliley Act

Management Response: UVA Wise concurs with the APA’s finding.

Responsible for Corrective Action: Scott Bevins, Associate Provost for Infarmation Services & ClO;
Grant Baker, Director of Information Technology & Chief Security Officer

Anticipated Completion Date: December 31, 2021

The required risk assessment was nat completed during the year under review, due to the impact of
COVID-19 and critical employee turnover. The Office of Information Technology is currently
completing the annual risk assessment through UVA, and expects completion by calendar year’s end.

Although UVA Wise concurs with the finding, the College was able to complete all of the training and
management actions listed below, that would have been included in the risk assessment. These
address consideration of risks in each relevant area of the institution’s operatians, including:
e Employee training and management;
e |nformation systems, including network and software design, as well as information processing
storage, transmission, and disposal; and
e Detecting, preventing, and responding to attacks, intrusions, or other system failures.

Training and Management:
e According to the Acceptable Use of the University’s Information Technology Resources palicy,
found under UVA Wise |T policy 6.1, UVa Policies which Apply to UVa-Wise Resources, all UVA
Wise employees must complete the annual ITS Security Awareness training through UVA. In
addition, policies relating to Data Protection, Information Security, Privacy and Confidentiality,
are Exceptions are also listed with links under 6.1,
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e (Onboarding new employees involves weeks of manager-led training and policy introduction,
with immediate access granted for job-required processes. For example, access to Jenzabar
requires:
— A paper form request that outlines what access/systems are needed;
— Signature of approval from the Data Owner; and
— Retention of request and approval in the OIT office.
e When an employee leaves or is terminated, he or she must complete a checkout form that
must include signatures from all appropriate College managers.

Information Systems:

e UVA Wise adheres to UVA's data protection policies (6.1 — UVa Policies which Apply to UVa-
Wise Resources — Data Protection, https://help.uvawise.edu/index.php?pg=kb.page&id=118)

e Users must comply with all University policies and standards for the data to which they have
been granted the ability to view, copy, generate, transmit, store, download, or otherwise
acquire, access, remove, or destroy. Users must also meet any additional compliance
requirements for data protection stipulated by various governmental, legal, or contractual
entities. (https://security.virginia.edu/data-protection)

e Regarding the disposal of hard drives when decommissioning servers, the UVA Wise Help desk
removes all hard drives, locks them in a secure storage roam in the basement of Darden Hall,
with only the Director of Technology Support and the Technology Manager having access. A
time is then scheduled with Surplus where the hard drive is destroyed, followed by delivery to
Virginia Scrap Metals.

e As an additional security measure on campus workstations, Technology Support encrypts all

hard drives_.

Attacks, Intrusions, or System Failures:
To protect from all types of attacks/threats:
e Qur EDR solution is used on all workstations, along with- endpoint protection for
antivirus;
e |n case of a data breach, the College follows policy UVAW-13, infermation Technology Security
incident Handling Pelicy (https://help.uvawise.edu/findex.php?ps=kb.page&id=127).
firewalls are configured to recognize anomalies which include checks for antivirus,
web filtering, and intrusion prevention (IPS scanning).
° A--analyzer is configured to log all attacks or intrusions by each of the eight firewalls and
alert us accordingly.
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