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AUDIT SUMMARY 

We have audited the basic financial statements of the Virginia Alcoholic Beverage Control 
Authority (Authority) as of and for the year ended June 30, 2022, and issued our report thereon, dated 
November 17, 2022.  Our report is included in the Authority’s Annual Report that it anticipates releasing 
in December 2022.   

Our audit of the Authority found: 

• the financial statements are presented fairly, in all material respects;

• eight internal control findings requiring management’s attention; however, we do not
consider them to be material weaknesses; and

• four instances of noncompliance or other matters required to be reported under Government
Auditing Standards.

The Authority has not taken adequate corrective action with respect to previously reported 
findings.  Accordingly, we designated these findings with a “repeat” label in the section titled “Internal 
Control and Compliance Findings and Recommendations.”  
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1 Fiscal Year 2022 

INTERNAL CONTROL AND COMPLIANCE FINDINGS AND RECOMMENDATIONS 

Continue Improving Database Security  
Type:  Internal Control and Compliance 
Severity:  Significant Deficiency 
Repeat:  Yes (first issued in fiscal year 2019) 

The Alcoholic Beverage Control Authority (Authority) continues to improve security for the 
database that supports its human resource system in accordance with the National Institute of Standards 
and Technology Standard, 800-53 (NIST Standard), and industry best practices.  While the Authority has 
made limited progress since the prior year, five weaknesses remain. 

We communicated the control weaknesses to management in a separate document marked 
Freedom of Information Act Exempt (FOIAE) under § 2.2-3705.2 of the Code of Virginia due to it 
containing descriptions of security mechanisms.  The NIST Standard and industry best practices require 
the implementation of certain controls to reduce unnecessary risk to data confidentiality, integrity, and 
availability in systems processing or storing sensitive information.  The weaknesses continue to exist due 
to limited staffing as well as the absence of some documented processes and consistent implementation 
of those processes. 

The Authority should dedicate the necessary resources to ensure database configurations, 
controls, and processes align with the requirements in its policies, the NIST Standard, and industry best 
practices.  This will help maintain the confidentiality, integrity, and availability of mission-critical data. 

Continue Improving Security Awareness and Training Program 
Type:  Internal Control and Compliance 
Severity:  Significant Deficiency 
Repeat:  Partial (first issued in fiscal year 2019) 
Prior Title:  Improve Security Awareness Training Program 

The Authority continues to improve its information security awareness and training program to 
ensure all users complete training related to the Authority’s policies for accessing its information systems 
and controls that protect the confidentiality, integrity, and availability of sensitive data.  

 Since the prior year audit, the Authority partially resolved one of the two weaknesses by revising 
its policies and procedures to define target completion rates for its Central Office, Enforcement and 
Retail employees based on organizational risk and user group.  Defining the completion goals for the two 
employee groups with access to information systems allows the Authority to monitor training 
completion while also taking into consideration certain circumstances like staff turnover within the retail 
stores.  Target completion rates also allow the Authority to determine whether management should take 
further enforcement measures for users to complete security awareness training to reduce risk to the 
Authority’s sensitive information.  However, the Authority continues to not define which training 
modules it requires each employee group to complete, or address whether its Warehouse employees, 
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who do not have access to information systems, must receive training as it relates to their roles and 
responsibilities on a time-specific basis.  

The Authority’s Security Awareness and Training Policy, which aligns with the NIST Standard, 
requires all users to complete security awareness training within 30 days of receiving access to the 
Authority’s resources.  Additionally, the policy requires users to annually attend security awareness 
refresher training and sign an acknowledgement stating they have read and understand the Authority’s 
acceptable use policy.  Furthermore, the Authority’s Security Awareness and Training Policy requires the 
Authority to provide its staff sufficient training and supporting reference materials to allow them to 
protect the Authority’s data and assets. 

By not clearly defining its requirements for training assignments to specific employee groups, the 
Authority cannot ensure that each employee group is receiving the required training curriculum on a 
consistent basis.  Also, without a consistent process to monitor and enforce users to complete security 
awareness and role-based training within the required timeframe, the Authority increases the risk that 
users will be more susceptible to malicious attempts to compromise physical access to sensitive data, 
such as ransomware, phishing, and social engineering.  The Authority’s Information Security Officer (ISO) 
left in December 2021, and the position remained vacant for six months until the Authority hired a new 
ISO in June 2022, which contributed to the delay of the Authority revising its policies and procedures and 
training curriculum. 

The Authority should continue revising its policies and procedures to clearly document its 
requirements and process to assign training to specific employee groups.  Additionally, the Authority 
should continue monitoring the employees’ completion of training to determine whether it has met its 
target completion rates.  If the Authority does not meet its target completion rates, the Authority should 
implement other enforcement measures for employees to complete training and reduce the risk to the 
Authority’s sensitive information.  The Authority should also continue improving its training curriculum 
for its Warehouse employees and implement a process for consistently administering this training. 
Improving and implementing the security awareness and training program will help protect the Authority 
from malicious attempts to compromise the confidentiality, integrity, and availability of sensitive data 
and assets.  The Authority assigned the revised training to its Central Office and Retail employees at the 
end of June 2022 with a required completion date of December 2022.  We will review the 
implementation of the revised training and target rates during our next audit. 

Continue Improving Oversight of Third-Party Service Providers 

Type:  Internal Control and Compliance 
Severity:  Significant Deficiency 
Repeat:  Yes (first issued in 2020) 
Prior Title:  Improve Oversight of Third-Party Service Providers 

The Authority continues to develop a formal and consistent process to oversee and manage its 
third-party service providers in accordance with the NIST Standard.  Due to the departure of the ISO in 
December 2021, the Authority was unable to perform corrective actions during fiscal year 2022 to 
resolve the prior year’s three weaknesses.  However, the new ISO, hired in June 2022, has begun drafting 
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a new policy and process for managing third-party providers with an expected implementation during 
2023.  

The NIST Standard requires the Authority to employ methods to monitor security control 
compliance by the providers on an ongoing basis.  Without a formal and consistent process to gain 
assurance that its providers implement information security controls, and that they operate effectively, 
the Authority cannot guarantee its data is secure in accordance with its policies and the NIST Standard.  

The Authority should continue developing and implementing formal policies and procedures to 
oversee and manage its third-party service providers and address the three weaknesses in the prior 
report.  Additionally, the Authority should enforce its new process to ensure consistent oversight of 
providers.  This will ensure the providers adhere to the same security controls that govern the Authority’s 
internal information technology systems and confirm overall compliance with the requirements outlined 
in the NIST Standard.  

Continue Improving Internal Controls over Employment Eligibility  
Type:  Internal Control and Compliance 
Severity:  Significant Deficiency 
Repeat:  Yes (first issued in 2021) 
Prior Title:  Improve Internal Controls over Employment Eligibility Process 

The Authority’s Human Resources department has not completed Employment Eligibility 
Verification (I-9) forms in accordance with guidance issued by the U.S. Citizenship and Immigration 
Services of the U.S. Department of Homeland Security.  Our sample of 25 employees hired by the 
Authority during fiscal year 2022 found: 

• Human Resources did not use the correct I-9 Form for one of 25 employees (4%).

• Three of 25 employees (12%) did not sign Section 1 of the form by the first day of
employment.

• Human Resources did not complete Section 2 properly for one of 25 employees (4%).

• Human Resources did not complete Section 2 of the I-9 form timely for two of 25 employees
(8%).

• Human Resources did not create a case in the E-Verify system within three days of the first
day of employment for nine of 25 employees (36%).

• Human Resources did not complete a case in the E-Verify system for one of 25 employees
(4%).
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Failure to correctly and timely complete I-9 forms can result in penalties.  Additionally, § 40.1-
11.2 of the Code of Virginia requires the use of the E-Verify system.  The Human Resources Director 
should ensure that Human Resources staff receive proper training on the U.S. Department of Homeland 
Security’s guidelines and use of the E-Verify system.  Internal policies should clearly address use of the 
E-Verify system and the Human Resources Director should ensure that staff follow those guidelines.

Continue Improving Internal Controls over Processing Payments 
Type:  Internal Control  
Severity:  Significant Deficiency 
Repeat:  Partial (first issued in fiscal year 2021)  
Prior Title:  Improve Internal Controls Over Processing Payments 

The Authority did not process payments in compliance with the Authority’s Signature Authority 
& Procurement Responsibility policy. During fiscal year 2022, the Authority processed approximately 
18,000 payments.  Over 9,000 of these payments are related to the purchase of spirits through the 
bailment inventory process, distillery payments, or rent payments.  Since the Authority’s inventory 
system internally generates the bailment statements, and distillery and rent payments do not follow the 
standard accounts payable process, we excluded these payments from our review of vendor invoices.   

In our sample of 30 payments, for which prompt payment requirements were applicable, we 
identified six instances in which the Authority did not process payment within the required 30 days.  In 
addition, we identified four instances in which dates on supporting documentation did not match dates 
entered in the system.  Per the Authority’s policy, Accounts Payable establishes the required payment 
due date based on the terms of the contract; or if a contract is not in existence, 30 calendar days after 
the receipt of a proper invoice, or 30 days after the receipt of goods or services, whichever is later.  By 
not ensuring timely payments, the Authority may harm their reputation as a buyer, damage relationships 
with vendors, and could incur late fees. 

Late payments were primarily the result of individuals responsible for receiving goods and 
services not performing their duties timely.  Accounts Payable’s process requires a three-way match 
before processing payment; therefore, Accounts Payable cannot process payments for respective vendor 
charges until the receiver marks the purchase as received in the Commonwealth’s procurement system. 

Accounts Payable identified a category of utility bills which historically had a higher risk of late 
payments.  The Authority implemented a new process related to these utility bills in March 2022, which 
has improved the timeliness of payments.  The Authority should continue to improve processes to ensure 
that departments mark items as received within the Commonwealth’s procurement system and submit 
required documentation in a timely manner to Accounts Payable to ensure the Authority makes all 
payments within the 30-day period.  Additionally, the Authority should ensure staff enters accurate dates 
into the Commonwealth’s procurement system, so that the Authority can properly monitor adherence 
to its policy. 
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Improve Internal Controls over Employee Separation Process 
Type:  Internal Control  
Severity:  Significant Deficiency 
Repeat:  No 

The Authority does not have adequate internal controls over the completion of off-boarding 
checklists or removing access for terminated employees.  Our sample of 27 terminated employees during 
fiscal year 2022 found: 

• Two of 27 (7%) separation checklists remained incomplete 80 and 117 business days after the
employees’ termination date.

• Supervisors completed ten of 27 (37%) checklists six to 90 business days after the employees’
termination date.

• For 10 of 27 (37%) employees, the Authority removed system access seven to 66 business
days after the employees’ termination date.  Two instances were related to the Authority’s
active directory and eight instances were related to the Commonwealth’s electronic
procurement system.

• Seventeen of 27 (63%) of the dates on the checklist did not agree to the date the Authority
removed the employee’s system access.

The Authority’s human resource system generates an off-boarding checklist with multiple 
sections for completion by various departments.  The five-day timeframe within the separation 
procedure is specific only to the section of the checklist the direct supervisor must complete.  The policy 
does not define specific timeframes for the completion of other sections, which includes human 
resources, payroll, and information systems, nor does it define a timeframe for system removal.  This 
makes it difficult to enforce adherence to policy and ensure timeliness of completion.  Additionally, 
Human Resources has not updated the separation checklist to reflect changes in systems (system 
retirements and new system implementations) to ensure system access is properly removed.   

The Authority relies on active directory system access removal for removal of access to many of 
the Authority’s critical systems, including the financial management system and the inventory and 
logistics system.  Therefore, Human Resources does not track the removal of system access outside of 
the Authority’s active directory.  This leaves systems outside of the Authority's active directory, such as 
the Commonwealth’s statewide systems, at risk for the Authority not removing access timely. 

A critical function of completed checklists is to ensure the timely removal of access to the 
Authority’s systems and return of property.  The Authority should review their current termination 
practices to ensure their policy is reasonable and effective internal controls are in place.  Additionally, 
due to their unique structure, the Authority should define specific procedures for retail store employees, 
enforcement employees, and headquarter employees as access levels and risks are inherently different. 
This will enable Human Resources to better monitor and hold supervisors accountable for timely 
completion of the employee checklist and access removal.    
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Implement a Data/Records Retention Policy and Solution for Automated Reconciliations 
Type:  Internal Control  
Severity:  Significant Deficiency 
Repeat:  No 

The Authority’s information system environment includes various systems which periodically 
interface with each other.  The Authority relies on automated system reconciliations to ensure the data 
interface between various systems is complete and accurate.  During fiscal year 2022, the Authority did 
not retain complete documentation for the following automated reconciliations: 

• Point of Sale System to the Customer Activity Repository

• Licensing and Fees System to the Customer Activity Repository

• Customer Activity Repository to the Financial Management System

The Authority’s newly implemented Customer Activity Repository only retains reconciliation 
reports for 90 days.  As a result, we were unable to review reconciliation reports for the first three 
quarters of fiscal year 2022.  The Commonwealth’s Accounting Policies and Procedures Manual (CAPP 
Manual) Section 20900 – Reconciliation Procedures, prescribes the level of detail at which agencies must 
reconcile records, accounts, and logs depending on the nature of the transactions.  If recorded in 
multiple systems, transactions should be traceable from one system to another, any variance between 
accounting data should be traceable to specific transactions, and agencies should explain and justify all 
variances.  Additionally, agencies should maintain documentation that enables accountants to follow an 
audit trail through the accounting process from each transaction to appropriate reports and other 
output.  Although the Authority is exempt from CAPP Manual requirements, we feel these requirements 
are an appropriate basis for industry best practices.   

By not retaining documentation and support for automated reconciliations, the Authority may 
have difficulty investigating discrepancies between systems, and may be unable to show that two 
systems reconciled as of a specific date.  The Authority should implement a process to ensure the various 
systems retain all automated reconciliation reports.  Additionally, the Authority should consider 
implementing a control to log when employees review the automated reconciliation reports in 
accordance with Authority’s policies and procedures. 
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Retain Inventory Documentation 
Type:  Internal Control  
Severity:  Significant Deficiency 
Repeat:  No 

The Authority conducts inventory counts at all retail stores and makes necessary adjustments in 
the inventory system to ensure the quantities in the system are complete and accurate.  During fiscal 
year 2022, the Authority did not retain records of the actual counts for the retail store inventories.  Due 
to system limitations, the Authority only retains the electronic data generated from the counts for 60 
days. As a result of not retaining the inventory count data, we were unable to review support for the 
manual adjustments in the inventory system resulting from the inventory counts.   

CAPP Manual Section 21000 – Records Retention/Disposition, requires agencies to preserve and 
maintain records such that they are accessible throughout their lifecycle.  Although the Authority is 
exempt from CAPP Manual requirements, we feel these requirements are an appropriate basis for 
industry best practices.  The Authority should retain documentation and support for all inventory 
adjustments, including the electronic records of each inventory count.  This will help establish an audit 
trail and reduce the risk of errors in the manual adjustment process.  The documentation for each 
inventory adjustment should include the quantity counted, the employee who conducted the count, and 
management review.  Without inventory count documentation, the Authority may have difficultly 
investigating discrepancies and ensuring that complete inventories occur.  The Authority should establish 
a new data retention process for inventory counts and update the inventory policy to address the 
retention of inventory documentation.   
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November 17, 2022 

The Honorable Glenn Youngkin 
Governor of Virginia 

Joint Legislative Audit 
   and Review Commission 

Alcoholic Beverage Control Board 
Virginia Alcoholic Beverage Control Authority 

INDEPENDENT AUDITOR’S REPORT ON INTERNAL CONTROL OVER 
FINANCIAL REPORTING AND ON COMPLIANCE AND OTHER MATTERS 

We have audited, in accordance with the auditing standards generally accepted in the United 
States of America and the standards applicable to financial audits contained in Government Auditing 
Standards, issued by the Comptroller General of the United States, the financial statements of the 
Virginia Alcoholic Beverage Control Authority (Authority) as of and for the year ended June 30, 2022, 
and the related notes to the financial statements, which collectively comprise the Authority’s basic 
financial statements, and have issued our report thereon dated November 17, 2022. 

Internal Control Over Financial Reporting 

In planning and performing our audit of the financial statements, we considered the Authority’s 
internal control over financial reporting (internal control) as a basis for designing audit procedures that 
are appropriate in the circumstances for the purpose of expressing our opinion on the financial 
statements, but not for the purpose of expressing an opinion on the effectiveness of the Authority’s 
internal control.  Accordingly, we do not express an opinion on the effectiveness of the Authority’s 
internal control. 

A deficiency in internal control exists when the design or operation of a control does not allow 
management or employees, in the normal course of performing their assigned functions, to prevent, or 
detect and correct, misstatements on a timely basis.  A material weakness is a deficiency, or a 
combination of deficiencies, in internal control, such that there is a reasonable possibility that a material 
misstatement of the entity’s financial statements will not be prevented, or detected and corrected, on a 
timely basis.  A significant deficiency is a deficiency, or a combination of deficiencies, in internal control 
that is less severe than a material weakness, yet important enough to merit attention by those charged 
with governance. 
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Our consideration of internal control was for the limited purpose described in the first paragraph 
of this section and was not designed to identify all deficiencies in internal control that might be material 
weaknesses or significant deficiencies and, therefore, material weaknesses or significant deficiencies 
may exist that were not identified.  Given these limitations, during our audit we did not identify any 
deficiencies in internal control that we consider to be material weaknesses.  We did identify certain 
deficiencies in internal control titled “Continue Improving Database Security,” “Continue Improving 
Security Awareness and Training Program,” “Continue Improving Oversight of Third-Party Service 
Providers,” “Continue Improving Internal Controls over Employment Eligibility Process,” “Continue 
Improving Internal Controls over Processing Payments,” “Improve Internal Controls over Employee 
Separation Process,” “Implement a Data/Records Retention Policy and Solution for Automated 
Reconciliations,” and “Retain Inventory Documentation,” which are described in the section titled 
“Internal Control and Compliance Findings and Recommendations,” that we consider to be significant 
deficiencies.  

Compliance and Other Matters 

As part of obtaining reasonable assurance about whether the Authority’s financial statements 
are free of material misstatement, we performed tests of its compliance with certain provisions of laws, 
regulations, contracts, and grant agreements, noncompliance with which could have a direct and 
material effect on the financial statements.  However, providing an opinion on compliance with those 
provisions was not an objective of our audit and, accordingly, we do not express such an opinion.  The 
results of our tests disclosed instances of noncompliance or other matters that is required to be reported 
under Government Auditing Standards and which are described in the section titled “Internal Control 
and Compliance Findings and Recommendations” in the findings titled “Continue Improving Database 
Security,” “Continue Improving Security Awareness and Training Program,” “Continue Improving 
Oversight of Third-Party Service Providers” and “Continue Improving Internal Controls over Employment 
Eligibility.” 

The Authority’s Response to Findings 

We discussed this report with management at an exit conference held on November 18, 2022. 
Government Auditing Standards require the auditor to perform limited procedures on the Authority’s 
response to the findings identified in our audit and described in the accompanying section titled 
“Authority Response.”  The Authority’s response was not subjected to the other auditing procedures 
applied in the audit of the financial statements and, accordingly, we express no opinion on the response. 

Status of Prior Findings 

The Authority has not taken adequate corrective action with respect to the previously reported 
findings “Continue Improving Database Security,” “Improve Security Awareness Training Program,” 
“Improve Oversight of Third-Party Service Providers,” “Improve Internal Controls over Employment 
Eligibility Process,” and “Continue Improving Internal Controls over Processing Payments.”  Accordingly, 
we included these findings in the section entitled “Internal Control and Compliance Findings and 
Recommendations.” 
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Purpose of this Report 

The purpose of this report is solely to describe the scope of our testing of internal control and 
compliance and the results of that testing, and not to provide an opinion on the effectiveness of the 
entity’s internal control or on compliance.  This report is an integral part of an audit performed in 
accordance with Government Auditing Standards in considering the entity’s internal control and 
compliance.  Accordingly, this communication is not suitable for any other purpose. 

Staci A. Henshaw
AUDITOR OF PUBLIC ACCOUNTS 

JMR/vks 
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AGENCY RESPONSE 
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