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AUDIT SUMMARY 
 

Our audit of Radford University for the year ended June 30, 2011, found: 

 

 The financial statements are presented fairly, in all material respects, with generally 

accepted accounting principles; 

 

 A matter involving internal control requiring Management’s attention; however, we do 

not consider it to be a material weakness; and 

 

 No instances of noncompliance or other matters required to be reported under 

Government Auditing Standards. 

 

We have audited the basic financial statements of Radford University as of June 30, 2011, and for the 

year then ended and issued our report thereon, dated December 13, 2011.  Our report, included in Radford 

University’s basic financial statements, is available at the Auditor of Public Accounts’ website at 

www.apa.virginia.gov and Radford University’s website at www.radford.edu. 

 

  

http://www.apa.virginia.gov/
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INTERNAL CONTROL FINDING AND RECOMMENDATION 
 
Improve Banner System Access Controls 
 

Radford granted certain employees access to forms within the Banner system whose essential job 
functions do not require access to those forms.  Radford’s Security Standard used to govern systems security 
for all internal and external IT systems states the University will “Grant IT system users’ access to IT 
systems, networks and data based on the principle of least privilege”.  
 

We identified a number of forms in Banner with critical controls or access to change information that 
affects a wide number of transactions.  Our review found the following control weaknesses.  
 

 Four employees who have no responsibility for establishing and updating tuition and fee rates 
have modification access to tuition rate tables.  These individuals included cashiers in the Student 
Accounting office.  Granting these privileges to those responsible for receipting tuition results in 
a lack of segregation of duties between billing and receipting.  While we noted that cashiers had 
system privileges to change tuition and fee tables we did not identify any changes outside of the 
Board approved tuition rates for the fiscal year. 

 
 Ten employees with no responsibility for establishing and updating fee rates have modification 

access to the fee table.  This table sets University-wide fees such as student housing rates and 
meal plan rates.  While we noted individuals who had improper system privileges to change fee 
tables we did not identify any changes outside the Board approved boarding rates for the fiscal 
year. 

 
These forms allow users to perform business-critical functions within the Banner application.  The 

University allowed this access because personnel had not identified the forms in question as sensitive forms 
during the access approval or review processes.  Allowing employees improper access to update forms within 
the Banner application reduces management’s ability, in the normal course of performing their assigned 
functions, to prevent, or detect and correct errors.  
 

We acknowledge that the University took immediate action to remove the access privileges granted to 
these users once identified, but the University should improve the effectiveness of its annual application 
access reviews in order to prevent these weaknesses in the future.  The University may wish to enhance those 
reviews by performing them more often, providing additional training to those individuals tasked with making 
determinations of the reasonableness of system privileges, or any combination of the two.  
 

In addition, the University is not removing access from Banner timely.  Two terminations evaluated did 
not have their access removed until nearly thirty days after the employee left the University.   

 
Finally, Radford grants the ability to both enter and approve journal entries to a limited number of 

users.  These privileges are necessary due to the responsibilities of those with permissions; however there 
should be no journal entries entered directly to the operating ledger without some oversight, except in the 
event of an emergency.  While our review of all journal vouchers entered and approved by the same user 
during fiscal year 2011 found no inappropriate transactions, the unchecked capability presents an internal 
control weakness to the University.  We recommend management implement a periodic edit report to be 
reviewed by an individual outside of those with enter and approve access to review transactions entered and 
approved by the same user for reasonableness. 
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December 13, 2011 
 
 
The Honorable Robert F. McDonnell 
Governor of Virginia 
 
The Honorable Charles J. Colgan 
Chairman, Joint Legislative Audit 
   and Review Commission 
 
Board of Visitors 
Radford University 

 
 

INDEPENDENT AUDITOR’S REPORT ON INTERNAL CONTROL OVER 
 

FINANCIAL REPORTING AND ON COMPLIANCE AND OTHER MATTERS 
 
 

We have audited the financial statements of the business-type activities and aggregate discretely 
presented component unit Radford University as of and for the year ended June 30, 2011, which collectively 
comprise the University’s basic financial statements and have issued our report thereon dated 
December 13, 2011.  Our report includes a reference to other auditors.  We conducted our audit in accordance 
with auditing standards generally accepted in the United States of America and the standards applicable to 
financial audits contained in Government Auditing Standards, issued by the Comptroller General of the 
United States.  We did not consider internal controls over financial reporting or test compliance with certain 
provisions of laws, regulations, contracts, and grant agreements for the financial statements of the component 
unit of the University which were audited by other auditors in accordance with auditing standards generally 
accepted in the United States of America, but not in accordance with Government Auditing Standards. 
 
Internal Control Over Financial Reporting  
 

Management of the University is responsible for establishing and maintaining effective internal 
control over financial reporting.  In planning and performing our audit, we considered the University’s 
internal control over financial reporting as a basis for designing our auditing procedures for the purpose of 
expressing our opinion on the financial statements, but not for the purpose of expressing an opinion on the 
effectiveness of the University’s internal control over financial reporting.  Accordingly, we do not express an 
opinion on the effectiveness of the University’s internal control over financial reporting. 

 
A deficiency in internal control exists when the design or operation of a control does not allow 

management or employees, in the normal course of performing their assigned functions, to prevent, or detect 
and correct misstatements on a timely basis. A material weakness is a deficiency, or a combination of 
deficiencies, in internal control such that there is a reasonable possibility that a material misstatement of the 
entity’s financial statements will not be prevented, or detected and corrected on a timely basis.
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Our consideration of internal control over financial reporting was for the limited purpose described in 

the first paragraph of this section and was not designed to identify all deficiencies in internal control over 
financial reporting that might be deficiencies, significant deficiencies or material weaknesses. We did not 
identify any deficiencies in internal control over financial reporting that we consider to be material 
weaknesses, as defined above. However, we identified a deficiency in internal control over financial reporting 
entitled “Improve Banner System Access Controls”, which is described in the section titled “Internal Control 
Finding and Recommendation,” that we consider to be a significant deficiency in internal control over 
financial reporting. A significant deficiency is a deficiency, or a combination of deficiencies, in internal 
control that is less severe than a material weakness, yet important enough to merit attention by those charged 
with governance. 

 
 The University’s response to the findings identified in our audit is included in the section titled 
“University Response.”  We did not audit the University’s response and, accordingly, we express no opinion 
on it. 
 
Compliance and Other Matters 
 

As part of obtaining reasonable assurance about whether the University’s financial statements are free 
of material misstatement, we performed tests of its compliance with certain provisions of laws, regulations, 
contracts and grant agreements, noncompliance with which could have a direct and material effect on the 
determination of financial statement amounts.  However, providing an opinion on compliance with those 
provisions was not an objective of our audit and, accordingly, we do not express such an opinion.  The results 
of our tests disclosed no instances of noncompliance or other matters that are required to be reported under 
Government Auditing Standards.   
 
Report Distribution and Exit Conference 

 
The “Independent Auditor’s Report on Internal Control over Financial Reporting and on Compliance 

and Other Matters” is intended solely for the information and use of the Governor and General Assembly of 
Virginia, the Board of Visitors, and management, and is not intended to be and should not be used by anyone, 
other than these specified parties.  However, this report is a matter of public record and its distribution is not 
limited.  
 

We discussed this report with management at an exit conference held on January 19, 2012. 
  
  
  
 AUDITOR OF PUBLIC ACCOUNTS 
 
AWP/clj 
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