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EDWARDS

INDEPENDENT AUDITOR’S REPORT ON COMMENTS AND SUGGESTIONS

To the Honorable Members of the Board of Supervisors and School Board
County of Ambherst, Virginia
Ambherst, Virginia

In planning and pe rforming our audit of the financial statements of the County of A mherst,
Virginia (the “ County”), as of and for the year ended June 30, 2016, in accordance with auditing
standards generally accepted in the United States of America, we considered its internal c ontrol over
financial reporting (internal control) as a basis for designing audit procedures that are appropriate for the
purpose of expressing our opinion on the financial statements and to comply with any other applicable
standards, such as Government A uditing S tandards and the regulations set forth in the Uniform
Guidance, but not for the purpose of expressing an opinion on the effectiveness of the County’s internal
control. Accordingly, we do not express an opinion on the effectiveness of the County’s internal control.

Our c onsideration of internal ¢ ontrol was for the limited p urpose described in the preceding
paragraph and was not designed to identify all deficiencies in internal control that might be material
weaknesses or si gnificant deficiencies and, t herefore, material w eaknesses or si gnificant d eficiencies
may ex ist t hat w ere n ot identified. In a ddition, because of inherent I imitations in internal control,
including the possibility of management override of controls, misstatements due to error or fraud may
occur and not be detected by such controls.

A deficiency in internal control exists when the design or operation of a control does not allow
management or employees, in the normal course of performing their assigned functions, to prevent, or
detect an d co rrect misstatements on a timely basis. A material weakness is a deficiency, or a
combination of deficiencies, in internal control such that there is a reasonable possibility that a material
misstatement of the entity’s financial statements will not be prevented, or detected and corrected on a
timely basis. A significant d eficiency is a d eficiency, or a c ombination o f de ficiencies, in i nternal
control that is less severe than a m aterial weakness, yet important enough to merit attention by those
charged with governance.

If material weaknesses or significant deficiencies were identified during our procedures they are
appropriately designated as such in this report. Additional information on material weaknesses or
significant d eficiencies and co mpliance an d o ther m atters is included in the Independent A uditor’s
Report on Internal Control over Financial Reporting and on Compliance and Other Matters B ased
on an Audit of Financial Statements Performed in Accordance with Government Auditing Standards
which should be read in conjunction with this report.
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Additionally, during our audit, we may have become aware of certain other matters that provide
opportunities for i mprovingy our financial r eporting system an d/or o perating ef ficiency. S uch
comments and suggestions regarding these matters, if any, are also included in the attached report, but
are not designated as a material weakness or significant deficiency. Since our audit is not designed to
include a detail review of all systems and procedures, these comments should not be considered as being
all-inclusive of areas where improvements might be achieved. We also have included information on
accounting and other matters that we believe is important enough to merit consideration by management
and those charged with governance. It is our hope that our suggestions will be taken in the constructive
light in which they are offered.

We have already discussed these comments and suggestions with management, and we will be
pleased to discuss them in further detail at your convenience, to perform any additional study of these
matters, or to assist you in implementing the recommendations.

ém, Cotymeds @747 447
CERTIFIED PUBLIC ACCOUNTANTS

Lynchburg, Virginia
February 8, 2017



CURRENT YEAR COMMENTS ON INTERNAL CONTROL AND
OTHER SUGGESTIONS FOR YOUR CONSIDERATION

COMMONWEALTH OF VIRGINIA DISCLOSURE STATEMENTS

During our ¢ ompliance t esting, w e not ed five individuals th at f iled th eir s emi-annual di sclosure
statements after the required December 15, 201 5 d eadline. A dditionally, one individual’s statement w as n ot
located. We recommend that steps be taken to ensure that all statements are filed and filed timely. As noted in
our A ccounting and O ther M atters s ection o f this letter, the Virginia Conflict of Interest and E thics A dvisory
Council has implemented a $250 late filing penalty for Statement of Economic Interest filers.

Management’s R esponse: Multiple rem inders are sent by the County Administrator’s office to all elected
officials, which include notice of the 8250 penalty. A policy is currently being drafted to centralize the record
keeping of all filings within the County Administrator’s office. This will hopefully insure that all filings are timely
and easily accessible when needed.

TRAVEL AND CREDIT CARD EXPENDITURES

During our review of a sample of travel and credit card expenditures, we noted instances of transactions
both at the School Board and the C ounty that were approved by the de partment head who had submitted the
reimbursement request, or were approved by a subordinate of the de partment head. We recommend that the
County A dministrator o r a nother a ppropriate i ndividual r eview an d ap prove al 1d epartment h ead travel
reimbursement r equests andt hata Board Member or appropriate designated individual a pprove a ny
reimbursements for the County Administrator.

Management’s R esponse: All de partment he ad t ravel e xpenses a re now being ap proved by t he C ounty
Administrator and t he C ounty A dministrator’s travel exp enses will be approved by t he County A ttorney or a
member of the Board of Supervisors.



PRIOR YEAR COMMENTS ON INTERNAL CONTROL AND
OTHER SUGGESTIONS FOR YOUR CONSIDERATION

SEGREGATION OF DUTIES (MATERIAL WEAKNESS)

One of the more important aspects of any internal control structure is segregation of duties. In an ideal
system of internal controls, no individual would perform more than one duty in connection with any transaction or
series of transactions. In particular, no one individual should have access to both physical assets and the related
accounting r ecords. Such acces s m ay al low er rors o r i rregularities to o ccurandeithernotbe detectedor
concealed.

Decisions a bout c ontrols and processes always s hould be made in the light of the net benefit o fthe
various solutions — and there may be times when management concludes that the cost of a control is not worth its
net benefit. However, due to the nature and number of areas where we noted improvements could be made, we
believe the B oard and management should take a closer look at the policies and procedures in place and give
careful evaluation to the improvements that could be made to current systems. In addition to areas where duties
could be further segregated, the Board and management might also consider putting mitigating controls in place,
such as review of user logs, review of transaction logs, and other oversight and monitoring in areas where
segregation is not feasible.

In particular, we noted the following areas where duties are not fully segregated:

e Under the current system access controls, the Director of Accounting can enter payroll time, edit the
master p ayroll file, and approve payroll edits. Additionally, s he has responsibility for calculating
percentage p ay increases and v erifying that the correct pay rates are entered into the sy stem each
fiscal y ear. 1 deally, t he Director of A ccounting would not ha ve the a bility t o input pa yroll
information and would serve as the reviewer and approver of payrolls.

e The Senior A ccount Clerk has the ability to edit the master payroll file and input time and ot her
payroll related information to process payroll. Ideally, the Senior Account Clerk would not have the
ability to edit the master payroll file.

e The Director of Accounting is the only person who can make budget adjustments in the system. She
is also he avily involved in the budg eting process. Ideally, the Director of A ccounting would be
renewing e ntries m ade by a ccounting de partment s taff and w ould not have t he a bility t o e nter
adjustments.

e The Accounts Payable Clerk can edit master vendor files and receives checks back for mailing after
they have been printed in Information Technology. Ideally, the Accounts Payable Clerk would not be
able to perform these functions along with her responsibilities for entering invoices.

e The Treasurer prepares the account reconciliation for all investment accounts and has access to cash
receipts.

e We noted that one Deputy Treasurer has the ability to post to the general ledger, void transactions,
receive and process cash and has access to the vault and safe.

e The CFO for the School Board prepares bills, collects on receivables, p osts cash receipts into the
school’s general ledger system, and has access to cash receipts before and after they have been posted.
In addition, she has administrative rights to the accounting software and posts journal entries. The
CFO al so can initiate p urchase o rders, ap prove o rders, receive g oods, h andles A P ch ecks a fter
signatures, reconciles credit card statements and receipts, can edit the master vendor list and master
employee files in the system, functions as the payroll back-up, and is also responsible for complete
grant reimbursement requests and drawdowns.

(Continued) 6



PRIOR YEAR COMMENTS ON INTERNAL CONTROL AND
OTHER SUGGESTIONS FOR YOUR CONSIDERATION

SEGREGATION OF DUTIES (MATERIAL WEAKNESS) (Continued)

e The Payroll Clerk for the Schools has access to the master employee files. There is currently no log
generated and reviewed for changes to master files. Ideally, access to master employee files would
lie with someone else.

e We recommend that personnel outside of the County’s Treasurer’s office review and approve all wire
transfers, bank statements and related reconciliations, and journal entries created in the Treasurer’s
office in order to enhance controls. Central accounting is responsible for the entire general ledger,
which includes all cash and tax accounts. We recognize that state statute puts those under control of
the Treasurer’s office, bu tt hat doe s n ot eliminate a 11 responsibility of finance a nd accounting
personnel to monitor and understand the transactions in those accounts and review reconciliations on
them.

e We would also recommend that the County implement a call back procedure for wire transfers such
that t he ba nk w ould notify s omeone out side of the Treasurer’s o ffice o f wire t ransfers t hat have
occurred.

e Currently, there is no review or approval of the entries that are written and posted by the Director of
Accounting. We recommend that the C ounty formulate procedures where all entries are approved
prior to posting. Ideally, the Director of Accounting would be reviewing and approving entries, but
would not have the ability to write and post an entry to the system. Posting should rest with another
individual who does not have approval authority. In addition, we recommend that a knowledgeable
individual review logs or other reports from the system to determine that only approved entries are
being posted to the general ledger.

e Additionally, we also noted that complete supporting documentation is not consistently maintained
with entries posted. While support was located for entries when requested, accounting personnel had
to search for support that was maintained in v arious files or locations. When feasible, copies of
support for entries should be maintained with the approved journal entry form to provide complete
support and record for the entry in question.

Current Status: During fiscal year 2016, budget amendments were entered by the accounting department staff
and approved by the Director of Accounting. Also, the Director of Accounting’s ability to enter payroll time and
edit the master payroll file was removed. We also noted that supporting documentation was more frequently
maintained with journal entries posted. All other conditions are still applicable for fiscal year 2016.

Management’s Response:

e Due to staffing changes and a reorganization of the Finance Department, payroll duties should be completely
segregated by the end of fiscal year 2017.

o The Payroll Clerk (previously the Senior Account Clerk) still maintains the ability to edit the master payroll
file, input time, and other payroll related information to process payroll. However, now the Finance Director
is re viewing a ll ch anges m ade by t he P ayroll C lerk a s w ell a s t he p ayroll p rior t o submitting t o t he
Information T echnology d epartment f or pr ocessing to ensure t hat t he P ayroll C lerk ca nnot ed it t he f'ile
without review.

(Continued) 7



PRIOR YEAR COMMENTS ON INTERNAL CONTROL AND
OTHER SUGGESTIONS FOR YOUR CONSIDERATION

SEGREGATION OF DUTIES (MATERIAL WEAKNESS) (Continued)

Management’s Response: (Continued)

The A ccountant pos ition now pr epares budg et am endments and t hey w ill be appr oved by the F inance
Director beginning in January 2017.

The reorganization of the office no longer allows the Accounts Payable Clerk to edit master vendor files. The
Finance Director reviews all Accounts Payable prior to submitting to Information Technology for processing
of ACH file and checks. The AP clerk does receive checks back from Information Technology for mailing.

The Finance Department will begin r econciling all c ash accounts, including investments, t o t he ge neral
ledger in February 2017. This will provide the needed review due to the Treasurer’s access to cash receipts.

The Finance Director will meet with the Treasurer in February 2017 to discuss how the duties of the office
can be segregated to eliminate one deputy having the ability to post to the general ledger, void transactions,
receive and process cash, and have access to the vault and safe.

The following is an update to processes within the School Board business office;

The Accounting Clerk opens and prepares bills for payment, the CFO inputs, the accounting clerk codes the
bills and the CFO posts, the accounting clerk checks off the checks and mails them out. The accounting clerk
inputs the cash receipts and CFO carries them to the Treasurer for processing. Both employees can input the
EDI’s from the Department of Education. The accounting clerk inputs the purchase orders as requisitions.
The CFO processes them as purchase orders and signs them. The accounting clerk sends them out through
email or faxes. As a rule, the accounting clerk reconciles the credit card bank statement. The CFO changes
vendor addresses based on information that is provided to me by the accounting clerk and/or the staff in the
instructional office to also input requisitions for their departments. The hiring of an A ccounting Clerk has
provided some segregation of duties; however it has not fixed them all. T he County Finance Director will
work with the School CFO to see if any other changes can be made to segregate things further.

The Payroll Clerk fort he S chools c ontinues t o h ave a ccess to the m aster em ployee file, h owever all
information is input into the AS400 system by Human Resources. The Finance Director and CFO will work
on implementing a review process for these changes as the Payroll Clerk has access to the master employee
file and there c urrently i s nol ogtoreview c hanges. W hen t he Sc hools ar e i ntegrated on to t he s ame
accounting system of the County the log will exist for review.

The Finance D epartment will b egin r econciling all cash ac counts during fiscal year 2017. T he Finance
Director will meet with t he Treasurer to discuss implementing a review p rocess for wire t ransfers, bank
statements, reconciliations and journal entries created in the Treasurer’s office. The Finance Department if
time allows, will start r econciling o ther b alance sh eet a ccounts during fiscal year 2017 with a c omplete
implementation of reconciliations by the end of fiscal year 2018.

The entire process for wire transfers will be reviewed by the Finance Director and Treasurer to insure proper
controls will be put into place by the end of fiscal year 2018.

The process for journal entries has changed with the reorganization of the Finance Department. The Finance
Director now approves all entries prior to posting. A formal procedure will be added to the A ccounting
regulations by the end of fiscal year 2018.

Supporting documentation is being filed with each journal entry form in a single location, thereby eliminating
the need to search in several locations for supporting documentation.

(Continued) 8



PRIOR YEAR COMMENTS ON INTERNAL CONTROL AND
OTHER SUGGESTIONS FOR YOUR CONSIDERATION

RECONCILIATIONS AND ADJUSTMENTS (MATERIAL WEAKNESS)

Aspartof our audit, w e pr oposed m ultiple significant adjustments related t o accounts r eceivable,
accounts payable, long-term d ebt, cap ital assets, 1 andfill closure/post-closure liabilities, property taxes, EMS
billings, and o ther ac crued liabilities. Many of these ad justments could be c ompleted internally, significantly
reducing the number of audit adjustments, if reconciliations w ere pe rformed for significant balance sheet and
related accounts. We recommend that these reconciliations be performed no less frequently than quarterly and at
year end. Accounts with more activity should be considered for monthly reconciliation.

The

(Continued)

following are a list of suggested reconciliations that should be performed:

Cash reported in the funds should be reconciled to the Treasurer’s accountability fund once all cash
and investment accounts are reconciled each month.

Tax ledgers sh ould be r econciled at1east quarterly in sl ow co llection p eriods and no | ess t han
monthly i n bus ier ¢ ollection pe riods, to tie ou tb illings, c ollections, abatements, a nd a ccounts
receivable for personal property and real estate taxes.

Miscellaneous accounts r eceivable, 1 odging t ax, m eals t ax, an d o ther 1 ocal r eceivables should be
reconciled to supporting documentation.

Due f rom ot her g overnments ( local, state, a nd federal) s hould be a nalyzed, both for r ecurring
payments and amounts that are submitted for reimbursement for proper recording as receivables and
potentially deferred revenues at year end.

Prepaid ex penditures (insurance r enewals, se rvice contracts, m aintenance ag reements) sh ould b e
evaluated and recorded on the general ledger. Amounts should be tracked and amortized monthly.

Due to/due froms and transfers between funds should be reconciled to the subsidiary ledger.

A subsidiary ledger should be maintained for accounts payable that is reconciled to the general ledger.
While we noted some accounts payable were recorded at year end, there were not detailed listings of
what was recorded and amounts were only recorded through mid-July, resulting in material missed
items. Payables should be extended at least 6 0 days past year end to capture items that are not
received as quickly. Additionally, for any large projects, such as construction projects, renovations,
etc., personnel should ensure that invoices have been received and recorded for all work completed
through year end.

Capital assets should be reconciled at least on a quarterly basis beginning with prior year balance,
adding pur chases, m oving t ransfers f rom ¢ onstruction i n p rogress t o de preciable accounts, a nd
subtracting disposals. We noted missed asset additions and deletions in our testing of capital assets.

Construction in progress should be tracked and reconciled to invoices and project budgets. There
were no schedules s howing w hat ¢ onstruction in progress c onsisted of at year end. Additionally,
significant payables w ere missed at year end that could have been captured if projects were more
closely monitored.

Debt should be reconciled to the amortization schedules and/or statements from the lender including
principal and interest allocations in the funds.

While bo th't he C ounty a nd t he S chools reconciled t he annual s tate d isbursement r eport, w e
recommend t his b e co mpleted quarterly and any ad justments to properly cl assify items be posted
throughout the year.



PRIOR YEAR COMMENTS ON INTERNAL CONTROL AND
OTHER SUGGESTIONS FOR YOUR CONSIDERATION

RECONCILIATIONS AND ADJUSTMENTS (MATERIAL WEAKNESS) (Continued)

e Employee leave balances should be reconciled and the amount out standing c alculated, taking into
account all caps on payouts in place. While personnel did calculate this at year end, they did not
properly take caps into place or record FICA on the balance, resulting in audit adjustments.

¢ Fund balance/net position for each fund should be reconciled to the prior year audit report once a year
and no adjustments should be made to these accounts unless material errors in prior reported amounts
are encountered.

Current S tatus: Procedures t o r econcile t ax | edgers t o billings, c ollections, abatements, and accounts
receivable were implementedin fiscal year 2 016. Debtw as r econciled t o t he am ortization s chedules and
employee leave balances were calculated, taking into account FICA and policy caps on payout. Improvements
were noted in the r econciliation of amounts due from ot her governments and recording o f a ccounts pa yable,
however, adjustments were still necessary. Not all capital assets were identified prior to fieldwork, and recording
of assets or depreciation expense were not posted to the general ledger. Cash in the funds did not agree to the
Treasurer’s accountability funds, n ecessitating an a djustment. Finally, fund bal ance/net position had m inor
differences from the prior year audited balances. All other conditions still exist for fiscal year 2016 and resulted
in adjustments as part of the audit process.

Management’s Response: Beginning in fiscal year 2017, with an anticipated completion date of the end of fiscal
year 2019, all balance sheet accounts will be reconciled monthly for accounts with a large volume of activity and
quarterly for those accounts with sporadic activity.

o Cash reported in all funds will begin being reconciled to the Treasurer’s accountability fund along with the
reconciliation of that same cash to the actual bank statements. This is slated to begin February 2017.

o Tax Ledgers, along with the associated revenue accounts, will be reconciled to the general ledger receivable
accounts starting in fiscal year 2017 with a completion date anticipated by the end of fiscal year 2018.

o Miscellaneous accounts receivable, lodging tax, meals tax, and other local receivables will be reconciled to
supporting documentation by the end of fiscal year 2019. A centralized system will be developed during this
time as well so that all miscellaneous receivables will be maintained through the Finance department.

o  Due from other governments will be analyzed at year end beginning with fiscal year 2017. T he accountant
will prepare the proper journal entries necessary at year end.

o Accounts Payable will begin to be reconciled in fiscal year 2017 with the process completely in place by end
of fiscal year 2018.

e Capital assets, while important, are not a top priority at this time. The spreadsheet will continue to be used
to maintain the asset listing with staff calculating depreciation and recording it in the general ledger. Staff
will be maintaining the additions and deletions quarterly by the end of fiscal year 2017.

o All Construction in Progress is now being maintained in the Construction Funds and captured at year end as
either an in service asset or as ongoing construction in progress.

o Debt is reconciled quarterly to insure accuracy or balances both with the lenders and the County general
ledger.

(Continued) 10



PRIOR YEAR COMMENTS ON INTERNAL CONTROL AND
OTHER SUGGESTIONS FOR YOUR CONSIDERATION

RECONCILIATIONS AND ADJUSTMENTS (MATERIAL WEAKNESS) (Continued)
Management’s Response: (Continued)

o The state disbursement account for the County and Schools is being reconciled quarterly beginning in fiscal
year 2017 and reclassifications made if necessary at that time. T he annual report reconciliation should be
much easier once these are in place.

o The leave balance calculation was corrected in fiscal year 2016 and will continue to be calculated by staff.

o The final balance s heet per the audit will be reconciled with the general ledger to insure that there are no
differences in the fund balance/net position going into fiscal year 2017.

AMBULANCE RECEIVABLES (MATERIAL WEAKNESS IN 2015)

Ambulance receivables do not appear to be reviewed during the year for appropriateness. Additionally,
initial supporting documentation obtained for receivables at year end required an adjustment for bad debts. The
County c urrently ut ilizes a third-party vendor f or billing, c ollections, and r eporting; however, th e ultimate
responsibility for recording and accounting is the County’s. Without review during the year, there is a risk that
receivable am ounts could b e materially misstated. There is also a risk that billings, ¢ ollections, and report
information could be misstated or misappropriated. We recommend that the County review reports provided by
the third-party vendor at least quarterly and adjust amounts as necessary. Since key controls in collecting, billing,
and reporting are part of the third-party vendor’s system, we believe it is important the County understand these
processes, and this increases the importance of the County’s review.

Current S tatus: Reports from t he third-party vendor are being compared t o receipts. Adjustments w ere
properly recorded by the County for receivables and the allowance for uncollectible amounts at year end.

Management’s Response: At [east quar terly, an a nalysis o f't he r eports provided by t he t hird-party v endor
compared to cash receipts will be documented. In the development of reconciliations one will be done for the
ambulance r eceivable and t he as sociated a llowance ac count. A ppropriate ad justments will be m ade by s taff
through the year and at year end.

ACCOUNTING FOR CAPITAL ASSETS

There is no procedure in place to capture capital assets at purchase, resulting in capital asset records not
being updated until after year end. In addition, capital asset changes such as disposals, transfers, etc., are not
updated until after year end. The untimely process of updating capital asset records increases the risk of capital
asset transactions being missed entirely. In addition, management does not currently perform a periodic review of
capital asset records, other than vehicles. We noted during fieldwork that there are inconsistencies in lives and
classifications. We recommend that procedures be implemented to capitalize any asset purchase at the time of
purchase. We al so recommend t hat t he C ounty and t he S chools a ssign so meone t he task o freviewing an d
updating c apital a ssets r ecords pe riodically t hroughout t he y ear and require e ach de partment t o c omplete an
annual physical inventory of capital assets to ensure records are reconciled and complete.

(Continued) 11



PRIOR YEAR COMMENTS ON INTERNAL CONTROL AND
OTHER SUGGESTIONS FOR YOUR CONSIDERATION

ACCOUNTING FOR CAPITAL ASSETS (Continued)

We also recommend County and the Schools implement procedures to track construction in progress as
jobs that are completed over time progress, especially jobs that will start in one fiscal year and be completed in a
subsequent year. The County was not fully aware, nor could personnel easily provide support for amounts that
were in construction in progress at the beginning of fiscal year 2014. It required investigation on the part of
County personnel to determine what amounts were in progress at the beginning of the year.

Currently, capital assets are currently maintained in an Excel spreadsheet, which increases the risk for
errors in calculations and in rolling forward be ginning balances. Formulas can easily become corrupted. We
recommend the County and the Schools evaluate and implement capital asset software, either within the current
accounting sy stem or with a s eparate asset package. The software should provide the ability to track de tailed
asset 1 nformation, including b y cl ass, d epartment, et c., to ac curately m aintain ass et listings, en able easy
circulation of assets for review by departments, and calculate annual depreciation expense.

Finally, we recommend that the County and Schools adopt a comprehensive capital asset manual. This
manual should cover capital asset thresholds (cost and useful life that requires capitalization), the recommended
useful lives or ranges of lives for assets often purchased or constructed by the County, classes of items (such as
buildings, land improvements, equipment, vehicles, etc.), the required procedures for disposing of any assets, and
a re commended method for tracking/tagging or otherwise enabling inventories to be e asily maintained for all
departments and their assets.

Current Status: Still applicable for fiscal year 2016.

Management’s R esponse: Capital assets are c urrently m aintained in a s preadsheet and will continue to be
maintained in t his m anner until t he end of fiscal year 2018. T he Finance Director anticipates be ginning t he
process of implementing the module within the financial software package in fiscal year 2019. A process will be
implemented at that time to have departments report additions and deletions to the Finance Department. This
will ensure accurate balances, no additions or deletions will be missed, and depreciation will be easily calculated
within the system at year end. After implementation of the software, the County will explore the annual physical
inventory of capital assets within each department.

As stated previously, all construction projects will be maintained within the Construction Funds to better account
for Construction in Progress at year end.

After al l pr ocesses areinplace a capital as set m anual will b e w ritten and incorporated into t he financial
regulations of the County.

PURCHASE ORDER SYSTEM AND ENCUMBRANCES

Currently, the County is not fully utilizing a centralized purchase order system. Some purchases, such as
office supplies and school supplies purchased in large quantities are more c entralized and under c ontract, but
many others are not. A dditionally, there are purchasing guidelines in place that cover requirements for quotes,
both verbal and written, as well as the need to solicit bids, but the process is not fully centralized. A centralized
purchase order system is used to help control spending and ensure that purchases are approved only if there are
funds available for use. This system would provide strong tracking of not only what has been expended, but what
amounts have been committed for goods and services. We noted that some departments are doing this, but there
is no mechanism in place to provide such information to the Board, nor is there a mechanism in place to provide
copies of purchase orders to accounting to be matched to invoices independently of the purchasing process.

(Continued) 12



PRIOR YEAR COMMENTS ON INTERNAL CONTROL AND
OTHER SUGGESTIONS FOR YOUR CONSIDERATION

PURCHASE ORDER SYSTEM AND ENCUMBRANCES (Continued)

In a ddition, t he use of a c entralized pur chase order s ystem w ould allow the C ountyt o record
encumbrances on the accounting system, providing management with increased budgetary control throughout the
year and at year end. Current practice to is “cancel” any purchase orders at year end and re-issue them in the new
fiscal year. Proper use of an encumbrance process in a purchase order system would eliminate that practice and
allow for better budgeting and expenditure tracking.

Current Status: Still applicable for fiscal year 2016. The County is reviewing options for a more centralized
purchasing system.

Management’s Response: After all pertinent account reconciliations are in place and the processes associated
with them, the process of getting all departments access to the software program will begin. O nce departments
can access the system, the purchase order system can be centralized and timely information will be available to
the departments. T he County is aware that this will help in the budgeting and expenditure tracking, but at this
time does not have a timeframe for full implementation. The anticipated start date for this implementation at this
time is January 2019.

ACCOUNTING MANUAL

Neither the County nor the Schools have a complete accounting procedures manual. Written procedures,
instructions, and assignment o f du ties w ill pr event or r educe m isunderstandings, e rrors, inefficient or w asted
effort, duplicated or omitted procedures, and other situations that can result in inaccurate or untimely accounting
records. A we ll-devised acco unting m anual can also h elp to assure that a1l si milar t ransactions are treated
consistently, that accounting principles used are proper, and that records are produced in the form desired by
management. A good accounting manual should aid in the training of new employees and possibly allow for
delegation to other employees of some accounting functions management performs. It will take some time and
effort for management to develop a manual; however, we believe this time will be more than offset by time saved
later in training a nd s upervising a ccounting pe rsonnel. Also, in the process of the comprehensive review of
existing accounting procedures for the purpose of developing the manual, management will be likely to discover
procedures that can be eliminated or improved or added to make the system more efficient and effective.

Current Status: Still applicable for fiscal year 2016. No complete accounting policies and procedures manual
is in place.

Management’s R esponse: As the Finance Director evaluates current processes and develops new p rocesses
they will be documented and collected into a manual. Anticipated completion date is June 2020.

DUAL ACCOUNTING SYSTEMS

Currently, s chool personnel are entering all financial items into their own accounting sy stem and then
providing information to the County to be entered into the County’s system so that processing can be completed.
School pe rsonnel ¢ annot p rint ¢ hecks or finish t he process for direct d eposits. Revenues are entered in the
County’s system when the T reasurer’s office processes EDIs or de posits brought over by school personnel.
School personnel enter all receipts into their system. Currently, there is no formal reconciliation process to ensure
that the two systems are in agreement. Additionally, historically, any school related audit adjustments have not
been entered into the school system. We recommend that the County and Schools pursue options to have both
entities on one accounting system. If that is concluded to not be feasible, then we recommend that the County and
Schools reconcile the information contained in both systems monthly and resolve any discrepancies promptly.
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DUAL ACCOUNTING SYSTEMS (Continued)
Current Status: Still applicable for fiscal year 2016.

Management’s Response: The County will be working towards combining School and County financial systems
on to one ac counting system in t he future. T his will r emain as an ou tstanding i tem for s ome time as more
pressing processes are implemented. Reconciling the two systems and entering all adjustments on the School side
will be explored as well. The County does not anticipate this to begin before fiscal year 2019.

USE OF CREDIT CARDS

Because controls over purchases made with credit cards are generally less formal, and because often these
transactions are conducted with vendors who may also sell consumer items, it can be difficult to detect
unauthorized purchases. For this reason, the use of credit cards tends to attract fraud and abuse. At most local
governments, the controls over these purchases consist primarily of the requirement that invoices and receipts be
provided for every transaction. This documentation is then reviewed and approved by the supervisor before being
forwarded to the finance department for final approval for payment. Properly implemented, these are effective
controls — however, t heir e ffectiveness is h ighly dependent up ont he a ttention to de tail, k nowledge, a nd
skepticism of those who approving the payments. We suggest that management consider the following questions:

e How rigorous is the review of credit card receipts and applicable store account invoices when they
are submitted for approval — are they inspected closely for items that could be personal in nature?

e Does the person reviewing these documents maintain a skeptical attitude?

o Is such documentation being reviewed and approved by appropriate personnel? Such personnel
should have sufficient knowledge about the department and its operations to allow them to identify
and question unusual purchases.

e Aret here ap propriate o ffsetting r eviews i n cas es where su pervisors m ay b e r esponsible for
reviewing a nd a pproving c redit ¢ ard and s tore account purchases, including those t ransactions
conducted by the supervisor himself or herself?

e Are there appropriate limits on credit cards and store accounts?

e Are there any such accounts which are unnecessary and which could be closed without hindering the
County’s operations?

We are bringing these issues to your attention because these areas are susceptible to abuse, and because
the quality of controls over these areas can be difficult to measure. In other words, the signature of one supervisor
may indicate a thorough review of doc umentation, while the signature o f another may signify only a cursory
glance at the materials with no substantive review at all — a finance department will rarely know the difference.
Because of these factors, we recommend that the County’s management review the questions above with those
personnel w ho are involved in a pproving these transactions, and reinforce in their minds the importance of
vigilance and attentiveness.
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USE OF CREDIT CARDS (Continued)
Specifically, we suggest consideration of the following controls:

o The County should consider restricting some cards for specific use or vendors. F or instance, usage
could be limited to travel related expenses or for vendors where emergency purchases are made. For
travel related expenses, set limits for expenditures such as a per diem rate and require employees to
pay for any overages.

e Limitt he n umbers o f¢ ards issued to em ployees. F or instance, restricti ssuance o fc ardst o
department heads or senior staff.

e Perform background or credit checks on employees before issuance and consider bonding employees
with cards issued to them.

e Other credit cards could remain locked up un til needed for use. A sign-out system could then be
implemented where employees check out the cards when needed. The County should require prior
written authorization b efore t hese c ards ar e ch ecked out or b efore credit c ards are used to m ake
purchases. Ifthe department has to have a card available at all times, have one card available to be
checked out by only those who are on call.

e Limit the individuals authorized to request credit increases or additional cards.

e Have a1l s tatements m ailed di rectly t o the finance department. R equire that e mployees s ubmit
original receipts for credit card purchases to department heads for approval. Have department head
submit a pproved, or iginal r eceiptst ot he f inance de partment f or m atching of s upporting
documentation to statements. Only pay statements that have been supported by approved, original
supporting documentation. This function should be segregated from the issuance of credit cards.

o Ensure that all receipts and other documentation are reviewed and approved by someone other than
the individual making the purchases. T his person should be knowledgeable about the department’s
purchasing needs.

e Set spending limits consistent with the needs of the County such as by day, by card, or by transaction.
Monitor cards for spending beyond such limits.

We noted that currently there are multiple credit card accounts in use in the County, making review,
maintaining of cards, and policies more difficult. We recognize the ease of small purchasing with credit cards and
see that as a benefit to the County’s operations. We recommend that the County evaluate the implementation of a
uniform purchasing card system to be used by all County employees who will be issued a card. This would place
all cards under one master account, allowing for credit limits and authorized users to be easily tracked, revised as
necessary, and spending monitored for any unusual items.

Current Status: Still applicable for fiscal year 2016. We encourage the County to explore controls and options
to create a comprehensive credit card system to meet all user needs.

Management’s Response: The Finance Director will be reviewing the current credit card policy and making
any revisions necessary to insure adequate internal control by early fiscal year 2018. At present, the County has
issued less than 10 credit cards, which is not a difficult number to track. The use of a uniform purchasing card
system will be explored for the County at a later date along with the purchase order system full implementation.
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PAYROLL COMMENTS AND SUGGESTIONS

During an a greed upon p rocedures e ngagement w ith t he C ounty in fall 20 13, we communicated t he
following comments on m atters noted in payroll procedures and processes. Many of these comments were not
addressed or fully addressed before the end of fiscal year 2014, so we have included them in this letter as well.
Some of these comments could also be applied to other areas of County operations in looking at ways to improve
controls and processes in place for the County.

ORGANIZATIONAL/STRUCTURAL SUGGESTIONS

PAYROLL MANUAL

The County currently does not have a written payroll manual and most of the key payroll processes and
controls are not documented in written form. In c ommon practice, such documentation v aries significantly in
level of detail, but we recommend that the County develop a written manual that provides at least the following:

e A description of each step in the payroll process.

o Identification of key points of internal control, and a description of how evidence of the control will
be retained.

e A description of the required contents of each personnel file.
e A description of the process for set up of new employees and termination of departing employees.
e Responsibilities of each person who participates in the payroll process, including responsibility for

key controls.

We believe that developing this level of detail in written form will not be cost-prohibitive nor particularly
time consuming — the understanding of the County’s payroll processes which we have developed as part of this
engagement c ould be used as a starting poi nt. The be nefits o f de veloping t his do cumentation include t he
following:

e It pr ovides m anagement a nd t hose ¢ harged w ith g overnance an und erstanding of t he s ystem of
internal controls. M anagement (not the external auditor) is responsible to see that internal controls
are in place — written documentation both increases management’s visibility into the control structure
and demonstrates that management is managing this responsibility appropriately.

e It pr ovides ¢ lear doc umentation o f i ndividual r esponsibility a nd a ccountability, w hich s erves t o
ensure that key points of control are indeed being followed.

e New employees or management can more easily and effectively step into their roles.
Current Status: Still applicable for fiscal year 2016.

Management’s Response: The payroll manual is being developed and is anticipated to be completed by the end
of fiscal year 2017. The County will, from time to time, amend the manual as processes become more streamlined.

(Continued) 16



PRIOR YEAR COMMENTS ON INTERNAL CONTROL AND
OTHER SUGGESTIONS FOR YOUR CONSIDERATION

ORGANIZATIONAL/STRUCTURAL SUGGESTIONS (Continued)

PERSONNEL FILES

We no ted that pe rsonnel f ile documentation isn ot ¢ onsistent b etween C ounty de partments a nd
Constitutional Officers. We recommend that management consider the following:

o Ensure that personnel files are maintained in a centralized secure 1 ocation w here only ap propriate
personnel have access to such files.

o Establish a ch ecklist for each file to ensure that every personnel file has appropriate and consistent
documentation.

e If Constitutional Officers maintain their own personnel files, establish a minimum of documentation
that w ill b e r etained in a s eparate pe rsonnel f ile maintained by t he C ounty. T hat m inimum
documentation should include pay rate information, raise calculations, and any other documentation
relevant to the payroll processes.

e Maintain annual salary or pay rates documentation signed by employees and kept in the personnel
files to support the annual salary for each employee.

e  Wherever p ossible, en sure t hat p ayroll and h uman resources p rocesses a re ¢ onsistent a cross a Il
County departments, including those which are supervised by constitutional officers.

Current Status: We noted that personnel files selected had pay rate documentation signed by employees. T he
County is continuing to work to centralize all documentation with the recent full-time hire in the human resources
department.

Management’s Response: County HR maintains complete personnel files on those employees who fall directly
under t he County Administrator’s chain of c ommand (regular C ounty departments) and limited payroll and
benefit related files on the employees of Constitutional Officers and other County agency heads (Library, Museum,
DSS, Public Service Authority, etc.). These files are maintained in the County HR office in locked file cabinets.
The HR Coordinator has the only keys to the cabinets and controls access to the files.

A checklist regarding documents required for each type of personnel file is being developed. Target completion
date: February 28, 2017.

Revisions to the HR regulation were adopted by the Board of Supervisors on January 17, 2017. Revisions to
Section 2.13.1-3 include | anguage describing the limited nature of files (primarily pay roll/benefit information)
kept by the County HR office on employees of Constitutional Officers, the Service Authority, and other County
agencies. As the HR Coordinator meets with the Constitutional Officers and other County agency heads over the
next several months, the County’s checklist will be shared.

A P ayroll A uthorization Form has been de veloped and d istributed to be s ubmitted o n a ll new h ires af ter
January 1, 2017. T he Salary Change Authorization Form was revised for use with salary/position changes of
current employees and distributed at the same time.

The HR Coordinator is meeting with all Constitutional Officers and County agency heads to discuss and identify
areas of concern and ways t hat County HR can assist t hese departments. T his s hould al low for consistency
across the organization. Target completion date: June 30, 2017.
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ORGANIZATIONAL/STRUCTURAL SUGGESTIONS (Continued)

COMMUNICATION AND TRAINING

We recommend that there be training and education at some point that involves department heads and
others who are involved in the payroll process, outside of the finance department to ensure that they have a full
understanding of their own responsibilities versus those of the finance department. This training could occur in
stages, but would likely be most effective after management and the finance department have fully discussed the
recommendations contained in this document and reached conclusions as to which new policies to adopt.

Management should also ensure that those involved with payroll are receiving appropriate “best practice”
training and are staying abreast of applicable laws and regulations. Payroll for a governmental entity is a complex
process that requires compliance with myriad federal and state regulations. S pecial attention should be paid to
unique areas such as public safety payroll.

Current Status: Still applicable for fiscal year 2016, however, training opportunities are being explored for
fiscal year 2017.

Management’s Response: The HR Coordinator and IT Director have received payroll training from Bright and
additional training is available. The HR Director is a Senior Certified Professional by the So ciety for Human
Resources Management through June 2019 and has continued to maintain this certification since May 2002 to
help her stay abreast of best practices.

The HR Coordinator will meet with the County Attorney to discuss payroll related training. The County Attorney
has addressed payroll issues related to Public Safety in the past. A fter that meeting, the HR Coordinator will
work with the Finance Director to develop appropriate payroll training for supervisory staff to be conducted later
in the fiscal year. Target completion date: December 2017.

SCHOOL PAYROLL

Currently the Schools appear to fully process payroll each month (except for the issuance of checks); the
County repeats this process, and after a r econciliation process whereby the two payroll processes are compared
with each other and differences are identified and resolved, the County ultimately processes the paychecks/direct
deposit for the schools. This process may be effective at minimizing errors, but we question its efficiency. We
recommend that the County and the Schools discuss whether there might be more efficient ways to achieve the
same objective (which, presumably, is to minimize errors in the payroll process). Common practice would be for
payroll either to be fully processed by the school system, or for payroll to be substantially integrated such that it is
processed by the County after information is provided by the schools.

Current Status: Still applicable for fiscal year 2016.

Management’s R esponse: The p rocess for school p ayroll a nd i ts i nefficiency will b e eva luated w hen t he
combining of financial systems is explored in the future.

EMPLOYEE CLASSIFICATION

Employee cl assification b etween exempt an d n on-exempt em ployees i s ¢ ritical w hen it co mest o
determining if the employee should receive overtime pay. We r ecommend that each employee have a c learly
written job description that supports the employee being classified as ex empt or non-exempt, and that current
employee classifications be reviewed as part of this documentation.
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ORGANIZATIONAL/STRUCTURAL SUGGESTIONS (Continued)

EMPLOYEE CLASSIFICATION (Continued)

Current Status: Still applicable for fiscal y ear 2016. We noted t hat t here w ere some personnel files that
reflected classification documentation, however, several selected for examination did not. The Countyis
continuing to work to ensure classification documentation is in all files.

Management’s Response: The HR Coordinator has done a preliminary review of the exempt status of County
employees and did not identify any immediate concerns. T he HR Coordinator is updating job descriptions for
each County position. Exempt status and grade is being added to the job descriptions. Target completion date:
February 28, 2017.

ACTIVITY OR TRANSACTION LEVEL SUGGESTIONS

CALCULATION OF PAY RATE CHANGES

A significant point of confusion at the County seems to stem from disagreement about pay rates. We
recommend that the calculation of pay-rates/raises be performed in a more structured way. An objective should
be to minimize errors and to increase the ease with which the calculations can be reviewed and discussed. Our
suggestions are as follows:

e Implement the use of an Excel spreadsheet that can be used to calculate pay raises for each individual.
The spreadsheet would serve as a New Pay Rate Worksheet; it should be as detailed as necessary, and
should clearly walk a reader through the raise calculation in such a way that a reviewer could use a
printed copy of the worksheet to easily recalculate the new pay rate. This document would then be
reviewed by the appropriate de partment head and could be used as the tool for communicating the
new pay rate to the employee.

e A printed copy of the New Pay Rate Worksheet would be retained in the employee’s file, and should
show the initials and dates documenting the department head’s approval.

e Prior to distribution of the New Pay Rate Worksheets to the department heads for approval, the new
rates should b e e ntered i nto B right, and then a recap report printed by de partment. A long w ith
reviewing the individual worksheets for each person in the department, the d epartment head would
also compare those sheets with this recap report from Bright. T his will reduce the risk o f keying
errors after the pay rates have been approved.

e Werecommend t hat for s pecial s ituations, or corrections of errors, ¢ tc., thorough doc umentation
explaining the circumstances and how they were handled should be retained in personnel files to the
extent the situation was specific to certain individuals. The documentation should be initialed and
dated by both the finance department and the finance director. The County Administrator should be
made aware of all such situations.

Current Status: Personnel files we selected as part of our current year audit contained pay rate c alculation
documentation. The County is continuing to work to ensure pay rate documentation is in all files.

Management’s Response: Management has addressed pay rate changes by having HR calculate the change and
maintain the documentation. The full process will be documented within the payroll manual once it is completed.

The HR coordinator has revised the P ayroll A uthorization Form and S alary C hange A uthorization F orms to
include full and part-time status and work week information.
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ACTIVITY OR TRANSACTION LEVEL SUGGESTIONS (Continued)

TIME SHEETS

The County has implemented new time sheets in fiscal year 2014, and our initial i mpressions are that
these ap pear m ore d etailed an d eas ier t o r eview t han t hose w hich t hey r eplaced. T his d emonstrates t hat
management is giving thought to opportunities for improvement to processes.

However, we have noted that d epartment heads are currently using time sheets to not only summarize
hours worked during the period, but to also recalculate gross pay for each employee. We recommend that instead,
time sheets only be used to summarize information about hours worked, leave taken, etc. Use of the time sheets
to calculate the gross pay amount should not be necessary — if department heads feel that this is a needed step, we
would recommend that they perform a recalculation a fter receiving payroll information for distribution, but not
retain the recalculation.

Current Status: Still applicable for fiscal year 2016.

Management’s Response: 7he County plans to implement an automated leave tracking system by January 2018.
It is HR'’s recommendation that an electronic time sheet be developed as part of that upgrade.

DEPARTMENT HEAD REVIEWS

There appears to be inconsistency with the department heads’ review of payroll information after it has
been processed. We recommend the following:

e Department heads should review the payroll registers for the department to ensure that the appropriate
hours were processed.

e Department he ads should ¢ ompare b udget to actual information f ory ear-to-date pa yroll, a nd
investigate significant variances.

e Department heads should retain evidence that demonstrates that these reviews have been performed.

e Some other appropriate i ndividual ( County Administrator’s of fice would be a possibility) should
periodically verify that these reviews are occurring and are being documented.

We also noted inconsistencies in the type of payroll i nformation retained in the de partments and the
length of time that it is retained — we recommend establishing a consistent policy across the County.

Current Status: Still applicable for fiscal year 2016.
Management’s R esponse: The p roper s teps that de partment h eads s hould be f ollowing as well a st he
documentation to be retained will be outlined in the payroll manual as well. This should all be in place by end of
fiscal year 2017.
BANK RECONCILIATIONS

One of the controls that is involved in the payroll process (as well as other key transaction cycles) is the

ultimate reconciliation of bank accounts to the general ledger’s cash accounts. These reconciliations can detect
errors or fraud and can reveal other anomalies that warrant investigation, such as very old outstanding checks, etc.
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ACTIVITY OR TRANSACTION LEVEL SUGGESTIONS (Continued)

BANK RECONCILIATIONS (Continued)

Based on our inquiries, the County’s finance department currently reconciles to cash control accounts that
are maintained by the Treasurer. The Treasurer maintains these control accounts by posting batch cash activity,
and in turn reconciles this to the general ledger.

We recommend that the finance department o btain b ank i nformation and reconcile the C ounty’s G/L
directly to that information rather than simply to the Treasurer’s control accounts. Despite the responsibilities that
are assigned to the Treasurer through law, the finance department should ensure that all balances are appropriately
reconciled to the best possible supporting information — which in this case is the bank account itself. This gives
the finance d epartment the b est insight into any reconciling items b etween the bank and the County’s general
ledger. It also limits the effects if a future Treasurer were to fail to appropriately reconcile the Treasurer’s control
accounts to bank information.

Current Status: Still applicable for fiscal year 2016.
Management’s Response: These should be in place and be completed monthly by the end of fiscal year 2017.

HIGH LEVEL DETECTION-TYPE CONTROLS

PAYROLL FILE MAINTENANCE LOGS

File maintenance logs are a type of report that allow a user to review activity applied to some type of
master file. Common file maintenance reports include vendor file maintenance (which would show new vendors,
or changes to existing vendors) and payroll file maintenance reports (which typically would show new employee
setups, terminations, and other modifications to employee attributes such as address, name, pay rate, etc. File
maintenance logs are generally used to provide a compensating control when it is not considered cost effective to
fully seg regate d uties, and t he review o fsu ch logs sh ould g enerally b e p erformedb yap ersonw hoi s
(1) knowledgeable and (2) separated from the process.

We recommend t hat an a ppropriate i ndividual at the C ounty ( probably the I T de partment) runa file
maintenance r eport monthly or quarterly that shows all changes in employee i nformation, including pay rate,
address, name, etc. T his report should be reviewed by s omeone uninvolved in the processing of payroll (the
County Administrator would be a possibility) to ensure that all changes were approved and appear appropriate.

Current Status: The recommendation for payroll file maintenance reviews was implemented during fiscal year
2016.

Management’s R esponse: These have been implemented and will be come a r equirement w ithin the p ayroll
manual.
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HIGH LEVEL DETECTION-TYPE CONTROLS (Continued)

MANAGEMENT REVIEW OF PAYROLL REGISTERS

Another very effective control over payroll is a high level review of a payroll register by an appropriate
member of management. The objective of such a review is primarily to reduce the risk of a fictitious employee
being used to misappropriate funds or for someone involved in the payroll process to inappropriately modify pay
rates for themselves or others. O ur conversations with management indicate that reviews such as this do occur
currently, although they may not be highly formalized. Following are factors that should be considered in making
this process as effective as possible:

e The reviews should be conducted by an individual who is somewhat familiar with all of the County’s
departments — enough so that they would be likely to recognize a fictitious payee or an unusual pay
rate. For much of the County, this is probably the County Administrator or some designee. For the
Schools, it should be someone who is not involved in other parts of the payroll process — including
the setup of new employees or the submission of time sheets.

e The information reviewed s hould b e de rived di rectly f rom pa ycheck I istings or di rect de posit
information to limit the risk th at th e in formation w ould b ¢ m odified p rior to review in order to
conceal a fraud. In this case, receiving these reports directly from the IT department would be the
best practice, since this would limit the ability of others involved in earlier steps in the payroll process
to modify the reports. A tthe same time, these IT-provided reports should also be reviewed by an
individual from the finance department who is involved in the earlier stages of the process, in order to
limit the risk that the I'T department would introduce a fictitious employee. (Based on our inquiries,
reconciliations between the I T d epartment p aycheck/direct d eposit totals and those o f the finance
department are part of the current process and are likely effective.)

e These reviews should be documented and evidence retained.
Current Status: Still applicable for fiscal year 2016.
Management’s R esponse: The Finance Director is reviewing all payroll registers b efore they are sentto
processing by the IT department. The Finance Director will work with the Schools to get this process formalized
by the end of fiscal year 2018.

The IT department produces the registers, the Payroll Clerk reviews them, and then the Finance Director reviews
them one final time before payroll is released.

The Finance Director signs the register as approved to document that the review has happened and that it is prior
to payroll being released.
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HIGH LEVEL DETECTION-TYPE CONTROLS (Continued)

BUDGET TO ACTUAL REPORTS

Budget to actual reports are an effective, high level control over expenses and should be part of every
government’s s ystem of payroll controls. The C ounty does use budget to actual reporting, but based on our
inquiries, does not consistently provide these reports to department heads early in the year. S ome departments
indicated t hat t hey maintain t heir ow n budg et-to-actual i nformation i ndependent f rom t hat of t he f inance
department — determining whether or not that was necessary was beyond the scope of our engagement, however,
we do recommend the following:

e Department h eads an d C ounty m anagement s hould r eceive budg et v ersus actual r eports o n a

consistent, predetermined basis. The County A dministrator should be no tified i f's uch reports are
unavailable at the agreed upon dates.

e The reports should be reviewed, and evidence of the review should be documented and retained.

The finance department and the County A dministrator’s office should periodically review evidence that
the reports are being reviewed appropriately.

Current Status: Still applicable for fiscal year 2016.

Management’s Response: The Finance Director is currently working to get a monthly budget to actual report to
department heads on a consistent basis. This should be in place no later than December 2018.

After the process has become consistent, the Finance Director will document within the Accounting Manual the
process which will include record retention by departments. This should be in effect by December 2018.
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IT ADMINISTRATOR LEVEL PROCESS ACCESS (MATERIAL WEAKNESS)

In addition to having normal IT system administrator rights to grant and change access to the network and
financial systems, the process of processing, printing, and signing checks is able to be totally performed by only
one IT employee. There are two IT employees that have the ability to perform these actions. IT has access to the
check stock, the right to process batches of checks for AP or Payroll, access to the printed checks, and access to
the program that prints signatures on the checks. A dditionally, IT with its system administrator rights could set
up fictitious accounts, or as noted in the comment below, may be able to access user accounts based on their
knowledge of user passwords at setup to set up batches of checks. While positive pay is used, the files are pulled
by IT from the financial software server and then transmitted to the bank. This combination could allow one of
the IT employees to be able to input, process, print checks, and cash them. We recommend that controls be put in
place to limit IT from being able to complete all the steps in the process without intervention. This could include
items such as only providing the necessary amount of check stock to IT at the time of check runs, review by
someone other than IT of logs that add users or change user rights in the financial system, and removal of rights in
the financial system for those in IT to initiate batches in that system that would generate checks.

Current Status: Some additional s afeguards have been put in place, however, still applicable for fiscal year
2016.

Management’s R esponse: [nr egards t o s ecurity and ac cess tot he v arious m odules, I T's taff ha s al |
administrator rights to all software modules for purposes of granting access to the County staff within all County
departments. There are two employees in IT with this access and the reason for that is so they can function as a
backup t o ea ch o ther.

all entries and changes made to any payroll master files or
v HR and then must be approved by accounting before any payroll changes can be
effective. Also as an ad ditional feature for added security, there is a log kept within the system that cannot be
altered by those in IT or any other person that keeps track of all changes made in the system, the date they were
made, and who made them. Moving the process of ge nerating and submitting the po sitive pay files to the
Treasurer’s office will enhance the segregation of duties. Plans are being made to initiate this in 2017 year. The
issue of anyone in IT having access to passwords has been changed; we have no way of knowing what a user’s
password is as once they login to the system the first time, they are required to change it immediately. We do not
keep records of those or have any way of knowing them to prevent IT from using their logins.

SETUP AND MAINTENANCE USER ACCESS AND RIGHTS (SIGNIFICANT DEFICIENCY)
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SETUP AND MAINTENANCE USER ACCESS AND RIGHTS (SIGNIFICANT DEFICIENCY)
(Continued)

SMALLER INFORMATION TECHNOLOGY DEPARTMENT

In smaller IT departments, such as yours, there is often a need to cross train and have backups for various
functions or to have vendors assist in performing certain functions. While these factors do improve the ability to
respond to County needs and can reduce staffing requirements, it also reduces the level of controls that exist when
personnel or vendors have access to several stages within the input/processing/output cycles or to access controls.
Having an individual with rights to root access or IT system administrator’s level access combined with other
functions p ose several p otential challenges. O ften, it is not p ossible to further segregate the duties based on
resource limitations and demands. We r ecommend that current cross-training and personnel backup strategy be
considered in terms o f controls an d d etermine i f r easonable ch anges sh ould be made to i mprove controls, or
whether additional reviews of IT system administrator’s and other critical logs may be considered necessary as a
compensating control. We recommend logging of accesses to sensitive data, or the restriction of use of utilities to
help provide audit trails. If logs are automated and are to be reviewed, often filters can be set up to reduce the
burden of the review. Based on good control structures, an individual who would perform these types of review
should not be in a position where they might be reviewing their own work.

Current Status: Still applicable for fiscal year 2016.

onse: With a staff of only three in the IT department and the various duties associated with
the departments, act as a backup for each other in
processing of payrolls and accounts payables. actas a backup for each other on all network
security issues. We have segregated the duties between them, but also in a way that there are always two people
to pe rform functions s uch as t hose de scribed a bove; this has t o be implemented in o rder t o not de lay t he
processing o f payrolls and ac counts pay ables. A Iso as previously noted, there are history and se curity l ogs
maintained within the BAI modules that are not accessible to be altered by staff in any way. T hese logs track
changes and modifications to both the accounting and treasurer modules.

Management’s Res

DISASTER RECOVERY
Disaster Recovery Plan

The County has not fully developed a written IT disaster recovery plan, beyond the required COOP, and
placed itin operation to help ensure proper and timely recovery in case ofa disaster. Once fully placed in
operation, we also recommend that this plan be appropriately tested to assist in ensuring its viability. S cenarios
should include, but not be limited to, non -availability o f k ey st aff and as sumed unavailability o f cer tain k ey
resources. We also recommend that the plan be reviewed annually to ensure that it isup to date if a disaster
should occur.

Current Status: Still applicable for fiscal year 2016.
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DISASTER RECOVERY (Continued)

Disaster Recovery Plan (Continued)

Management’s R esponse: The County app roved and we installed a generatorin 2016 to power the County
Administration building in the event of a power outage (long-term or short-term) in order that we would be able
to process payrolls and accounts payable. A budget request has been made in the fiscal year 2018 budget to have
an analysis done for a vendor to provide a complete disaster recovery plan for County Administration in the event
of a catastrophic occurrence. That is pending approval.
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i

Internet Security —_

We noted that the County still had computers that had the? operating system installed. This
version of Windows no longer receives security patches, which if used and connected to the network increases the
risk o f that sy stem an d p otential i mproper n etwork access o ccurring. We recommend that the County e ither
dispose of these computers or update the operating system to one that is currently supported.
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NETWORK AND SERVER SECURITY (Continued)

Current Status: No longer applicable as the County is no longer running_

Periodic Review of Granted Access

The County has procedures to help ensure that 1ogical access to its core systems is only granted after
appropriate approvals have been obtained. H owever, after an extended period of time, either due to inadvertent
error or due to changes in job functions or accesses, an individual may have more access than was originally
intended. W hile the County is p erforming reviews o f access, these reviews are not being documented. W e
recommend that the County document its periodic reviews to assist in ensuring that only those accesses that are
currently granted are in force to help ensure segregation of duties and internal controls.

Current Status: Additional periodic reviews of access was implemented during fiscal year 2016.
Limiting Access through Group Policies or Profiles

The County has been assigned rights to the network by adding individual rights, instead of using groups
in Active Directory. U sing groups helps ensure that only those applications or data files that are needed by an
individual are all that they can access from the system to manage access an d reduces review and access right
provisioning time. W e recommend that the County consider use of groups in Active Directory to help manage
and reduce access, so that only those files and applications that an individual has a demonstrated need can be
accessed by that individual.

Current Status: The County has transitioned to primarily using group policy and pr ofiles during fiscal y ear
2016.
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ACCOUNTING AND OTHER MATTERS

In this section, we would like to make you aware of certain confirmed and potential changes that are on
the horizon that may affect your financial reporting and audit.

GASB STATEMENT NO. 74

GASB S tatement No. 74, Financial Reporting for Postemployment Benefit Plans other than P ensions
improves t heus efulness of information a bout pos temployment be nefits ot hert hanp ensions (other
postemployment benefits or OPEB) included in the general purpose external financial reports of state and local
governmental O PEB p lans for m aking d ecisions and assessing acco untability. T his S tatement results from a
comprehensive review o f t he effectiveness o f ex isting st andards o f ac counting an d financial r eporting for all
postemployment benefits (pensions and OPEB) with regard to providing decision-useful information, supporting
assessments of accountability and interperiod equity, and creating additional transparency.

This Statement replaces Statements No. 43, Financial Reporting for Postemployment Benefit Plans other
than P ension Plans, as amended, and No. 57, OPEB M easurements by A gent Employers and A gent M ultiple-
Employer Plans. 1t also includes requirements for defined contribution OPEB plans that replace the requirements
for those OPEB plans in Statement No. 25, Financial Reporting for Defined B enefit Pension Plans and N ote
Disclosures for D efined C ontribution P lans, as amended, S tatement N 0. 43, a nd S tatement N 0. 50, Pension
Disclosures.

GASB Statement No. 75, Accounting and Financial Reporting for Postemployment Benefits other than
Pensions, establishes new accounting and financial reporting requirements for governments whose employees are
provided with OPEB, as well as for certain nonemployer governments that have a legal obligation to provide
financial support for OPEB provided to the employees of other entities.

The s cope of t his S tatement i ncludes O PEB p lans — defined b enefit a nd de fined c ontribution —
administered through trusts that meet the following criteria:

e Contributions from employers and nonemployer contributing entities to the OPEB plan and earnings
on those contributions are irrevocable.

e OPEB plan assets are dedicated to providing OPEB to plan members in accordance with the benefit
terms.

e OPEB plan assets are legally protected from the creditors of e mployers, none mployer c ontributing
entities, and the OPEB plan administrator. If the plan is a defined benefit OPEB plan, plan assets also
are legally protected from creditors of the plan members.

This Statement also i ncludes r equirements t o address f inancial r eporting for asse ts accumulated f or
purposes of providing defined benefit O PEB through O PEB plans that are not administered through trusts that

meet the specified criteria.

GASB Statement No. 74 will be effective for the year ending June 30, 2017.
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GASB STATEMENT NO. 75

GASB Statement No. 75, Accounting and Financial Reporting for Postemployment Benefits other than
Pensions improves a ccounting a nd financial r eporting by s tate and local g overnments f or postemployment
benefits other than pensions (other postemployment benefits or OPEB). It also improves information provided by
state and local governmental employers about financial support for OPEB that is provided by other entities. This
Statement r esults from a comprehensive review of the effectiveness of existing standards of accounting and
financial reporting for all postemployment benefits (pensions and OPEB) with regard to providing decision-useful
information, supporting assessments of accountability and interperiod equity, and creating additional transparency.

This Statement replaces the requirements of Statements No. 45, Accounting and Financial Reporting by
Employers for Postemployment Benefits other than Pensions, as amended, and No. 57, OPEB Measurements by
Agent Employers and A gent M ultiple-Employer Plans, for OPEB. Statement No. 74, Financial R eporting for
Postemployment Benefit Plans ot her t han Pension P lans, establishes new a ccounting and financial reporting
requirements for OPEB plans.

The scope of this Statement addresses accounting and financial reporting for OPEB that is provided to the
employees of state and local governmental employers. This Statement establishes standards for recognizing and
measuring liabilities, d eferred outflows o f resources, d eferred i nflows o f resources, and e xpense/expenditures.
For defined benefit OPEB, this Statement identifies the methods and assumptions that are required to be used to
project benefit payments, discount projected benefit payments to their actuarial present value, and attribute that
present v alue t o p eriods of ¢ mployee service. N ote d isclosure an d r equired supplementary information
requirements about defined benefit OPEB also are addressed.

In addition, this Statement details the recognition and disclosure requirements for employers with
payables to defined benefit OPEB plans that are administered through trusts that meet the specified criteria and
for employers whose employees are provided with defined contribution OPEB. This Statement also ad dresses
certain ci rcumstances i n w hich a n onemployer en tity p rovides financial s upport for O PEB of e mployees o f
another entity.

In this Statement, distinctions are made regarding the particular requirements depending upon whether the
OPEB pl ans through w hich the b enefits are provided are administered t hrough t rusts t hat meet the following
criteria:

e Contributions from employers and nonemployer contributing entities to the OPEB plan and earnings
on those contributions are irrevocable.

e OPEB plan assets are dedicated to providing OPEB to plan members in accordance with the benefit
terms.

e OPEB plan assets are legally protected from the creditors of e mployers, none mployer c ontributing
entities, the OPEB plan administrator, and the plan members.

GASB Statement No. 75 will be effective for the year ending June 30, 2018.
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GASB STATEMENT NO. 77

Financial statements prepared by state and local governments in co nformity with generally accepted
accounting principles provide citizens and taxpayers, legislative and oversight bodies, municipal bond analysts,
and others with information they need to evaluate the financial health of governments, make decisions, and assess
accountability. GASB Statement No. 77, Tax Abatement Disclosures is intended, among other things, to assist
these users of financial statements in assessing (1) whether a government’s current-year revenues were sufficient
to pay for current-year services (known as interperiod equity), (2) whether a government complied with finance-
related legal and contractual obligations, (3) where a government’s financial resources come from and how it uses
them, and (4) a government’s financial position and economic condition and how they have changed over time.

Financial statement users need information about certain limitations on a government’s ability to raise
resources. This includes limitations on revenue raising capacity resulting from government programs that use tax
abatements to induce behavior by individuals and entities that is beneficial to the government or its citizens. Tax
abatements are widely used by state and local governments, particularly to e ncourage e conomic de velopment.
For financial reporting purposes, this Statement defines a tax abatement as resulting from an agreement between a
government a nd a n i ndividual or e ntity i n w hich t he g overnment pr omises t o forgo t ax r evenues a nd t he
individual or entity promises to subsequently take a specific action that contributes to economic development or
otherwise benefits the government or its citizens.

Although many governments offer tax abatements and provide information to the public about them, they
do not always provide the information necessary to assess how tax abatements affect their financial position and
results of operations, including their ability to raise resources in the future. This Statement requires disclosure of
tax abatement information about (1) a reporting government’s own tax abatement agreements and (2) those that
are entered into by other governments and that reduce the reporting government’s tax revenues.

This Statement requires governments that enter into tax abatement agreements to disclose the following
information about the agreements:

e Brief descriptive information, such as the tax being abated, the authority under which tax abatements
are provided, eligibility criteria, the mechanism by which taxes are abated, provisions for recapturing
abated taxes, and the types of commitments made by tax abatement recipients.

e The gross dollar amount of taxes abated during the period.

e Commitments made by a government, other than to abate taxes, as part of a tax abatement agreement.

Governments s hould o rganize t hose di sclosures by major t ax a batement pr ogram a nd may di sclose
information for individual tax abatement agreements within those programs. Tax abatement agreements of other
governments should be organized by the g overnment t hat e ntered into t he t ax a batement a greement and t he
specific tax being abated. Governments may disclose information for individual tax abatement agreements of
other g overnments w ithin t he specific tax be ing a bated. For t hose tax abatement ag reements, ar eporting
government should disclose:

e The names of the governments that entered into the agreements.
e The specific taxes being abated.

e The gross dollar amount of taxes abated during the period.

GASB Statement No. 77 will be effective for the year ending June 30, 2017.
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GASB STATEMENT NO. 78

The ob jective of GASB Statement N o. 78 , Pensions P rovided t hrough C ertain M ultiple-Employer
Defined Benefit Pension Plans is to address a practice issue regarding the scope and applicability of Statement No.
68, Accounting and F inancial Reporting for Pensions. T his issue is associated with pensions provided through
certain m ultiple-employer de fined be nefit pension plans and to state or 1 ocal governmental em ployers w hose
employees are provided with such pensions.

Prior to the issuance of this S tatement, the requirements of S tatement N o. 68 applied to the financial
statements of all state and local governmental employers whose employees are provided with pensions through
pension plans that are administered through trusts that meet the criteria in paragraph 4 of that Statement.

This Statement amends the scope and applicability of Statement No. 68 to exclude pensions provided to
employees o f state or local governmental employers through a c ost-sharing multiple-employer de fined be nefit
pension plan that (1) is nota state or local governmental pension plan, (2) is used to provide de fined b enefit
pensions both to employees of state or local governmental employers and to employees of employers that are not
state or local governmental employers, and (3) has no predominant state or local governmental employer (either
individually or collectively with other state or local governmental e mployers that provide pensions through the
pension plan). T his S tatement e stablishes r equirements for recognition and measurement of pension e xpense,
expenditures, and liabilities; note disclosures; and required supplementary information for pensions that have the
characteristics described above.

GASB Statement No. 78 will be effective for the year ending June 30, 2017.
GASB STATEMENT NO. 79

GASB Statement No. 79, Certain External Investment Pools and Pool Participants addresses accounting
and financial reporting for certain e xternal investment p ools and p ool p articipants. S pecifically, it establishes
criteria for an external investment pool to qualify for making the election to measure all of its investments at
amortized co st for financial r eporting pur poses. A n external investment pool qualifies for that reportingifit
meets all of the applicable criteria established in this Statement. The specific criteria address (1) how the external
investment pool transacts with participants; (2) requirements for portfolio maturity, quality, di versification, and
liquidity; and (3) c alculation a nd r equirements of a s hadow price. S ignificant no ncompliance pr events t he
external investment pool from measuring all of its investments at amortized cost for financial reporting purposes.
Professional judgment is required to determine if instances of noncompliance with the criteria established by this
Statement during the reporting period, individually or in the aggregate, were significant.

If an external investment pool does not meet the criteria established by this Statement, that pool should
apply t he provisions in paragraph 16 of Statement N o. 31, Accounting and Financial R eporting for C ertain
Investments and for External Investment Pools, as amended. If an external investment pool meets the criteria in
this Statement and measures all of its investments at amortized cost, the pool’s participants also should measure
their in vestments in that external investment pool at amortized cost for financial reporting purposes. Ifan
external investment pool does not meet the criteria in this Statement, the pool’s participants should measure their
investments in that pool at fair value, as provided in paragraph 11 of Statement No. 31, as amended.

This Statement e stablishes additional no te d isclosure requirements for qualifying external investment
pools that measure all of their investments at amortized cost for financial reporting purposes and for governments
that participate in those pools. Those disclosures for both the qualifying e xternal investment po ols and t heir
participants include information about any limitations or restrictions on participant withdrawals.

GASB Statement No. 79 will be effective for the year ending June 30, 2017.
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GASB STATEMENT NO. 80

GASB Statement No. 80, Blending R equirements for C ertain C omponent U nits — an am endment o f
GASB St atement N o. 14 will i mprove f inancial r eporting by c larifying t he financial s tatement pr esentation
requirements for certain component units.

This Statement amends the blending requirements established in paragraph 53 of Statement No. 14, The
Financial R eporting E ntity, as am ended. This S tatement am ends t he b lending r equirements f or t he financial
statement presentation of component units of all state and local governments. The additional criterion requires
blending of a component unit incorporated as a not-for-profit corporation in which the primary government is the
sole c orporate member. T he additional criterion does not apply to c omponent units included in the financial
reporting entity pursuant to the provisions of Statement No. 39, Determining whether Certain Organizations are
Component Units.

GASB Statement No. 80 will be effective for the year ending June 30, 2018.

GASB STATEMENT NO. 81

GASB Statement No. 81, Irrevocable Split-Interest Agreements will improve accounting and financial
reporting for i rrevocable sp lit-interest agreements by providing recognition and measurement guidance for
situations in which a government is a beneficiary of the agreement.

Split-interest agreements are a t ype of giving agreement used by donors to provide resources to two or
more b eneficiaries, including governments. S plit interest agreements can be created through trusts — or other
legally enforceable agreements with characteristics that are equivalent to split-interest agreements — in which a
donor transfers resources to an intermediary to hold and administer for the benefit of a government and at least
one other beneficiary. Examples of these types of agreements include charitable lead trusts, charitable remainder
trusts, and life-interests in real estate.

This Statement requires that a government that receives resources pursuant to an irrevocable split-interest
agreement r ecognize ass ets, | iabilities, an d deferred i nflows o f resources at the i nception o f the ag reement.
Furthermore, this S tatement requires that a g overnment r ecognize as sets r epresenting its beneficial interests in
irrevocable split-interest agreements that are administered by a third party, if the government controls the present
service capacity of the beneficial interests. This Statement requires that a government recognize revenue when
the resources become applicable to the reporting period.

GASB Statement No. 81 will be effective for the year ending June 30, 2017.

GASB STATEMENT NO. 82

The objective of GASB Statement No. 82, Pension Issues — an amendment of GASB Statements No. 67,
No. 68, and No. 73 is to address certain issues that have been raised with respect to Statements No. 67, Financial
Reporting for Pension Plans, No. 68, Accounting and Financial Reporting for Pensions, and No. 73, Accounting
and Financial R eporting for P ensions and R elated Assets that are N ot within the S cope o f G ASB S tatement
No. 68, and A mendments t o C ertain P rovisions o f G ASB St atements N 0. 67 and N o. 68 . Specifically, t his
Statement addresses issues regarding (1) the presentation of payroll-related measures in required supplementary
information, (2) the selection of assumptions and the treatment of deviations from the guidance in an A ctuarial
Standard of Practice for financial reporting purposes, and (3) the classification of payments made by employers to
satisfy employee (plan member) contribution requirements.
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GASB STATEMENT NO. 82 (Continued)

Prior to the issuance of this Statement, Statements No. 67 and No. 68 required presentation of covered-
employee payroll, which is the payroll of employees that are provided with pensions through the pension plan,
and ratios that use that measure, in schedules of required supplementary information. This Statement am ends
Statements No. 67 and No. 68 t o instead require the presentation of covered payroll, defined as the payroll on
which contributions to a pension plan are based, and ratios that use that measure.

This Statement clarifies that a deviation, as the term is used in Actuarial Standards of Practice issued by
the Actuarial Standards Board, from the guidance in an Actuarial Standard of Practice is not considered to be in
conformity with the requirements of Statement No. 67, Statement No. 68, or Statement No. 73 for the selection of
assumptions used in determining the total pension liability and related measures.

This Statement clarifies that payments that are made by an employer to satisfy contribution requirements
that are identified by the pension plan terms as plan member c ontribution requirements should be classified as
plan m ember c ontributions for purposes of S tatement No. 67 and as e mployee c ontributions for purposes of
Statement No. 68. It also requires that an employer’s expense and expenditures for those amounts be recognized
in the period for which the contribution is assessed and classified in the same manner as the employer classifies
similar compensation other than pensions (for example, as salaries and wages or as fringe benefits).

GASB Statement No. 82 will be effective for the year ending June 30, 2017, except for the requirements
of this Statement for the selection of assumptions in a circumstance in which an employer’s pension liability is
measured as o fad ate o ther t han t he em ployer’s most r ecent fiscal y ear e nd. In t hat ci rcumstance, t he
requirements for the selection of assumptions are effective for that employer in the first reporting period in which
the measurement date of the pension liability is on or after June 15, 2017.

CURRENT GASB PROJECTS

GASB currently has a variety of projects in process. Some of these projects are as follows:

e Asset Retirement Obligations. The objective of this project would be to improve financial reporting
by de veloping r equirements on recognition for assetr etirement obl igations (ARO), ot her than
landfills. The achievement of this objective would reduce inconsistency in current reporting and,
therefore, enhance comparability between governments. The project also will improve the usefulness
of information for decisions and analysis of various users of external financial reports of governments
by de veloping d isclosure requirements f or A ROs. A n e xposure dr aft doc ument w as i ssued i n
December 2015 w ith the comment period for the exposure draft, and the field test both ending on
March 31, 2016. A final statement is expected in November 2016.

o Certain Debt Extinguishments Using Existing Resources. This project addresses certain issues
identified during the pre-agenda research that evaluated the effectiveness of Statements No. 7,
Advance Refundings Resulting in Defeasance of Debt, and No. 23, Accounting and Financial
Reporting for Refundings of Debt Reported by Proprietary Activities, and relevant sections of
Statement No. 62, Codification of Accounting and Financial Reporting Guidance Contained in Pre-
November 30, 1989 FASB and AICPA Pronouncements. The project will consider improvements to
the existing guidance related to debt extinguishments using existing resources. Debt extinguishments
connected with troubled debt restructurings and bankruptcy, which are addressed in other
pronouncements, are not included. An exposure draft is expected in August 2016, with a final
statement in May 2017.
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CURRENT GASB PROJECTS (Continued)

(Continued)

Conceptual Framework — Recognition. The project’s objective is to develop recognition criteria for
whether information should be reported in state and local governmental financial statements and when
that information should be reported. This project ultimately will lead to a Concepts Statement on
recognition of elements of financial statements. D eliberations recommenced in conjunction with the
Financial Reporting Model project in October 2015.

Fiduciary Responsibilities. The primary objective of this project would be to develop guidance
regarding the application of the fiduciary responsibility criterion in deciding whether and how
governments should report fiduciary activities in their general purpose external financial reports.
Other objectives of this project include assessing whether additional guidance should be developed to
(1) clarify the difference between a private-purpose trust fund and an agency fund, (2) clarify whether
a business-type activity engaging in fiduciary activities should present fiduciary fund financial
statements, and (3) consider requiring a combining statement of changes in assets and liabilities for
agency funds. An exposure draft document was issued for public comment in December 2015 with
the comment period ending March 31, 2016. A final statement is expected in December 2016.

Financial Reporting Model. The objective of this project is to make improvements to the financial
reporting model, including Statement No. 34, Basic Financial Statements — and Management’s
Discussion and Analysis — for State and Local Governments, and other reporting model-related
pronouncements (Statements No. 35, Basic Financial Statements — and Management’s Discussion
and Analysis — for Public Colleges and Universities, No. 37, Basic Financial Statements — and
Management’s Discussion and Analysis — for State and Local Governments: Omnibus, No. 41,
Budgetary Comparison Schedules — Perspective Differences, and No. 46, Net Assets Restricted by
Enabling Legislation, and Interpretation No. 6, Recognition and Measurement of Certain Liabilities
and Expenditures in Governmental Fund Financial Statements). The objective of these
improvements would be to enhance the effectiveness of the model in providing information that is
essential for decision-making and enhance the ability to assess a government’s accounting and
address certain application issues, based upon the results of the pre-agenda research on the financial
reporting model. The project is currently in deliberations with an exposure draft expected in
December 2019, with a final statement in May 2021.

Lease Accounting — Reexamination o f N CGA S tatement 5 a nd G ASB S tatement No. 13. The
objective o f't his p roject is tor eexamine issues a ssociated w ith lease accounting, co nsidering
improvements to existing guidance. This project will provide a basis for the Board to consider
whether current o perating leases meet the d efinitions o fassets or liabilities. This p roject w ould
provide a n oppo rtunity f ora fresh look a t the existing g uidance f or a ny i mprovements no t
contemplated by the F ASB/IASB project given the unique nature o f governmental entities and the
complexities of th eir le asing transactions. An e xposure dr aft d ocument w as i ssued f or pu blic
comment i n January 20 16 a nd t he comment pe riod e nded May 31, 2016. A final s tatement is
expected in December 2016.
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CURRENT GASB PROJECTS (Continued)

e Revenue and Expense Recognition. The objective of this project is to develop a comprehensive
application model for the recognition of revenues and expenses that arise from nonexchange,
exchange, and exchange-like transactions, including guidance for exchange transactions that has not
been specifically addressed in the current literature. The purpose for developing a comprehensive
model is (1) to improve the information regarding revenues and expenses that users need to make
decisions and assess accountability, (2) to provide guidance regarding exchange and exchange-like
transactions that have not been specifically addressed, (3) to evaluate revenue and expense
recognition in the context of the conceptual framework, and (4) to address application issues
identified in practice, based upon the results of the pre-agenda research on revenue for exchange and
exchange-like transactions. The project is currently in deliberations, with a final statement expected in
June 2022.

STATEMENTS OF ECONOMIC INTERESTS

The Virginia Conflict of Interest and Ethics Advisory council has implemented a $250 late filing penalty
for Statement of E conomic Interest ( SoEI) filers. This late fee will apply to all SoEI’s filed after each filing
deadline, June 15 and December 15. T he late filing penalty does not apply to financial disclosure filers. Late
filing lists should be submitted to the local Commonwealth attorney who will assess and collect the penalty from
each individual who is late or does not file.
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