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AUDIT SUMMARY 
 
We have audited the basic financial statements of Virginia State University (University) as of and 

for the year ended June 30, 2022, and issued our report thereon, dated September 14, 2023.  Our report, 
included in the University’s Annual Report, is available at the Auditor of Public Accounts’ website at 
www.apa.virginia.gov and at the University’s website at www.vsu.edu.  Our audit of the University for 
the year ended June 30, 2022, found: 
 

• the financial statements are presented fairly, in all material respects; 
 

• internal control findings requiring management’s attention; however, we do not consider 
them to be material weaknesses; and 
 

• instances of noncompliance or other matters required to be reported under Government 
Auditing Standards. 

 
The University has taken adequate corrective action with respect to 11 audit findings reported in 

the prior year that are not repeated in this report.  Furthermore, the University is taking corrective action 
with respect to the findings included in the section titled “Status of Prior Year Findings and 
Recommendations.”  The table below provides the prior findings where the University has taken 
adequate corrective action along with the current year findings reported by each topical area along with 
how we are reporting the finding in this report (as a new finding for 2022 or a status update from a prior 
year).  

 

Topic 

Adequate 
Corrective 

Action 

Included in Current Year Report 

New Status Update Total 
Financial Reporting - 1 - 1 

System Security 2 - 3 3 

Revenue - - 2 2 

Federal Compliance 1 - 2 2 

Purchasing 5 - - - 

Payroll/Human Resources 2 - - - 

Inventory 1 - - - 

Total 11 1 7 8 

  

http://www.apa.virginia.gov/
http://www.vsu.edu/
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INTERNAL CONTROL AND COMPLIANCE FINDINGS AND RECOMMENDATIONS 
 
Improve Financial Reporting Review Process 
Type:  Internal Control 
Severity:  Significant Deficiency 
Repeat:  No 
 

The University’s Finance Department (Finance) did not perform an adequate review of its 
financial statements to ensure accurate reporting of certain complex financial events and transactions.  
For the period ending June 30, 2022, the financial statements submitted for audit contained errors, 
which required management to make the following adjustments to ensure account balances and related 
activity were materially correct and align with generally accepted accounting principles (GAAP): 
 

• Reclassified $5.8 million of federally-funded capital projects that Finance did not originally 
capitalize from operating expenses to construction in progress and from operating revenues 
to non-operating revenues. 
 

• Recognized $4.6 million in federal grant revenues that Finance incorrectly reported as 
unearned revenue. 
 

• Reclassified $3.8 million from non-operating revenue to unearned revenue in relation to 
Coronavirus State and Local Fiscal Recovery Funds (CSLRF) that the University received prior 
to incurring the related expenses. 
 

• Reclassified $10.3 million from scholarships and fellowships expense to offset operating 
revenues to correct an error in the calculation of scholarship allowance within a workbook 
the Office of the Bursar provided to Finance. 
 

• Reclassified $14.0 million from “payments for employee fringes and pension benefits” to 
“payments to employees” that Finance placed on the wrong line within the Statement of Cash 
Flows. 

 
Management is responsible for designing and maintaining a system of internal controls relevant 

to the preparation and fair presentation of financial statements that are free from material 
misstatements in accordance with GAAP.  Misstatements increase the risk that users of financial 
statements may draw improper conclusions about the University’s financial activities.  While Finance has 
established financial reporting processes for the University’s ongoing activities, that process did not 
adequately address new and complex financial activity or requirements that increase the risk of 
misstatement and therefore, require heightened alertness and scrutiny during financial preparation 
review. 

 
The University’s Finance Department should revisit its financial statement preparation review 

process to ensure the University reports new and complex financial activity in accordance with GAAP.  
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Specifically, Finance should enhance its final analytical review process to identify unusual or unexpected 
financial correlations and perform more detailed analysis of material variances in activities from year to 
year. 
 

STATUS OF PRIOR YEAR FINDINGS AND RECOMMENDATIONS 
 
This section provides the status of findings from prior years where the University has not taken 

adequate corrective action.  For each status finding reported within this section, we include information 
on the type of finding, the severity classification for the finding, and an update on the progress 
management has made, as well as their future plans to address the situation.  The section titled 
“Independent Auditor’s Report” provides more detail on the severity classifications.  Additional details 
about these findings can be found in prior year reports located on our website at:  www.apa.virginia.gov. 

 
Since the University’s management has not taken adequate corrective action to address these 

findings, the extent of our follow-up procedures was dependent on the extent of corrective actions at 
the time of audit.  In some cases, we are only providing an update on management’s progress and did 
not perform testing to validate management’s progress or future plans.  However, in other cases, we did 
review evidence of the progress made to address the finding and, where warranted, included additional 
information to aid management in evaluating their corrective actions.  We plan to perform additional 
procedures related to these findings as part of a future audit after management completes their 
corrective actions. 
 
Improve Access and Account Management Controls  
Type:  Internal Control and Compliance 
Severity:  Significant Deficiency 
Repeat:  Partial (first issued for fiscal year 2020) 
 

The University’s Information Security Office is making progress to improve controls surrounding 
system access and account management to meet the requirements of the Commonwealth’s Information 
Security Standard, SEC 501 (Security Standard) and the University’s Policies Manual, Policies 6150 and 
6310.  Prior audits reported the following items related to access and account management controls: 

 

• 2020:  System owners did not consistently remove a separated employee’s access to the 
University’s information systems on the last day of work, nor did they remove access when 
the employee no longer needed access based on their job responsibilities. 
 

• 2021:  The University did not perform annual user access reviews for sensitive information 
systems. 

 

• 2021:  The University’s Residence Life and Housing Department did not appropriately grant 
user access to the Residential Housing System. 

  

http://www.apa.virginia.gov/
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To follow-up on our recommendations related to removing access, we identified 33 individuals 
who separated from the University after it implemented the first stage of its corrective action plan in 
October 2022 and performed procedures to ensure that the University removed access timely to five 
sensitive systems.  For individuals where the University did not remove their access timely, we also 
reviewed the individuals' user account status in the University’s central authentication system, which 
serves as a compensating access control.  Of these 33 individuals, the University did not remove or lock 
access in a timely manner for six individuals (18%) with access to at least one of the sensitive systems. 

 
In October 2022, the University implemented a new electronic personnel clearance form to 

streamline notification to the Information Security Office regarding removal of access for a separated 
employee.  Of the six exceptions noted, three were due to the applicable University department initiating 
the clearance form after the employee’s last day of work, two were due to oversight by the Information 
Security Office to remove or lock access after notification, and the remaining exception was due to the 
Information Security Office not incorporating the applicable system within the design of the clearance 
form. 

 
The Information Security Office is in the process of implementing the final stages of the 

University’s corrective action plan, a new single sign-on solution to assist with account management, 
which will allow the Information Security Office to remove access to all University information systems 
in a more automated fashion.  Where possible, the Information Security Office should incorporate all 
applicable systems within the new single sign-on solution.  Also, management should communicate the 
process to the applicable University departments to ensure timely notification of an employee’s 
termination through the electronic personnel clearance process. 

 
The Information Security Office developed a list of information systems and system owners that 

will require and perform annual access reviews.  The Information Security Office did not include four 
systems in the University’s listing, all of which were Commonwealth systems to which University 
employees have access.  The Information Security Office should ensure that it identifies all applicable 
systems that require an annual access review and ensure the applicable system owners perform and 
document annual reviews as required. 

 
We found that the Information Security Office has taken ownership for provisioning of access to 

the Residential Housing System and taken adequate corrective actions with respect to this system.  
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Improve Service Provider Oversight 
Type:  Internal Control and Compliance 
Severity:  Significant Deficiency 
Repeat:  Yes (first issued for fiscal year 2020) 
Prior Title:  Continue to Implement Procedures to Review and Document System and Organization 

Control Reports of Third-Party Service Providers 
 

The Information Security Office and Finance (Offices) are making progress to improve the 
University’s internal control process for monitoring the effectiveness of security and other controls of its 
external service providers.  The Offices are working to bring the University into compliance with the 
requirements of the Security Standard, the Commonwealth’s Hosted Environment Information Security 
Standard, SEC 525 (Hosted Environment Security Standard) Section SA-9-COV 3.1, the University’s 
System and Services Acquisition Policy 6910, and the Commonwealth Accounting Policies and 
Procedures (CAPP) Manual Topic 10305. 

 
During prior audits, we noted the University could strengthen its processes to effectively monitor 

the controls of its external service providers through the review of third-party service provider System 
and Organization Control (SOC) reports.  Currently, the Offices are working to implement a process to 
gain assurance over the effectiveness of security and other controls of their respective third-party service 
providers by reviewing SOC reports.  Further, the Offices are working towards developing a policy for the 
University to formalize these processes and to ensure collectively the Offices are providing the University 
with timely and proper oversight of all significant service providers. 

 
Management intends to complete the related corrective actions by the end of calendar year 

2023.  Therefore, we performed a limited review of this area during the current audit to gain an 
understanding of corrective actions in progress.  University management should continue to implement 
corrective actions to employ the required internal control process to monitor the effectiveness of 
security and other controls of external service providers, review third-party service provider SOC reports, 
and ensure the University is complying with the applicable requirements of the Security Standard, the 
Hosted Environment Security Standard, the University’s policy, and CAPP Manual Topic 10305.  These 
corrective actions will help to ensure that third-party service providers are protecting the confidentiality, 
integrity, and availability of sensitive data and meeting other contractual obligations. 
 
Test and Update Disaster Recovery Plans 
Type:  Internal Control and Compliance 
Severity:  Significant Deficiency 
Repeat:  Yes (first issued for fiscal year 2021) 
 

The University’s Information Security Office is preparing to update the University disaster 
recovery planning and processes.  During the fiscal year 2021 audit, we recommended the University 
annually review and update its information technology (IT) Disaster Recovery Plan (DRP); and perform 
annual IT DRP testing, record the results of the testing, and update related documents, as necessary, to 
meet the requirements of the University’s Contingency Planning Policy and the Security Standard. 
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The University completed migration to its virtual private cloud in the first quarter of 2023 and 
chose to delay updating the IT DRP to reflect the changes until after the migration.  The University 
intends to update the IT DRP, and then perform an annual IT DRP test by the end of fiscal year 2023.  As 
a compensating control, the University created a solution to perform backups in a new cloud 
environment and confirmed that the backups are valid and functional. 

 
The University should update the IT DRP to reflect changes to the IT environment resulting from 

migration to the virtual private cloud.  The University should then conduct an annual IT DRP test, record 
the results of the test in an After-Action Report, and update the IT DRP document to reflect the lessons 
learned from the test.  Performing these tasks will strengthen the continuity and disaster recovery 
processes and help to ensure the availability of mission-critical systems. 
 
Properly Reconcile Student Account Collections 
Type:  Internal Control 
Severity:  Significant Deficiency 
Repeat:  Yes (first issued for fiscal year 2020) 
 

The University’s Office of the Bursar is making progress to implement internal controls as 
designed for reconciling student account collections as outlined within the University’s Institutional and 
Perkins Loan Reconciliation Policy and Student A/R to Accounting System Policy.  As part of the fiscal 
year 2020 audit, we noted the University did not perform monthly reconciliations of student loan 
collections.  Since our prior report, the University hired an accounting analyst within the Office of the 
Bursar with the responsibility of reconciling loan and Perkins funds to the University’s accounting system 
as well as student accounts receivable transactions. 

 
The University anticipates completing corrective action by the end of calendar year 2023.  

Therefore, we deferred performing a detailed review of this area during the current audit.  University 
management should continue to implement a process to reconcile student accounts receivable 
transactions and ensure it implements the internal controls as designed and outlined within its 
Institutional and Perkins Loan Reconciliation Policy and Student A/R to Accounting System Policy. 
 
Improve the Management and Recording of Receivables 
Type:  Internal Control 
Severity:  Significant Deficiency 
Repeat:  Yes (first issued for fiscal year 2021) 
 

The Controller’s Office and the Office of the Bursar are working towards improving the 
University’s internal controls over the management and accounting of accounts receivable and to ensure 
compliance with CAPP Manual Topic 20505.  As part of the fiscal year 2021 audit of the University’s 
accounts receivable, we found: 
 

• The Controller’s Office did not perform regular reviews of the methodology it used for 
determining the University’s allowance for doubtful accounts (allowance) and could not 
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provide current information supporting the methodology it used to determine the allowance 
for notes receivable. 
 

• The Office of the Bursar was unable to provide evidence that it referred past due receivables 
to an outside collection entity or established a payment plan for the student. 

 

• The University did not provide evidence demonstrating that it placed holds on student 
accounts consistent with the University’s policies and procedures. 

 
The University has taken the following steps towards improving its internal controls over 

accounts receivables: 
 

• Procured consulting services to assist in enhancing receivable reports to properly age 
receivables. 
 

• Worked with the University’s accounting system application team to create automated 
month-end reports to identify accounts for possible referral to an external collection entity 
or establishment of a payment plan. 

 

• Started the process of hiring an Accounts Receivable Collections Manager whose 
responsibility will be to identify accounts the University has referred to an external collection 
entity and perform any related pre-collection activities. 

 
The University anticipates completing corrective action by the end of fiscal year 2023, except for 

actions related to revising its allowance methodology, which the University anticipates completing by 
September 2023.  Therefore, we performed a limited review of this area during the current audit to gain 
an understanding of corrective actions in progress.  University management should continue to 
implement corrective action related to improving internal controls over accounts receivable 
management and accounting and ensuring compliance with CAPP Manual Topic 20505. 
 
Report Student Status Enrollment Changes Accurately and Timely to National Student Loan Data 
System 
Type:  Internal Control and Compliance 
Severity:  Significant Deficiency 
Repeat:  Yes (first issued for fiscal year 2018) 
 

The Office of the Registrar (Registrar) is making progress to improve the University’s internal 
controls over reporting student status enrollment changes accurately and timely to the National Student 
Loan Data System (NSLDS) to ensure compliance with Title 34 U.S. Code of Federal Regulations (CFR) § 
685.309.  During the fiscal year 2021 audit, we noted the Registrar did not report accurate and/or timely 
enrollment data to the NSLDS for certain students that changed enrollment level, graduated, or 
withdrew. 
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Since our prior report, the Registrar and the Office of Student Financial Aid have been meeting 
monthly with the goal of enhancing the overall quality control review process as it relates to reporting 
enrollment changes.  The Registrar also plans to review additional reports from the University’s 
accounting system at the beginning of each semester to assist in accurately reporting enrollment 
information to the U.S. Department of Education. 
 

The University anticipates completing corrective action by the end of fiscal year 2023.  Therefore, 
we performed a limited review of this area during the current audit to gain an understanding of 
corrective actions in progress.  The Registrar should continue implementing corrective action related to 
reporting student enrollment changes accurately and timely to the NSLDS to ensure compliance with 34 
CFR § 685.309. 
 
Promptly Return Unclaimed Aid to Department of Education 
Type:  Internal Control and Compliance 
Severity:  Significant Deficiency 
Repeat:  Yes (first issued for fiscal year 2021) 
 

The Student Accounts Department (Student Accounts) is making progress to improve the 
University’s internal controls over the tracking and timely return of unclaimed student financial aid funds 
to the U.S. Department of Education (ED) and ensure compliance with 34 CFR § 668.164(I).  During the 
fiscal year 2021 audit, we noted that Student Accounts did not return certain unclaimed student financial 
aid funds to ED within the required timeframe. 

 
Since our prior report, the University has approved the addition of six positions within the Office 

of the Bursar.  The University expects to fill these positions by September 2023; however, this timeline 
is dependent on finding qualified candidates that accept the University’s offers.  Additional personnel 
focused on timely billing, collections, and refunds may allow closer monitoring of funds to be returned.  
Further, Student Accounts worked with the developer of the University’s student system to ensure 
student financial aid funds apply to student account charges before any other payment type, thereby 
reducing the number of accounts with student financial aid refunds.  Finally, Student Accounts is 
developing a policy that will formalize procedures for the tracking and timely return of unclaimed 
student financial aid funds. 

 
The University anticipates completing corrective action by the end of fiscal year 2023.  Therefore, 

we deferred performing a review of this area during the current audit.  Student Accounts should continue 
to implement corrective action related to tracking and timely return of unclaimed student financial aid 
funds to ensure the University complies with 34 CFR § 668.164(I).



 

 

8 Fiscal Year 2022 

 

 
 

 
  September 14, 2023 
 
 
The Honorable Glenn Youngkin  
Governor of Virginia 
 
Joint Legislative Audit 
   and Review Commission 
 
Board of Visitors 
Virginia State University 
 

 

INDEPENDENT AUDITOR’S REPORT ON INTERNAL CONTROL OVER 
FINANCIAL REPORTING AND ON COMPLIANCE AND OTHER MATTERS 

 
We have audited, in accordance with the auditing standards generally accepted in the United 

States of America and the standards applicable to financial audits contained in Government Auditing 
Standards, issued by the Comptroller General of the United States, the financial statements of the 
business-type activities and aggregate discretely presented component units of Virginia State University 
(University) as of and for the year ended June 30, 2022, and the related notes to the financial statements, 
which collectively comprise the University’s basic financial statements and have issued our report 
thereon dated September 14, 2023.  Our report includes a reference to other auditors who audited the 
financial statements of the component units of the University, as described in our report on the 
University’s financial statements.  The other auditors did not audit the financial statements of the 
component units of the University in accordance with Government Auditing Standards, and accordingly, 
this report does not include reporting on internal control over financial reporting or compliance and 
other matters associated with the component units of the University. 
 
Internal Control Over Financial Reporting 
 

In planning and performing our audit of the financial statements, we considered the University’s 
internal control over financial reporting (internal control) as a basis for designing audit procedures that 
are appropriate in the circumstances for the purpose of expressing our opinions on the financial 
statements, but not for the purpose of expressing an opinion on the effectiveness of the University’s 
internal control.  Accordingly, we do not express an opinion on the effectiveness of the University’s 
internal control.
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A deficiency in internal control exists when the design or operation of a control does not allow 
management or employees, in the normal course of performing their assigned functions, to prevent, or 
detect and correct, misstatements on a timely basis.  A material weakness is a deficiency, or a 
combination of deficiencies, in internal control such that there is a reasonable possibility that a material 
misstatement of the entity’s financial statements will not be prevented or detected and corrected on a 
timely basis.  A significant deficiency is a deficiency, or a combination of deficiencies, in internal control 
that is less severe than a material weakness, yet important enough to merit attention by those charged 
with governance. 

 
Our consideration of internal control was for the limited purpose described in the first paragraph 

of this section and was not designed to identify all deficiencies in internal control that might be material 
weaknesses or significant deficiencies and therefore, material weaknesses or significant deficiencies may 
exist that were not identified.  Given these limitations, during our audit we did not identify any 
deficiencies in internal control that we consider to be material weaknesses.  We did identify certain 
deficiencies in internal control titled “Improve Financial Reporting Review Process,” "Improve Access and 
Account Management Controls,” “Improve Service Provider Oversight,” “Test and Update Disaster 
Recovery Plans,” “Properly Reconcile Student Account Collections,” “Improve the Management and 
Recording of Receivables,” “Report Student Status Enrollment Changes Accurately and Timely to 
National Student Loan Data System,” and “Promptly Return Unclaimed Aid to Department of Education,” 
which are described in the sections titled “Internal Control and Compliance Findings and 
Recommendations” and “Status of Prior Year Findings and Recommendations” that we consider to be 
significant deficiencies. 

 
Compliance and Other Matters  
 

As part of obtaining reasonable assurance about whether the University’s financial statements 
are free of material misstatement, we performed tests of its compliance with certain provisions of laws, 
regulations, contracts, and grant agreements, noncompliance with which could have a direct and 
material effect on the financial statements.  However, providing an opinion on compliance with those 
provisions was not an objective of our audit and, accordingly, we do not express such an opinion.  The 
results of our tests disclosed instances of noncompliance or other matters that are required to be 
reported under Government Auditing Standards and which are described in the section titled “Status of 
Prior Year Findings and Recommendations,” in the findings and recommendations titled "Improve Access 
and Account Management Controls,” “Improve Service Provider Oversight,” “Test and Update Disaster 
Recovery Plans,” “Report Student Status Enrollment Changes Accurately and Timely to National Student 
Loan Data System,” and “Promptly Return Unclaimed Aid to Department of Education.” 

 
The University’s Response to Findings 

 
We discussed this report with management at an exit conference held on October 4, 2023.  

Government Auditing Standards require the auditor to perform limited procedures on the University’s 
response to the findings identified in our audit, which is included in the accompanying section titled 
“University Response.”  The University’s response was not subjected to the other auditing procedures 
applied in the audit of the financial statements, and, accordingly, we express no opinion on the response. 
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Status of Prior Findings  
 
The University has not taken adequate corrective action with respect to previously reported 

findings having the current titles "Improve Access and Account Management Controls,” “Improve Service 
Provider Oversight,” “Test and Update Disaster Recovery Plans,” “Properly Reconcile Student Account 
Collections,” “Improve the Management and Recording of Receivables,” “Report Student Status 
Enrollment Changes Accurately and Timely to National Student Loan Data System,” and “Promptly 
Return Unclaimed Aid to Department of Education.”  Accordingly, we included these findings in the 
section titled “Status of Prior Year Findings and Recommendations.”  The University has taken adequate 
corrective action with respect to audit findings reported in the prior year that are not repeated in this 
report. 
 
Purpose of this Report 
 

The purpose of this report is solely to describe the scope of our testing of internal control and 
compliance and the results of that testing, and not to provide an opinion on the effectiveness of the 
entity’s internal control or on compliance.  This report is an integral part of an audit performed in 
accordance with Government Auditing Standards in considering the entity’s internal control and 
compliance.  Accordingly, this communication is not suitable for any other purpose. 
 
 
 Staci A. Henshaw 
 AUDITOR OF PUBLIC ACCOUNTS 
 
GDS/vks  
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UNIVERSITY RESPONSE 
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