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AUDIT SUMMARY 

 
We have audited the basic financial statements of the College of William and Mary in Virginia, 

including the Virginia Institute of Marine Science and Richard Bland College (the Colleges), as of and for 
the year ended June 30, 2016, and issued our report thereon, dated September 8, 2017.  Our report, 
included in the Colleges’ basic financial statements, is available at the Auditor of Public Accounts’ website 
at www.apa.virginia.gov and at the College of William and Mary’s website at www.wm.edu. 
 

Our audit of the Colleges, for the year ended June 30, 2016, found: 
 

 the financial statements are presented fairly, in all material respects; 
 

 deficiencies which we consider to be material weaknesses in internal control over 
financial reporting and information security at Richard Bland College; 
 

 additional internal control findings at the Colleges requiring management’s attention; 
however, we do not consider them to be material weaknesses; and 
 

 instances of noncompliance or other matters at the Colleges required to be reported 
under Government Auditing Standards.

http://www.apa.virginia.gov/
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1 Fiscal Year 2016 

STATUS OF PRIOR YEAR FINDINGS – THE COLLEGE OF WILLIAM AND MARY 
 
Improve the Employee Termination Process 
Type:  Internal Control 
Severity: Significant Deficiency 
Repeat:  Yes  
 
 During the fiscal year 2014 audit, we recommended that the College of William and Mary (William 
and Mary) improve the employee termination process.  Departments were not completing the employee 
termination checklist, which the College’s Human Resources Policy requires.   During the fiscal year 2015 
audit, the Office of Human Resources was still in the process of implementing its full corrective action 
plan.  During this year’s audit, we tested the termination checklist process and were unable to obtain 
the clearance forms required by the Employee Clearance Policy (the Policy) for six of 18 employees 
sampled (33 percent).  As a result, William and Mary could not prove it collected certain items such as 
charge cards, keys, IDs, or fines owed prior to the employee’s last day on campus, nor could William and 
Mary support the date of termination reporting in the financial accounting and reporting system.  
Additionally, William and Mary was not aware that it had not paid the necessary leave payout due to 
one employee. 
 

According to the Policy, an employee should obtain a clearance form from the Office of Human 
Resources website.  The employee is responsible for obtaining the appropriate departmental signatures 
or clearance e-mails from the listed departments and submitting the completed clearance form to the 
Office of Human Resources prior to his or her departure.  The Policy further states that William and Mary 
will release the final paycheck and/or leave payoff check to the employee once the employee completes 
the clearance process.  As part of this process, Human Resources runs a report each pay period that 
identifies terminated employees with leave balances.  Human Resources sends this report to the Payroll 
Department for payment of leave balances owed. 

 
By issuing paychecks prior to the collection of the completed clearance forms, William and Mary 

eliminated the main mechanism established by the Policy to encourage the submission of the clearance 
forms.  Regarding the missed leave payout, the Human Resources report that is run each pay period did 
not include this employee because his Personnel Action Form was received late (after the pay period) by 
Human Resources.  When employees do not complete the clearance form, there is an increased risk of 
paying employees after termination or allowing employees to retain access to important information 
systems. Additionally, William and Mary may not properly collect college property such as keys, credit 
cards, or fines owed prior to the employee’s final day of employment.  Finally, the Human Resources 
Department may not identify and pay amounts owed to terminated employees for accumulated leave 
balances. 

 
William and Mary should enforce the Employee Clearance Policy to obtain required clearance 

forms from terminating employees before releasing the employee’s final paycheck or leave payout.  
Following the Employee Clearance Policy will reduce the risk of improper payments to terminated 
employees, ensure timely termination of access to College or State systems, and provide for proper 
collection of College property. 
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Improve Database Security Controls 
Type:  Internal Control and Compliance 
Severity: Significant Deficiency 
Repeat:  Partial with limited progress 
Prior Title:  Improve Database Security 
 
 William and Mary does not implement some of the required logging and monitoring controls to 
protect the database that supports the financial accounting and reporting system in accordance with 
their adopted information security standard, ISO 27002 (Security Standard). The Security Standard 
requires the implementation of adequate security controls to safeguard systems that contain or process 
sensitive and financial data.  
 

We communicated the details of the weaknesses to management in a separate document 
marked Freedom of Information Act Exempt under Code of Virginia §2.2-3705.2, due to their sensitivity 
and description of security controls.  

 
 The College did not resolve the prior year finding due to its interpretation of the importance of 
the required controls.  The College should dedicate the necessary resources to improve database 
monitoring controls to further reduce risk and provide stronger security for the database that supports 
the financial management system. 
 
Improve Controls over Timesheet Approval 
Type:  Internal Control 
Severity: Significant Deficiency 
Repeat:  Partial with significant progress 
 

During the fiscal year 2014 and 2015 audits, we identified instances where the Payroll 
Department of William and Mary administratively approved timesheets that department supervisors did 
not approve by the required payroll deadline.  During the fiscal year 2015 audit, we noted that the Payroll 
and the Information Technology Departments were coordinating to develop a process to identify 
supervisors who missed the deadline for approving timesheets.  Once identified, Payroll planned to 
require positive confirmation from supervisors that employees charged the correct number of hours. 

 
In May 2016, William and Mary implemented a new Administratively Approved Timesheet Policy 

(the Policy).  Following the implementation of the Policy, supervisors must respond to payroll 
notifications by certifying that the time reported for each employee is correct within seven days of 
receiving the notification.  If Payroll does not receive a response within seven days, it will follow up with 
the departmental approver’s supervisor.  Based on the current year’s audit, Payroll continued to approve 
timesheets administratively through April 2016; however, following the implementation of the new 
policy, Payroll properly obtained confirmation from departmental approvers rather than continuing to 
administratively approve those timesheets.  As a result, we consider this finding resolved as of May 2016.  
We will perform additional follow up testing during the fiscal year 2017 audit to confirm the corrective 
action remains effective.  
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AUDIT FINDINGS AND RECOMMENDATIONS – THE COLLEGE OF WILLIAM AND MARY 
 
Improve Information Technology Change Control 
Type:  Internal Control and Compliance 
Severity: Significant Deficiency 
Repeat:  No  
 

William and Mary does not have an information technology (IT) change management program 
that meets the minimum requirements defined in the College’s adopted information security standard, 
ISO 27002 (Security Standard). 
 

We communicated the details of the control weaknesses to management in a separate document 
marked Freedom of Information Act Exempt (FOIAE) under Code of Virginia §2.2-3705.2, due to their 
sensitivity and description of security controls.  In general, William and Mary lacks an adequate change 
control policy and a consistent process for documenting, maintaining, and searching change 
documentation. 

 
IT department management should develop and implement a change control policy, with 

supporting procedures, to improve the change control program.  At a minimum, management should 
consider including the recommended elements communicated in the FOIAE document.  By 
implementing sufficient IT change controls, management will reduce the risk of unauthorized changes 
and will help improve the security and availability of mission critical and sensitive systems.  
 
Improve Timeliness of Small Purchase Charge Card Reconciliations 
Type:  Internal Control  
Severity: Significant Deficiency 
Repeat:  No  
 

William and Mary should improve monitoring controls over its Small Purchase Charge Card (SPCC) 
program.  Seven out of 20 reconciliations reviewed (35 percent) contained transactions which had not 
been reviewed and approved by the 23rd day of the month in which the cycle closed, in accordance with 
William and Mary SPCC Policies and Procedures.  The length of time that transactions remained 
unapproved by either the cardholder or approver ranged from 14 to 147 days following the 23rd day of 
the month.  While the SPCC Policies and Procedures state that accounts that remain unreconciled 60 
days after the cycle deadline may be suspended, such suspension does not appear to be taking place.  
Three of the seven cardholders (42 percent) with transactions that remained unapproved for longer than 
60 days continued to make purchases after 60 days and before the approval of the unreconciled 
transactions.  

 
  The Management Agreement By and Between the Commonwealth of Virginia and the College of 
William and Mary in Virginia (2006) directs William and Mary to create its own policies for managing 
disbursements, including those made by charge card.  The William and Mary SPCC Policies and 
Procedures state it is the responsibility of the cardholder’s authorized approver to review and approve 
all cardholder monthly statement reconciliations to ensure transactions are within policy and 
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appropriate.  Additionally, SPCC cardholders and approvers are responsible for ensuring that monthly 
reconciliations are complete by the 23rd day of the month in which the cycle closes.  Per William and 
Mary’s SPCC Policies, failure to sign off on transactions by the cardholder or approver is a violation of 
the policy.  The policy states that individuals who violate the SPCC procedures may have card privileges 
suspended or permanently revoked.  Additionally, the policy withholds funds from the cardholders 
spending limit until unapproved transactions have been through the appropriate review and approval 
process.   
 
 Not properly monitoring and reconciling SPCC activity increases the risk of fraudulent or 
inappropriate purchases.  As William and Mary, including the Virginia Institute of Marine Science, had 
313 cardholders and combined expenditures of more than $23 million during fiscal year 2016, delayed 
reconciliation of transactions increases the risk that cardholders may not detect fraudulent activity by 
external parties in a reasonable timeframe.   
 

William and Mary should establish an adequate monthly process to monitor transactions that 
remain unapproved by either cardholder or approver after the 23rd day of the month in which the cycle 
closes.  This monitoring process could include the Program Administrator following up with approvers 
who have unreconciled transactions or transactions lacking support.  William and Mary may also want 
to consider tracking violations of the SPCC Policies and Procedures and implement additional 
consequences for individuals that do not comply.   
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STATUS OF PRIOR YEAR FINDINGS – RICHARD BLAND COLLEGE 
 
Improve Controls over Financial Reporting 
Type:  Internal Control  
Severity: Material Weakness 
Repeat:  Yes 
 

Richard Bland College (Richard Bland) does not have adequate internal controls over its financial 
reporting process. Similar to previous years, numerous adjustments and errors to the financial 
statements indicate that the current process for compiling the financial statements does not prevent, or 
detect and correct on a timely basis, material misstatements to the financial statements.  
 

During our review of financial information submitted by Richard Bland to William and Mary for 
consolidation in the combined financial statements, we found: 

 

 Richard Bland made six adjustments to Beginning Net Position to correct errors in the 
prior year financial statement’s ending net position.  In one instance, Richard Bland 
incorrectly adjusted the Beginning Net position balance by $331,047.  Additionally, due 
to the method of compiling the financial statements from various sources, Richard 
Bland used a $599,208 “plug” entry to Beginning Net Position to ensure agreement of 
the Net Position balances reported in the Statement of Net Position and the Statement 
of Revenues, Expenses, and Changes in Net Position. 
 

 Richard Bland does not use a fixed asset tracking system. All fixed assets are tracked 
using spreadsheets.  As a result of poor tracking during previous fiscal years, the capital 
asset footnote information reported to William and Mary contained “plug” numbers to 
calculate the correct ending balances. Due to previous lapses in internal control, Richard 
Bland was unable to identify the year it disposed of certain assets.  
 

 Richard Bland mistakenly included $2.7 million of Federal Direct Loans in its financial 
statements as a revenue and expense, even though the institution is only a pass-through 
entity for the funds and should not record the activity in its financial statements. 
 

 Richard Bland understated operating expenses by $2.1 million due to an insufficient 
understanding of the process for extracting its expenses from the Commonwealth’s 
accounting and financial reporting system. 
 

 Richard Bland did not reclassify the auxiliary fee, which Richard Bland includes with 
tuition in its accounting and financial reporting system when it charges students at the 
beginning of each semester, to the appropriate line item for financial reporting 
purposes.  As Richard Bland compiled the financial statements without using its 
accounting and financial reporting system, it should have manually reclassified the 
auxiliary fee portion of $1.1 million to the Auxiliary Enterprises line item, but the 
institution did not complete this reclassification.  
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 Richard Bland did not prorate an interest payment due in fiscal year 2017 between fiscal 
year 2016 and fiscal year 2017, causing a $318,770 overstatement of Accrued Interest 
Payable.  Additionally, Richard Bland understated Interest Expense on Capital Asset 
Related Debt by $528,294 due to a misclassification of interest payments as auxiliary 
enterprise expenses. 
 

 No verifiable support could be provided by Richard Bland to substantiate certain 
receivables due from the federal government.  Richard Bland subsequently determined 
that $500,674 originally reported as accounts receivable did not represent amounts due to 
Richard Bland as of June 30, 2016, and should be removed from the financial statements. 
 

 Richard Bland did not report an allowance for doubtful accounts to reduce accounts 
receivable to its net realizable value.  After further analysis, and as a result of an audit 
recommendation, Richard Bland reduced Student Accounts Receivable and Beginning 
Net Position by $245,069 due to expected uncollectability.  

 
Management is responsible for designing and maintaining a system of internal controls relevant 

to the preparation and fair presentation of financial statements that are free from material 
misstatement in accordance with generally accepted accounting principles.  A lack of formalized 
procedures, significant personnel turnover in financial reporting and financial operations during the 
fiscal year, and an inability to rely on the institution’s accounting and financial reporting system (resulting 
in the manual preparation of the trial balance from multiple sources) led to the issues identified.  These 
weaknesses have increased the risk of misstatement and resulted in adjustments to both current and 
prior year financial statements.  Inaccurate financial information can affect long-term planning and the 
decisions of those individuals or institutions that rely on such information. 

 
As the prior year audit was not completed until fiscal year 2016 was over halfway complete, 

Richard Bland did not have sufficient time to completely address the recommendation from the prior 
year report.  Since that time, Richard Bland has worked to improve staffing, document policies and 
procedures, and develop a system for financial reporting for fiscal year 2017.  Richard Bland should 
continue to develop and implement policies and procedures over financial reporting, and should utilize 
its accounting and financial reporting system as the basis for producing its financial statements for fiscal 
year 2017.  We will audit the institution’s progress toward resolving the findings reported during the 
current and previous fiscal years during the fiscal year 2017 audit.  As these changes occurred primarily 
at the end of fiscal year 2016, any expected impact should be noticeable during the fiscal year 2017 
audit.   
 
Comply with the Department of Human Resources Management Policy for Wage Employees 
Type:  Internal Control and Compliance 
Severity: Significant Deficiency 
Repeat:  Yes 
 

Richard Bland College (Richard Bland) is not complying with the Department of Human Resource 
Management (DHRM) policy 2.20 (Policy) requiring non-benefit employees to work no more than 1500 
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hours during the May 1 to April 30 measurement period each year.  Three non-benefit employees 
worked more than 1,500 hours from May 1, 2015, to April 30, 2016. 

 
The Policy requires non-benefit employees to work no more than an average of 29 hours per week, 

for a maximum not to exceed 1,500 hours in the one-year measurement period of May 1 to April 30.  DHRM 
developed this Policy to ensure that the Commonwealth is complying with the requirements of the 
Patient Protection and Affordable Care Act, which brings penalties for noncompliance.  

 
Richard Bland currently has a notification process in place once an employee reaches 1,200 

hours.  The Department of Accounts’ Payroll Service Bureau notifies Richard Bland once the employee 
reaches this threshold, and the Richard Bland Human Resource Department subsequently notifies the 
employee’s supervisor.  However, the existing process did not provide for continued monitoring of hours 
worked after the employee reached 1,200 hours.  

 
To avoid penalty payments and ensure compliance with state and federal requirements, Richard 

Bland should refine its procedures to assist in monitoring non-benefit employees to ensure hours worked 
do not exceed 1,500 hours annually.  As part of these procedures, Richard Bland may want to consider 
increasing the frequency of review of total hours worked and setting additional levels of notification to 
alert supervisors.  
 
Improve Controls over Small Purchase Charge Cards 
Type:  Internal Control  
Severity: Significant Deficiency 
Repeat:  Yes 
 

Richard Bland College (Richard Bland) did not properly approve or review Small Purchase Charge 
Card (SPCC) transactions for 11 out of 25 (44 percent) transactions tested.  Cardholders submitted 
documentation to the Bank of America Works (Works) website for these transactions, but there is no 
history or documentation of a supervisor approval. Commonwealth Accounting Policies and Procedures 
(CAPP) Manual Topic No. 20355 (Purchase Charge Card) states that “procedures must ensure, at a 
minimum, that reconciled statements have been reviewed and approved in writing by the cardholder’s 
supervisor or reviewer.” 

 
Not properly reviewing and approving SPCC cardholder reconciliations resulted from insufficient 

oversight by supervisors and the Purchase Card Administrator.  When Richard Bland set up cardholders 
in Works, it did not implement system controls to ensure transactions automatically route to a supervisor 
for approval. The former Purchase Card Administrator allowed the issue to persist without correcting 
the system setup or implementing an alternative approval process.  Additionally, supervisors did not 
approve all cardholder transactions for which they were responsible each month.  

 
Insufficient review of purchase card transactions may result in untimely detection and correction 

of vendor overcharges, undetected cardholder misuse, or fraudulent purchases, which may result in 
financial loss to Richard Bland and the Commonwealth.   The Purchase Card Administrator at Richard Bland 
should work with Bank of America and the Department of Accounts to set up the proper approval flow in 
Works for every cardholder, or the Purchase Card Administrator should implement a separate process to 
complete timely all required steps of cardholder reconciliation as described in the CAPP Manual.
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*Information Security findings for Richard Bland are individually considered to be significant deficiencies, but 
collectively considered to be a material weakness. 

 
Improve Controls over Expenditure Vouchers 
Type:  Internal Control  
Severity: Significant Deficiency 
Repeat:  Yes 
 

Richard Bland does not have adequate procedures in place for maintaining documentation 
supporting its expenditures.  Richard Bland was unable to locate supporting expenditure documents for 
seven out of 22 (32 percent) items tested.   

Topic 20310 of the CAPP Manual states, “Copies of expenditure documents are to be maintained 
on file at each agency for three years.” Original documentation was not available due to misplacement 
of documentation during relocation of expenditure-supporting documents. 

For the seven tested expenditures, Richard Bland could not verify that they paid the proper 
amount, properly approved payment, or properly coded the expenditure.  Insufficient maintenance of 
supporting documentation increases the risk of improper payments to vendors or the possibility of fraud, 
and could potentially have an effect on Richard Bland’s financial statements. 

Richard Bland should ensure it establishes an organizational system that allows for proper 
maintenance and organization of expenditure documentation.  When transporting files to a new storage 
location, Richard Bland should develop a process to account for all records.  

Continue to Improve Information Security Program 
Type:  Internal Control and Compliance 
Severity: Significant Deficiency* 
Repeat:  Yes 
 

Richard Bland continues to lack an information security program that provides for all of the 
necessary requirements, guidance, and controls to secure its mission critical systems and sensitive data. 
Richard Bland continues to work to resolve four weaknesses in an effort to improve and mature the 
information security program and align it with the Commonwealth’s Information Security Standard, SEC 
501-09 (Security Standard).  Specifically, our review identified the following control areas that require 
continued improvement and resources.  
 
IT Risk Management and Contingency Planning 

 
 Richard Bland does not produce risk assessment executive summary reports for executive 

business leadership that include major findings and mitigation recommendations 
identified during the risk management process. A risk assessment executive summary is 
an essential control to establish the necessary communication between organizational 
business leadership and IT staff to work towards the mitigation of risks and hardening of 
mission critical IT systems (Security Standard section: 6 Risk Assessment).  
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 Richard Bland does not obtain documented executive level approval on its risk 
management and contingency planning artifacts.  The Security Standard requires Richard 
Bland’s President and Executive Staff’s formal approval over the completed Business 
Impact Analysis, Risk Assessment(s), Continuity of Operations Plan, and Information 
Technology Disaster Recovery Plan to provide evidence of management’s 
acknowledgement that these documents meet organizational needs for risk management 
and contingency planning efforts (Security Standard section: 2 Agency Head).  

 
IT Security Awareness and Training 
 

 Richard Bland does not provide security awareness training to all employees per its 
policy and the requirements of the Security Standard. Approximately 19 percent of 
employees did not complete the required training during fiscal year 2016.  Providing 
annual training and security education to employees reduces the risk of an employee 
making costly security errors that could lead to a data breach.  Richard Bland has made 
progress since last year’s audit and should continue to strive towards ensuring that all 
users who access Richard Bland’s systems and sensitive data have completed training 
before, or as soon as practicable after, receiving access rights to the IT systems (Security 
Standard section: AT-2 Security Awareness). 
  

 Richard Bland does not provide periodic specialized training for users who serve in 
system administration roles, i.e. system owner, data owner, and data custodian.  The 
Security Standard requires specialized training for these users so they are fully aware 
and equipped to perform their assigned role-based functions.  In addition to the 
training, Richard Bland must document that each user formally accepts the designated 
role and is aware of the responsibilities associated with the related role (Security 
Standard section: 2 Information Security Roles and Responsibilities).  

 
Richard Bland was unable to resolve the weaknesses noted above during the period following the 

prior year’s audit due to a limited number of IT and security staff and significant employee turnover during 
the fiscal year.   Additionally, Richard Bland dedicated resources to other enterprise-wide priorities.  
 

Richard Bland should continue to allocate the necessary resources to develop, align, and 
implement an information security program in accordance with organizational policies and the Security 
Standard, as well as fully remediating the weaknesses noted above. 
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*Information Security findings for Richard Bland are individually considered to be significant deficiencies, but 
collectively considered to be a material weakness. 

AUDIT FINDINGS AND RECOMMENDATIONS – RICHARD BLAND COLLEGE 

 
Improve System Patch Management 
Type:  Internal Control and Compliance 
Severity: Significant Deficiency* 
Repeat:  No 
 
 Richard Bland does not have sufficient patch management controls for systems that support 
mission critical business processes.  The Security Standard requires the implementation of several patch 
management related controls to protect the confidentiality, integrity, and availability of sensitive and 
financial data.  
 
 The Security Standard requires the identification, testing, and implementation of software patches 
within 90 days of release (Security Standard section: SI-2 Flaw Remediation).  Richard Bland lacks a policy 
outlining patching requirements, such as required testing and patching windows, which likely contributed 
to the delay in patching and updating certain software.  Running outdated or unpatched software increases 
the risk that malicious individuals may exploit known vulnerabilities, potentially leading to a breach of 
sensitive data, resulting in legal, financial, or reputational damages for Richard Bland. 
 

We communicated the details of the specific systems and software lacking appropriate patch 
controls to Richard Bland in a separate document marked Freedom of Information Act Exempt (FOIAE) 
under Code of Virginia §2.2-3705.2, due to their sensitivity and description of security controls. 

 
 Richard Bland should create a policy that contains the requirements for system patching and 
dedicate the necessary resources to evaluate, test, and install relevant security patches for the systems 
identified in the FOIAE document.   The policy should also require Richard Bland to identify, evaluate, test, 
and implement patches within 90 days of release.  Improving system patch management will reduce data 
security risk and better protect the confidentiality, integrity, and availability of sensitive and critical data.   
 
Improve System Logging and Monitoring 
Type:  Internal Control and Compliance 
Severity: Significant Deficiency* 
Repeat:  No 
 
 Richard Bland does not implement the necessary activity logging and monitoring controls for 
certain systems that support critical applications, including its financial accounting and reporting system, 
to effectively detect and prevent anomalies in sensitive and critical data and to comply with the Security 
Standard.  Without adequate logging and monitoring controls, Richard Bland may not identify suspicious 
activity in a timely manner or retain vital information required for a forensic investigation.  Insufficient 
logging and monitoring controls are a result of limited availability of information technology personnel 
and improper separation of duties.  
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*Information Security findings for Richard Bland are individually considered to be significant deficiencies, but 
collectively considered to be a material weakness. 

 We communicated the details of the control weaknesses to Richard Bland in a separate 
document marked Freedom of Information Act Exempt (FOIAE) under § 2.2-3705.2 of the Code of 
Virginia, due to their sensitivity and description of security controls. 
  
 Richard Bland should dedicate the necessary resources to implement the logging and monitoring 
controls described in the FOIAE document. By implementing the security controls, Richard Bland will 
reduce risk and provide stronger security for the systems that support mission critical business processes.  
 
Improve Database and Network Security 
Type:  Internal Control and Compliance 
Severity: Significant Deficiency* 
Repeat:  No 
 
 Richard Bland does not have certain required database and network security controls for systems 
to comply with the Security Standard and industry best practices.  The Security Standard and best 
practices define security controls to protect the confidentiality, integrity, and availability of data stored 
in databases and transmitted over a network.  A contributing factor to these weaknesses is that Richard 
Bland is not aware of all the requirements in the Security Standard and guidance of industry best 
practices.   
 
 We communicated the details of the control weaknesses to Richard Bland in a separate 
document marked Freedom of Information Act Exempt (FOIAE) under Code of Virginia §2.2-3705.2, due 
to their sensitivity and description of security controls.  In general, the weaknesses included the use of a 
default account, insecure system configuration, and inadequate authentication controls. 
 
 Richard Bland should mitigate the weaknesses communicated in the FOIAE document and 
become familiar with, at a minimum, all the requirements in the Security Standard.  Additionally, Richard 
Bland should evaluate and verify that current system configurations meet the minimum security controls 
mandated by the Security Standard and aligned with industry best practices, starting with sensitive and 
mission critical systems.  To perform this assessment and verification, Richard Bland may need to 
dedicate additional staff and funding to implement the needed controls.  These controls will reduce the 
data security risk for sensitive and mission critical systems and promote a more secure information 
technology environment.  
  
Improve the myVRS Navigator Reconciliation Process 
Type:  Internal Control  
Severity: Significant Deficiency 
Repeat:  No 
 

Richard Bland did not perform and document reconciliations between myVRS Navigator and the 
Commonwealth’s human resource system during fiscal year 2016.  CAPP Manual Topic No. 50410 (Virginia 
Retirement System and Optional Retirement Plans) states that employers are responsible for ensuring valid 
interface values are in myVRS Navigator prior to the confirmation of the contribution snapshot.
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 The Human Resources Department at Richard Bland experienced significant turnover during the 
fiscal year, specifically in the Director of Human Resources position.  Additionally, at certain times during 
fiscal year 2016, the Human Resources Department included only one full-time employee.  These low 
staffing levels resulted in prioritization of various responsibilities and required tasks and lapses in 
performing certain required activities, such as reconciliation of retirement contributions.  Not reconciling 
myVRS Navigator data with Commonwealth’s human resource system data prior to certifying the 
snapshot increases the risk that Richard Bland’s retirement contributions will be inaccurate.  As the 
Commonwealth’s actuary relies on the data reported in myVRS Navigator for determining the net 
pension liability for each of the Commonwealth’s agencies and institutions, any inaccurate data reported 
by agencies and institutions can affect the actuary’s analysis and potentially Richard Bland’s financial 
statements. 
 
 Richard Bland should reduce position vacancies within the Human Resource Department to 
ensure completion of required procedures, such as reconciliations between myVRS Navigator and 
Commonwealth’s human resources system.  Furthermore, Richard Bland should work with the 
Department of Accounts’ Payroll Service Bureau to clear ongoing data discrepancies.  
 
Improve Compliance with the Prompt Pay Provisions of the Procurement Act 
Type:  Internal Control and Compliance 
Severity: Significant Deficiency 
Repeat:  No 

 
Richard Bland did not make payments timely in accordance with the Prompt Pay Provisions of 

the Procurement Act.  The Prompt Pay Provisions, as described in the Code of Virginia §2.2-4347, state 
that payments should be made 30 days after the later of receipt of invoice or receipt of item, or as 
established by contract.  In a randomly selected sample, Richard Bland paid seven out of the 36 
expenditures (19 percent) outside of the Prompt Pay Provisions requirement of 30 days.  
  

The exceptions noted during testing occurred during December 2015 and January 2016.  At that 
time, the employees responsible for issuing payments of expenditures were new hires still learning 
Richard Bland’s systems.  Due to their lack of experience and knowledge of the accounting systems, as 
well as a lack of documented payment procedures, the employees filled out the request for payment 
information incorrectly and the accounting system rejected the payment without their knowledge.  The 
employees did not become aware of the errors until after the 30-day period.   

 
Not complying with the Prompt Pay Provisions can damage relationships with vendors and harm 

the Commonwealth’s reputation, as well as result in penalties in the form of interest due to the vendor. 
Richard Bland should document procedures for essential processes, such as vendor payments, and 
increase management oversight of new employees.  
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Develop and Implement Personnel Action Forms 
Type:  Internal Control  
Severity: Significant Deficiency 
Repeat:  No 
 

The Human Resources Department at Richard Bland lacked documented policies and procedures 
during fiscal year 2016 and; therefore, did not require personnel action forms (PAFs), or similar 
documentation, to support employee salaries.  For all 16 (100 percent) of the salaried employees 
selected, Richard Bland was unable to provide properly completed forms to support the employees’ 
salaries.    
 

CAPP Manual Topic No. 50300, Establish/Maintain Employee Profile Information, states in Topic 
50305 that, “Documentation supporting the hiring of employees must be properly completed and 
authorized before processing.”  Prior to certification, agencies are required to review all information 
pertaining to new hires and ensure the correctness of the data entry.  Additionally, Topic 50310 requires 
appropriate supporting documentation for rehires and for supporting changes in employee pay.  All 
applicable forms used to establish the employee record or make a change to the current information 
should be maintained for audit purposes.  Since Richard Bland uses the Department of Accounts’ Payroll 
Service Bureau to process its payroll, it is important that the information Richard Bland enters into the 
human resource management system is accurate and supported by appropriate documentation.  
Without appropriate supporting documentation, there is a chance that an employee’s payroll may be 
incorrect, but with no form of verification.   
 
 Richard Bland’s Human Resources Department should continue to develop and implement 
policies and procedures, including requiring a form to track employee salary and pay changes along with 
the necessary approvals.   
 
Improve the Employee Termination Process 
Type:  Internal Control  
Severity: Significant Deficiency 
Repeat:  No 
 

The Human Resources Department at Richard Bland lacked documented policies and procedures 
during fiscal year 2016 and; therefore, did not require documentation of the collection of its property 
from terminated employees.  Due to the lack of documentation, the Human Resources Department is 
unable to confirm the collection of Richard Bland’s property for all four (100 percent) employees selected 
for testing.  

 CAPP Manual Topic No. 50320, Terminations, states that agencies should “develop a termination 
check-off list to ensure that all information is complete and accurate before terminating the employee.”  
The recommended checklist should provide confirmation of the collection of any access badges, keys, or 
other equipment assigned to the employee.  The absence of a separation checklist increases the risk of 
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misappropriation of assets or potential security concerns with non-employees having the ability to 
access Richard Bland facilities. 

Richard Bland’s Human Resources Department should continue to develop and implement 
policies and procedures that require supervisors to complete a separation checklist upon an employee’s 
termination.  Furthermore, Human Resources should communicate the importance of properly 
completing the checklist to all Richard Bland Departments. 

Develop Policies and Procedures to Identify Potential Capital Assets 
Type:  Internal Control  
Severity: Significant Deficiency 
Repeat:  No 
 

Richard Bland did not properly review equipment purchases in order to capitalize assets during 
fiscal year 2016.  In a randomly selected sample of equipment purchases, two of the eight expenditures 
reviewed (25 percent) met Richard Bland’s capitalization criteria, but the institution did not record these 
items as capital assets.  Richard Bland did not report any equipment additions in its listing of capital 
assets for fiscal year 2016.   

 
CAPP Manual, Topic No. 30305, Capitalized or Controlled Assets, states that, “Each agency and 

institution should implement cost beneficial internal control procedures to ensure that assets are 
properly classified for financial reporting purposes.”  Topic 30305 also states that an asset meets 
capitalization criteria if it “has an expected useful life of greater than one year and the asset individually 
has a value or cost of $5,000 or more at the date of acquisition.”   

 
Richard Bland lacked a documented process in place during fiscal year 2016 to require a review 

of large purchases to identify potential capital assets.  As such, Richard Bland did not sufficiently review 
large purchases for potential capitalization, leading to an overstatement of expenses and an 
understatement of assets in the institution’s financial statements.  In addition to the improper 
classification within the institution’s financial statements, improper identification of fixed assets at the 
time of purchase can also result in improper tagging and tracking of the asset while it is in use, and could 
increase the risk of misappropriation of the asset.   

 
Richard Bland should develop and implement policies and procedures to properly capitalize 

purchased equipment meeting its capitalization threshold, including identifying the individual 
responsible for making such determinations. 
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 September 8, 2017  
 
 
The Honorable Terence R. McAuliffe   
Governor of Virginia 
 
The Honorable Robert D. Orrock, Sr.  
Chairman, Joint Legislative Audit 
   and Review Commission 
 
Board of Visitors 
The College of William and Mary in Virginia 

 
 

INDEPENDENT AUDITOR’S REPORT ON INTERNAL CONTROL OVER 
 

FINANCIAL REPORTING AND ON COMPLIANCE AND OTHER MATTERS 
 

We have audited, in accordance with the auditing standards generally accepted in the United 
States of America and the standards applicable to financial audits contained in Government Auditing 
Standards, issued by the Comptroller General of the United States, the financial statements of the 
business-type activities and aggregate discretely presented component units of the College of William 
and Mary in Virginia, including the Virginia Institute of Marine Science and Richard Bland College (the 
Colleges), as of and for the year ended June 30, 2016, and the related notes to the financial statements, 
which collectively comprise the Colleges’ basic financial statements and have issued our report thereon 
dated September 8, 2017.  Our report includes a reference to other auditors.  We did not consider 
internal controls over financial reporting or test compliance with certain provisions of laws, regulations, 
contracts, and grant agreements for the financial statements of the component units of the Colleges’, 
which were audited by other auditors in accordance with auditing standards generally accepted in the 
United States of America, but not in accordance with Government Auditing Standards. 
 
Internal Control Over Financial Reporting  
 

In planning and performing our audit of the financial statements, we considered the Colleges’ 
internal control over financial reporting to determine the audit procedures that are appropriate in the 
circumstances for the purpose of expressing our opinions on the financial statements, but not for the 
purpose of expressing an opinion on the effectiveness of the Colleges’ internal control over financial 
reporting.  Accordingly, we do not express an opinion on the effectiveness of the Colleges’ internal 
control over financial reporting.
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 Our consideration of internal control over financial reporting was for the limited purpose 
described in the preceding paragraph and was not designed to identify all deficiencies in internal control 
over financial reporting that might be material weaknesses or significant deficiencies and therefore, 
material weaknesses or significant deficiencies may exist that were not identified. However, as described 
in the sections entitled “Status of Prior Year Findings – The College of William and Mary,” “Audit Findings 
and Recommendations – The College of William and Mary,” “Status of Prior Year Findings – Richard Bland 
College,” and “Audit Findings and Recommendations – Richard Bland College,” we identified certain 
deficiencies in internal control over financial reporting that we consider to be material weaknesses and 
significant deficiencies.  
 
 A deficiency in internal control exists when the design or operation of a control does not allow 
management or employees, in the normal course of performing their assigned functions, to prevent, or 
detect and correct misstatements on a timely basis.  A material weakness is a deficiency, or a 
combination of deficiencies, in internal control such that there is a reasonable possibility that a material 
misstatement of the entity’s financial statements will not be prevented, or detected and corrected on a 
timely basis. We consider the deficiency entitled “Improve Controls over Financial Reporting”, which is 
described in the section titled “Status of Prior Year Findings – Richard Bland College” to be a material 
weakness, and the significant deficiencies entitled “Continue to Improve Information Security Program,” 
“Improve System Patch Management,” “Improve System Logging and Monitoring,” and “Improve 
Database and Network Security,” which are described in the sections entitled “Status of Prior Year 
Findings – Richard Bland College,” and “Audit Findings and Recommendations – Richard Bland College” 
to collectively be a material weakness. 
 
 A significant deficiency is a deficiency or a combination of deficiencies in internal control that is 
less severe than a material weakness, yet important enough to merit attention by those charged with 
governance.  We consider the deficiencies entitled “Improve the Employee Termination Process,” 
“Improve Controls over Timesheet Approval,” and “Improve Database Security Controls”, which are 
described in the section titled “Status of Prior Year Findings – The College of William and Mary,” the 
deficiencies entitled “Improve Information Technology Change Control” and “Improve Timeliness of 
Small Purchase Chard Card Reconciliations,” which are described in the section titled “Audit Findings and 
Recommendations – The College of William and Mary,” the deficiencies entitled “Comply with the 
Department of Human Resources Management Policy for Wage Employees,” “Improve Controls over 
Small Purchase Charge Cards,” and “Improve Controls over Expenditure Vouchers,” which are described 
in the section titled “Status of Prior Year Findings – Richard Bland College,” and the deficiencies entitled 
“Improve the myVRS Navigator Reconciliation Process,” “Improve Compliance with the Prompt Pay 
Provisions of the Procurement Act,” “Develop and Implement Personnel Action Forms,” “Improve the 
Employee Termination Process,” and “Develop Policies and Procedures to Identify Potential Capital 
Assets” which are described in the section titled “Audit Findings and Recommendations – Richard Bland 
College” to be significant deficiencies.  
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Compliance and Other Matters 
 

As part of obtaining reasonable assurance about whether the Colleges’ financial statements are 
free of material misstatement, we performed tests of its compliance with certain provisions of laws, 
regulations, contracts and grant agreements, noncompliance with which could have a direct and material 
effect on the determination of financial statement amounts.  However, providing an opinion on 
compliance with those provisions was not an objective of our audit and, accordingly, we do not express 
such an opinion.  The results of our tests disclosed instances of noncompliance or other matters that are 
required to be reported under Government Auditing Standards and which are described in the sections 
titled “Status of Prior Year Findings – The College of William and Mary,” “Audit Findings and 
Recommendations – The College of William and Mary,” “Status of Prior Year Findings – Richard Bland 
College,” and “Audit Findings and Recommendations – Richard Bland College” in the findings entitled 
“Improve Database Security Controls,” “Improve Information Technology Change Control,” “Comply 
with the Department of Human Resources Management Policy for Wage Employees,” “Continue to 
Improve Information Security Program,” “Improve System Patch Management,” “Improve System 
Logging and Monitoring,” “Improve Database and Network Security,” and “Improve Compliance with the 
Prompt Pay Provisions of the Procurement Act.”  
 
The Colleges’ Responses to Findings 

 
We discussed this report with management at an exit conference held on September 5, 2017.  

The Colleges’ response to the findings identified in our audit is described in the accompanying sections 
titled “The College of William and Mary Response” and “Richard Bland College Response.”  The Colleges’ 
response was not subjected to the auditing procedures applied in the audit of the financial statements 
and, accordingly, we express no opinion on it. 
 
Status of Prior Findings  
 

The College of William and Mary has not taken adequate corrective action with respect to the 
previously reported finding “Improve the Employee Termination Process.”  The College of William and 
Mary has completed partial corrective action with respect to the previously reported findings “Improve 
Controls over Timesheet Approvals” and “Improve Database Security Controls.”  Accordingly, we 
included these findings in the section entitled “Status of Prior Year Findings – The College of William and 
Mary.”  Richard Bland College has not taken adequate corrective action with respect to the previously 
reported findings “Improve Controls over Financial Reporting,” “Comply with the Department of Human 
Resources Management Policy for Wage Employees,” “Improve Controls over Small Purchase Charge 
Cards,” “Improve Controls over Expenditure Vouchers,” and “Continue to Improve Information Security 
Program.”  Accordingly, we included these findings in the section entitled “Status of Prior Year Findings 
– Richard Bland College.”  The Colleges have taken adequate corrective action with respect to audit 
findings reported in the prior year that are not repeated in this report. 
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Purpose of this Report 
 

The purpose of this report is solely to describe the scope of our testing of internal control and 
compliance and the results of that testing, and not to provide an opinion on the effectiveness of the 
entity’s internal control or on compliance.  This report is an integral part of an audit performed in 
accordance with Government Audit Standards in considering the entity’s internal control and 
compliance.  Accordingly, this communication is not suitable for any other purpose. 

 
 AUDITOR OF PUBLIC ACCOUNTS 
 
EMS/alh 
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