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AUDIT SUMMARY 
 

We have audited the Virginia IT Agency’s (VITA) contract procurement business cycle for the 
period of July 1, 2017, through December 31, 2018.  In addition, we audited VITA’s contract management 
and billing cycles for the period of January 1, 2019, through March 31, 2020.  We found:  
 

• one matter involving internal control and its operation necessary to bring to 
management’s attention; and 

 

• no instances of noncompliance with applicable laws and regulations or other 
matters that are required to be reported. 
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Period July 1, 2017 – March 31, 2020 
 

AUDIT FINDINGS AND RECOMMENDATIONS 
 
Ensure ITISP Suppliers Meet all Contractual Requirements 
Type:  Internal Control 
Repeat:  No  

 

The Virginia IT Agency (VITA) is responsible for the operation, governance, and security of the 
Commonwealth’s technology infrastructure.  From 2005 to 2018 the Commonwealth, with oversight and 
governance by VITA, contracted with a single provider for information technology (IT) infrastructure 
services.  In 2018, VITA terminated the contract with the single provider and moved to a multisource 
environment with seven separate suppliers and one multisource service integrator providing the IT 
infrastructure services.  Agencies of the Commonwealth rely on the services provided by the suppliers 
through the Information Technology Infrastructure Services Program (ITISP).   

 
Although VITA is monitoring the contractual requirements each month, as of March 2020, there 

were still cases of ITISP suppliers not properly reporting the data or not meeting the minimum 
requirements.  If the ITISP suppliers do not meet all contractual requirements, Commonwealth agencies 
that rely on the ITISP services may not be in compliance with the Commonwealth’s Information Security 
Standard, SEC 501 (Security Standard).   

 
The Security Standard is a baseline for information security and risk management activities for 

Commonwealth agencies.  Many agencies rely on services provided through the ITISP suppliers to ensure 
compliance with the Security Standard.  For example, the Security Standard requires the installation of 
security-relevant software updates within 90 days of release (Security Standard Section: SI-2 Flaw 
Remediation).  Commonwealth agencies rely on the ITISP suppliers for the installation of security patches 
in systems that support agencies’ operations.  Our audits at the Department of Taxation and the 
Department of Education (Education) for fiscal year 2020 found a significant number of critical and highly 
important security patches that were past the 90-day Security Standard requirement.  The systems 
missing critical security updates are at an increased risk of cyberattack, exploit, and data breach by 
malicious parties.   

 
Additionally, the Security Standard requires agencies to review and analyze audit records at least 

every 30 days for indications of inappropriate or unusual activity (Security Standard:  Section AU-6 Audit 
Review, Analysis, and Reporting).  Our audit of Education for fiscal year 2020 found that Education relies 
on the ITISP suppliers to provide Education access to a centralized monitoring tool that collects audit log 
information about activities in Education’s IT environment.  Education was unable to access the 
monitoring tool and audit log information during fiscal year 2020 and thus, was not able to comply with 
the Security Standard requirements related to audit log monitoring.  Although the supplier was 
performing audit logging and monitoring, there were challenges with granting agencies access to their 
data in the monitoring tool.  Without the agencies being able to review and monitor their individual audit 
logs, the risk associated with the Commonwealth’s data confidentiality, integrity, and availability is 
increased.   
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Period July 1, 2017 – March 31, 2020 
 

During the initial periods of transition from the single supplier to the multisource environment, 
the new ITISP suppliers were not able to report their status related to contractual requirements (critical 
service levels, key measurements, or critical deliverables).  For example, VITA did not require the ITISP 
suppliers to report the status of a service level agreement (SLA) related to security and vulnerability 
patching until October 2019, and as of March 2020, the suppliers were still not meeting the minimum 
requirement of this SLA.   

 
Difficulties encountered by the suppliers during the transition to the multisource environment 

led to suppliers not being able to initially meet all the contractual requirements.  In 2018, VITA made the 
decision to classify the security and vulnerability patching related requirements as key measures to allow 
the suppliers time to implement their processes and reporting systems.  Although key measures have 
contractual implications, there are no financial credits associated with the failure to meet a key measure.  
In August 2020, VITA promoted the security and vulnerability patching requirements to critical service 
levels, which can have financial credits applied when a supplier fails to meet the minimum requirements.   

 
If a supplier is not installing security and vulnerability patches, an agency would first need to 

determine if the ITISP suppliers support the related application or system.  If the ITISP do not support 
the application, it is the individual agency’s responsibility to install the required patches.  However, VITA 
does not maintain a master list of supported applications for agencies to check for validation.  VITA 
should continue to work with the ITISP suppliers to prepare a detailed listing of all applications or systems 
that are supported under the current contracts.   

 
To ensure all agencies that rely on the ITISP services comply with the Security Standard, VITA 

should ensure ITISP suppliers meet all contractual requirements.  To aid in determining which 
requirements have Security Standard implications, VITA should crosswalk contractual requirements to 
the Security Standard.  This will help in identifying which requirements, if not met, could put an agency 
at risk of noncompliance with the Security Standard.  If VITA determines a supplier is not meeting a 
requirement that has Security Standard implications, VITA should communicate with the affected 
agencies and provide guidance on what the agencies can do to mitigate the risk while the suppliers work 
to meet the requirements of the contract. 
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Period July 1, 2017 – March 31, 2020 
 

AUDIT SCOPE OVERVIEW 
 

VITA is the Commonwealth's consolidated information technology agency.  The responsibilities 
of VITA include the governance of the Commonwealth's information security programs, the operation of 
the IT infrastructure, the governance of IT investments, and the procurement of technology for VITA and 
other state agencies.   

 
In December 2018, VITA transitioned the Commonwealth’s IT infrastructure from a single 

supplier to a multisource environment.  From 2005 to 2018, Northrup Grumman managed the 
Commonwealth’s infrastructure, which includes data centers, networks, servers, routers, email, voice, 
data, security, mainframe, and personal computing services.  In May 2018, VITA announced that it was 
terminating IT infrastructure services with Northrop Grumman.  In its place, VITA implemented a new 
infrastructure environment that featured a multisource service integrator (MSI) and seven suppliers with 
shorter-term contracts. 

 
Our audit focused on VITA’s contract procurement, contract management, and billing business 

cycles.  We placed specific emphasis on the contract procurement and management of the MSI and 
multisource suppliers.  
 
Contracts 
 

In August 2018, Science Applications International Corporation assumed the role of the MSI.  The 
MSI’s role is to coordinate and monitor the activities of the other suppliers, as well as to be the main 
resource for interaction with VITA and executive branch agencies.  In December 2018, the other suppliers 
began providing services which include:  

 
IT Infrastructure Suppliers and Services 

 

Supplier Service 

Atos Managed Security 

Iron Bow End-User Services 

Perspecta Mainframe 

Tempus 
Nova 

Messaging 

Unisys Server/Storage/Data Center 

Verizon Data/Voice Network 

Xerox Print Services 

 
Our testing of VITA’s procurement of the multisource contracts consisted of testing compliance 

with VITA’s policies and procedures and statewide procurement rules.  In addition to the multisource 
contracts, our testing included a sample of statewide IT contracts, which VITA procured during the period 
July 1,2017, through December 31, 2018.  Other state agencies can utilize these statewide IT contracts 
for the purchase of IT and telecommunications goods and services.   
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Period July 1, 2017 – March 31, 2020 
 

Our audit also included testing of VITA’s contract management for the period of January 1, 2019, 
through March 31, 2020.  VITA and the MSI monitor the suppliers’ contractual requirements, including 
deliverables and service level agreements, which are established in the contracts.  Our testing of contract 
management consisted of contracts procured with the MSI, as well as the multisource suppliers. 
 
Billing 
 

VITA maintains three main repositories of data for billing purposes:  IT goods and service asset 
data, mainframe data, and telecommunications data.  As of July 1, 2019, VITA invoices its customers 
using three separate billing systems: 

 
• Information Technology Financial Management (ITFM) system for comprehensive IT 

goods and services, miscellaneous services, and mainframe services; 
 

• Voice and Data Networking (VDN) system for managed routers, wide area network, 
unified communications as a service, and executive teleconferencing services; and 

 

• Telecommunications Expense Management and Billing Solution (TEBS) for local 
telecommunications services, broadband, and non-executive telecommunication 
services.  

 
The MSI manages ITFM billing, with oversight and approval by VITA.  VITA manages the TEBS 

billing for telecommunications services.  Prior to July 1, 2019, the VDN billing was included in the TEBS 
system.  Between July 1, 2019, and December 31, 2019, VITA managed the VDN billing separately while 
transitioning billing to the MSI.  As of January 1, 2020, the MSI manages VDN billing within the ITFM tool.  
Our testing included monthly ITFM bills between July 1, 2019, and March 31, 2020, and TEBS bills 
between January 1, 2019, and March 31, 2020, to ensure processes were consistent with VITA’s policies 
and procedures.  
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Period July 1, 2017 – March 31, 2020 
 

 
 
 
 January 29, 2021 
 
 
The Honorable Ralph S. Northam  
Governor of Virginia 
 
The Honorable Kenneth R. Plum 
Chairman, Joint Legislative Audit 
  and Review Commission 
 
 

We have audited the contract procurement business cycle of the Virginia IT Agency (VITA) for 
the period July 1, 2017, through December 31, 2018.  In addition, we have audited the contract 
management and billing business cycles of VITA for the period January 1, 2019, through March 31, 2020.  
We conducted this performance audit in accordance with generally accepted government auditing 
standards.  Those standards require that we plan and perform the audit to obtain sufficient, appropriate 
evidence to provide a reasonable basis for our findings and conclusions based on our audit objectives.  
We believe that the evidence obtained provides a reasonable basis for our findings and conclusions 
based on our audit objectives. 
 
Audit Scope and Objectives 
 

Our audit’s primary objectives with regard to the contract procurement, contract management, 
and billing cycles were to review the adequacy of VITA’s internal controls and test compliance with 
applicable laws, regulations, and contracts.  
 
Audit Methodology 
 

VITA’s management has responsibility for establishing and maintaining internal control and 
complying with applicable laws, regulations, and contracts.  Internal control is a process designed to 
provide reasonable, but not absolute, assurance regarding the reliability of financial reporting, 
effectiveness and efficiency of operations, and compliance with applicable laws, regulations, contracts, 
and grant agreements. 
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Period July 1, 2017 – March 31, 2020 
 

We gained an understanding of the overall internal controls, both automated and manual, as 
they relate to the audit objectives, sufficient to plan the audit.  We considered significance and risk in 
determining the nature and extent of our audit procedures.  We performed audit tests to determine 
whether VITA’s controls were adequate, had been placed in operation, and were being followed.  Our 
audit also included tests of compliance with provisions of applicable laws, regulations, and contracts as 
they pertain to our audit objectives.   

 
Our audit procedures included inquiries of appropriate personnel, inspection of documents, 

records, and contracts, and observation of VITA’s operations.  We also tested details of transactions to 
achieve our objectives. 

 
A nonstatistical sampling approach was used.  Our samples were designed to support conclusions 

about our audit objectives.  An appropriate sampling methodology was used to ensure the samples 
selected were representative of the population and provided sufficient, appropriate evidence.  We 
identified specific attributes for testing each of the samples, and when appropriate, we projected our 
results to the population. 
 
Conclusions 

 
We noted one matter pertaining to contract management, involving internal control and its 

operation that requires management’s attention and corrective action.  This matter is described in the 
section entitled “Audit Findings and Recommendations.”  The results of our tests of compliance with 
applicable laws, regulations, and contracts, as they pertain to the audit objectives, disclosed no instances 
of noncompliance or other matters that are required to be reported under Government Auditing 
Standards.   

 
Exit Conference and Report Distribution 

 
We discussed this report with management on February 4, 2021.  Management’s response to the 

finding identified in our audit is included in the section titled “Agency Response.” We did not audit 
management’s response and, accordingly, we express no opinion on it.  

 
This report is intended for the information and use of the Governor and General Assembly, 

management, and the citizens of the Commonwealth of Virginia and is a public record. 
  
 Staci A. Henshaw 
 AUDITOR OF PUBLIC ACCOUNTS 
 
JMR/clj 
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Period July 1, 2017 – March 31, 2020 
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Period July 1, 2017 – March 31, 2020 
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Period July 1, 2017 – March 31, 2020 
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Period July 1, 2017 – March 31, 2020 
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Period July 1, 2017 – March 31, 2020 
 

Virginia IT Agency 
As of March 31, 2020 

 
 
 

Nelson P. Moe 
Chief Information Officer 

 
 

Michael Watson 
Chief Information Security Officer 

 
 

Jonathan Ozovek 
Chief Operating Officer 

 
 

Dan Wolf 
Chief Administrative Officer 

 


