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AUDIT SUMMARY 
 

We have audited the basic financial statements of Longwood University as of and for the year 
ended June 30, 2015, and issued our report thereon, dated July 27, 2016.  Our report is included in 
the University’s Annual Report, is available at the Auditor of Public Accounts’ website at 
www.apa.virginia.gov and at the University’s website at www.longwood.edu.  Our audit found: 
 

 the financial statements are presented fairly, in all material respects; 
 

 internal control findings requiring management’s attention; however, we do 
not consider them to be material weaknesses; and 

 

 instances of noncompliance with applicable laws and regulations or other 
matters that are required to be reported under Government Auditing 
Standards.  
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STATUS OF PRIOR YEAR FINDINGS 
 
Improve Information Security Management and Prioritization 
 

Longwood University (University) does not prioritize and manage information security for 
sensitive University information technology (IT) resources in accordance with the University’s 
designated information security standard, ISO 27002 version 2013-10-01, as reported in our previous 
audit.  
 

We also identified and communicated several areas of weaknesses to management in a 
separate document marked Freedom of Information Act Exempt under Section 2.2-3705.2 of the 
Code of Virginia due to it containing descriptions of security mechanisms. 
 

We obtained a status update from Longwood on the corrective actions related to these 
weaknesses.  As of our report date, some corrective actions were completed and some remain 
ongoing.  The weaknesses that still have corrective action ongoing are included in this year’s 
recommendations and will be reviewed during our next audit.  
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INTERNAL CONTROL AND COMPLIANCE FINDINGS AND RECOMMENDATIONS 
 
Improve IT Change Management and Patch Management Policies and Procedures 
 
  The University is using an outdated IT change management policy from 2009 and does not 
have a sufficient patch management policy that sets consistent expectations for upgrading and 
patching sensitive IT systems. 
 
 The University’s adopted security standard, ISO 27002:2013 (Security Standard), requires 
several configuration management controls to safeguard mission critical systems that contain or 
process sensitive data.  The Security Standard defines minimum requirements for change control 
management, including but not limited to: segregation of duties enforcement, a clearly defined 
formal approval process, and testing a change in a segregated environment prior to implementation 
(Security Standard Section: 14.2.2 System Change Control Procedures).  Specifically, the University’s 
change policy does not include the following: 
 

 A determination of how to differentiate between changes that should be tracked 
and documented as “maintenance” or “change.” 

 

 Clear procedures and guidelines for maintenance changes resulting in 
inconsistencies and unclear requirements. 

 
 Additionally, the University does not have a sufficient patch management procedure that 
defines requirements for all areas managed by Information Technology Services, such as: 
 

 A process to identify when systems require patches; 
 

 A determination of reasonable timeframes for the application of patches; and  
 

 Establishing required patch windows. 
 
 The University’s current patch management procedure provides guidance for the patching of 
Windows servers; however, the procedure does not define the requirements for identifying and 
applying patches for non-Windows systems, including the server operating systems supporting the 
primary financial management system.  
 
 An inadequate change management policy could result in inappropriate implementation of 
system changes that could result in a breach of sensitive data or system unavailability, which could 
include financial, legal, and reputational damages for the University.  Also, without a sufficient patch 
management procedure, the University does not identify when systems require patches, apply the 
patches in a reasonable timeframe, or have an established patch window to apply required patches.  
Systems that are not up-to-date are at an increased risk for data compromise and system 
unavailability. 
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 These weaknesses exist in the environment due to competing IT priorities and limited 
availability of resources.  The University should dedicate the necessary resources to finish and 
implement an updated change control policy and update the patch management procedure to 
comply with the requirements defined in the Security Standard. 
 

Improve Virtual Private Network Security 
 
 The University does not implement controls in its virtual private networks that are in 
accordance with its policies, its designated information security standard, ISO 27002:2013 (Security 
Standard), or that align with industry best practices.  These policies and standards require the 
implementation of several security controls to safeguard mission critical systems that contain or 
process sensitive data.  
 
 We identified and communicated the specific control weaknesses to management in a 
separate document marked Freedom of Information Act Exempt (FOIAE) under Section 2.2-3705.2 
of the Code of Virginia due to it containing descriptions of security mechanisms.  In general, these 
areas consisted of weaknesses related to system monitoring, authentication, software patching, 
training, and definition of requirements.  
 
 The University should dedicate the necessary resources to mitigate the specific risks 
communicated in the FOIAE document.  Improvements to the security posture of remote connections 
is required for compliance with the University’s policy, the Security Standard, and to align with industry 
best practices.  Improvements will also reduce risk associated with remote connections that access 
systems that contain sensitive data.  
 
Improve Server Operating System Security 
 
 The University is missing some required and recommended security controls for the server 
operating system where the primary financial management system’s database is installed. These 
missing controls are either required by the University’s policy or its designated information security 
standard, ISO 27002:2013 (Security Standard), or recommended by industry best practices.   
 
 We identified and communicated the specific control weaknesses to management in a 
separate document marked FOIAE under Section 2.2-3705.2 of the Code of Virginia due to it 
containing descriptions of security mechanisms.  In general, these areas consisted of weaknesses 
related to system patching, least functionality, system monitoring, and access controls.  
 
 The University should dedicate the necessary resources to mitigate the risks communicated 
in the FOIAE document.  Improvements to the security controls of the operating system are required 
for compliance with the University’s policy, the Security Standard, and to align with industry best 
practices and will reduce sensitive data safeguard risk associated with the system to ensure its 
confidentiality, integrity, and availability.  
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Improve Oversight of Third-Party Service Providers 
 
 The University does not maintain oversight of its third-party providers, including sub-service 
providers, to gain assurance over outsourced IT operations. Additionally, the University does not 
sufficiently document contractual agreements with service providers that establish requirements to 
protect sensitive data that meet the requirements of the University’s designated information 
security standard, ISO 27002:2013 (Security Standard) and its policies.  The University has 
outsourced two business functions that include transactions with sensitive data where sufficient 
assurance has not been obtained: one for student health services and one for student transcript 
services.  
 
 The Security Standard requires the implementation of controls to gain assurance and 
maintain oversight over contractors, that such controls include clearly documenting the security 
requirements a contractor must comply with, have a signed agreement over security requirements, 
and relevant regulations for sub-contracting (Security Standard Section: 15.1 Information security in 
supplier relationships).  The University may obtain assurance over outsourced operations in various 
ways, including but not limited to, Service Organization Control (SOC) reports or other independent 
audit reports that cover the scope of security controls relied upon by the University and sufficient 
contractual language that holds the contractor accountable for compliance with the University’s 
policy and the Security Standard.  
 

Without establishing documented agreements and exercising oversight of the services 
provided, the University cannot gain reasonable assurance and validate that service providers have 
implemented effective internal controls that at a minimum meet the requirements outlined in the 
Security Standard and its policies for protecting sensitive data. 
  

The University has not enforced compliance requirements for third-party providers because 
it has not established a formal documented process in its information security program for 
identifying third-party providers, establishing documented agreements with each service provider, 
and employing appropriate oversight of the services provided.  Additionally, the University has not 
established a collaborative relationship between IT security and procurement to ensure adequate 
contractual language is included to address information security requirements.  

 
Since the identification of this issue, the University has taken steps towards compliance, 

including communication with the Office of the Attorney General and its Material Management 
Office.  The University is working on a contract addendum draft that aims to address contractor 
accountability for the implementation of security controls to protect the University’s data.  
 

The University should implement an approach to obtain assurance over third-party service 
providers, maintain oversight, and include adequate contractual language to hold the contractor 
accountable for the implementation of security controls.  To facilitate the implementation of these 
controls, the University should develop a formal procedure to establish documented contractual 
agreements with third-party providers directing that the vendor comply with the requirements of its 
policy and the Security Standard; proactively and timely request the appropriate assurances from its 
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service providers; implement a structured review process to evaluate the service provider’s internal 
controls and performance; document its evaluation of the service provider’s internal controls and 
performance  including any areas identified as weaknesses, then apply compensating controls 
accordingly; and document agency head approval of the services provided. 
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 July 27, 2016  
 
 
The Honorable Terence R. McAuliffe   
Governor of Virginia 
 
The Honorable Robert D. Orrock, Sr. 
Chairman, Joint Legislative Audit 
   and Review Commission 
 
Board of Visitors 
Longwood University 

 
 

INDEPENDENT AUDITOR’S REPORT ON INTERNAL CONTROL OVER 

FINANCIAL REPORTING AND ON COMPLIANCE AND OTHER MATTERS 
 

We have audited, in accordance with the auditing standards generally accepted in the United 
States of America and the standards applicable to financial audits contained in Government Auditing 
Standards, issued by the Comptroller General of the United States, the financial statements of the 
business-type activities and aggregate discretely presented component units of Longwood University 
as of and for the year ended June 30, 2015, and the related notes to the financial statements, which 
collectively comprise the University’s basic financial statements and have issued our report thereon 
dated July 27, 2016.  Our report includes a reference to other auditors.  We did not consider internal 
controls over financial reporting or test compliance with certain provisions of laws, regulations, 
contracts, and grant agreements for the financial statements of the component units of the 
University, which were audited by other auditors in accordance with auditing standards generally 
accepted in the United States of America, but not in accordance with Government Auditing 
Standards. 
 
Internal Control Over Financial Reporting  
 

In planning and performing our audit of the financial statements, we considered the 
University’s internal control over financial reporting to determine the audit procedures that are 
appropriate in the circumstances for the purpose of expressing our opinions on the financial 
statements, but not for the purpose of expressing an opinion on the effectiveness of the University’s 
internal control over financial reporting.  Accordingly, we do not express an opinion on the 
effectiveness of the University’s internal control over financial reporting.
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A deficiency in internal control exists when the design or operation of a control does not allow 
management or employees, in the normal course of performing their assigned functions, to prevent, 
or detect and correct misstatements on a timely basis.  A material weakness is a deficiency, or a 
combination of deficiencies, in internal control such that there is a reasonable possibility that a 
material misstatement of the entity’s financial statements will not be prevented, or detected and 
corrected on a timely basis.  A significant deficiency is a deficiency, or a combination of deficiencies, 
in internal control that is less severe than a material weakness, yet important enough to merit 
attention by those charged with governance. 

 
Our consideration of internal control over financial reporting was for the limited purpose 

described in the first paragraph of this section and was not designed to identify all deficiencies in 
internal control over financial reporting that might be material weaknesses or significant deficiencies 
and therefore, material weaknesses or significant deficiencies may exist that were not identified.  
Given these limitations, during our audit we did not identify any deficiencies in internal control over 
financial reporting that we consider to be material weaknesses.  We did identify certain deficiencies 
in internal control over financial reporting entitled “Improve Information Security Management and 
Prioritization” and in the section titled “Status of Prior Year Findings,” and “Improve IT Change 
Management and Patch Management Policies and Procedures,” “Improve Virtual Private Network 
Security,” “Improve Server Operating System Security,” and “Improve Oversight of Third-Party 
Service Providers,” in the section titled “Internal Control and Compliance Findings and 
Recommendations,” that we consider to be significant deficiencies.  
 
Compliance and Other Matters 
 

As part of obtaining reasonable assurance about whether the University’s financial 
statements are free of material misstatement, we performed tests of its compliance with certain 
provisions of laws, regulations, contracts and grant agreements, noncompliance with which could 
have a direct and material effect on the determination of financial statement amounts.  However, 
providing an opinion on compliance with those provisions was not an objective of our audit and, 
accordingly, we do not express such an opinion.  The results of our tests disclosed instances of 
noncompliance or other matters that are required to be reported which are included within the 
section titled “Status of Prior Year Findings,” in the finding entitled “Improve Information Security 
Management and Prioritization” and in the section titled “Internal Control and Compliance Findings 
and Recommendations,” in the findings entitled “Improve IT Change Management and Patch 
Management Policies and Procedures,” “Improve Virtual Private Network Security,” “Improve Server 
Operating System Security,” and “Improve Oversight of Third-Party Service Providers.”  
 
The University’s Response to Findings 
 

We discussed this report with management at an exit conference held on July 27, 2016.  The 
University’s response to the findings identified in our audit is described in the accompanying section 
titled “University Response.”  The University’s response was not subjected to the auditing procedures 
applied in the audit of the financial statements and, accordingly, we express no opinion on it. 
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Status of Prior Findings 
 
 With respect to all audit findings reported in the prior year, the University has completed 
some correction actions, while others remain ongoing.  Accordingly, we included the status in the 
section entitled “Status of Prior Year Findings.” 
 

Purpose of this Report 
 

The purpose of this report is solely to describe the scope of our testing of internal control and 
compliance and the results of that testing, and not to provide an opinion on the effectiveness of the 
entity’s internal control or on compliance.  This report is an integral part of an audit performed in 
accordance with Government Audit Standards in considering the entity’s internal control and 
compliance.  Accordingly, this communication is not suitable for any other purpose. 

 
 AUDITOR OF PUBLIC ACCOUNTS 
 
JRQ/alh 
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